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Preface

Manual Introduction

The manual mainly describes how to use Maipu AAS (enterprise edition), including three
parts:

Part 1: Overview, mainly describing the basic information of the product;

Part 2: Configuration wizard, describing how to set up and complete the basic
configuration of the system via one typical networking mode. You can refer to the
networking mode to set up your system fast;

Part 3: Functions, you can get to know our special functions and apply to your business
better.

Product Version

The product version of the manual is as follows

Product Name Software Version

Maipu AAS(V4) AAS-V3R2C03

Audience
This documentation is intended for:
® Commissioning engineers
® Field maintenance engineers
® System maintenance engineers
Conventions

Symbol conventions:

Format Description
An alert that contains additional or supplementary
©Note mnaer
information.

An alert that calls attention to important information that if
@ Cauti{jn not understood or followed can result in data loss, data
corruption, or damage to hardware or software.
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Format Description

An alert that calls attention to important information that if
®Wﬂ rni NG | not understood or followed can result in personal injury or
router damage.

Command conventions:

Convention | Description
Bold text represents commands and keywords that you enter literally
Boldface
as shown.
Italic Italic text represents arguments that you replace with actual values.
] Square brackets enclose syntax choices (keywords or arguments)
that are optional.
Braces enclose a set of required syntax choices separated by
{x]yl..} . .
vertical bars, from which you select one.
Square brackets enclose a set of optional syntax choices separated
[x]yl..] . .
by vertical bars, from which you select one or none.
(xlylo3* Asterisk marked braces enclose a set of required syntax choices
X
y separated by vertical bars, from which you select at least one.
The argument or keyword and argument combination before the
&<1-n> ampersand (&) sign can
be entered 1 to n times.
# A line that starts with a pound (#) sign is comments.

Obtaining Documentation

You can access the most up-to-date Maipu product documentation on the World Wide
Web at www.maipu.cn.

Technical Support
® Technical supporting hotline: 400-886-8669
® Fax: (+8628)85148948
Documentation Feedback
You can feed back your opinions and suggestions by:
® Email: techsupport@maipu.com

® Technical hotline: 400-886-8669
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Part 1 Overview

1Usage

The enterprise-version software of Maipu network access system provides the user ID
authentication, user access authorization, WiFi online marketing, service data analysis
and other functions, applicable to 3G/4G, WLAN, wired network, and other user access
scenarios. Combined with Maipu AC, AP, ISG, and other products, it provides the
integrated solution of the user authentication and WiFi marketing for the enterprise.

The enterprise-version software of Maipu network access system supports the current
mainstream authentication technologies, including PPP authentication, 802.1X
authentication, web authentication, and so on, and supports the IMSI information binding
of the SIM card in the 3G/4G access, SSID binding in the WLAN scenario, IP address
delivering, and other specifical authentication binding functions.

The enterprise-version software of Maipu network access system provides the rich
industry templates, helping the enterprise create the micro portal fast, and rapidly
promoting the enterprise brand image. The platform provides the self-service marketing
function for the user, allowing customers to quickly promote hot products and preferential
information.

The enterprise-version software of Maipu network access system provides SMS,
authentication-free, and other authentication modes, solving the problem of fast accessing
Internet for the user, so that more users can access Internet conveniently. At the same
time, accumulate more users for enterprises, and expand the subsequent marketing value.

The enterprise-version software of Maipu network access system provides an integrated
solution of user identity authentication and WiFi online marketing, which can meet the
requirements of the user for different application scenarios.
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2 Names of Product Parts

System

Description

Basic platform

The basic platform provides the functions of organization
management, user&authority, log and license

management for the user.

Marketing platform

Provide site generating, advertising, and site display

service.

Authentication platform

Provide user access control authentication, authorization,

and so on.

10
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3 Basic Configuration of the Server

Server CPU Intel Xeon(R) 3.1GHz 4 core above
Server memory >=16G
Hard disk space of the server >=500G

Server network card

Gigabit dial network cards

Operation system

SLES-11-SP3(x86_64)

11

copyright©2016 B WAEH AR BT AR AR, -8 FrA B




Part 2 Configuration Wizard Maipu AAS User Manual

Part 2 Configuration Wizard
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4 Step 1: Installation Deployment

Refer to Maipu Network Access Authentication System Installation Manual V5.0.1.

5 Step 2: Basic Configuration

5.1Fast Configuration of Authentication Device

This chapter mainly describes the basic configuration of the authentication on S3320. For
the other configurations of S3320, refer to the configuration manual of S3320.

33208

.PCl .PCZ MAC Pro
Window7 Window?7 £0/3
f0/1 £0/2
Figure 5-1-1

Step 1: Log into S3320 via the serial port, as shown in Figure 5-1-2.
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Xehell 5 (Build 6719)
Copyright {c) 2002-2015 NetSarang Computer, Inc. ALL rights reserved.

Type “help’ to Tearn how t shell prompt.
[e:\-I$

Connecting to 172.16.
Connection established.
To escape to local shell, press 'Ctri+Alt+]".

User Access Verification

Figure 5-1-2 Enter S3320 management interface
Step 2: Configure the authentication server for S3320, as follows:
poe—sw—93#conf t

poe—sw-93 (config) iradius—server host 172.16.10.115 auth-port 1812 acct—port
1813 priority 0 key 0 admin

“172.16.10.115” is the IP address of the AAS server. If it is the HA deployment mode, it is
necessary to configure the virtual IP address. “admin” is the authentication key. By default,
fill in admin for both.

Enable the AAA authentication, as follows:

aaa new—model

aaa authentication login wen none

aaa authentication connection default radius

aaa accounting update periodic 1

aaa accounting connection default start—-stop radius

If the uplink port of S3320 is configured with dhcp server, it is necessary to add the

14 copyright©2016Maipu Communication Technology Co., Ltd,
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corresponding DHCP configuration, as follows:

1. Global configuration

dhcp—snooping

2. Enable the dhcp configuration on the uplink port of S3320

dhcp—snooping trust

3. Enable the access port of the terminal

dotlx authorization ip—auth—mode dhcp—server

If the PC is configured with IP address, do not need to enable the DHCP configuration.

Step 3: As shown in Figure 5-1-1, the access terminal is PC1 (Win7 system), and it
is necessary to enter port 1 of $3320 to configure the following command:

poe—sw—93#conf t

poe—sw-93 (config) #interface gigabitethernet 0/1

poe—sw—93 (config-if—-gigabitethernet0/1)#dotlx port—-control enable
poe—sw—-93 (config—-if—-gigabitethernet0/1)#dotlx timeout quiet—-period 1
poe—sw—93 (config-if-gigabitethernet0/1)#dotlx eap—relay enable

By default, PC1 is configured with IP address.

Step 4: As shown in Figure 5-1-1, the access terminal is MAC Pro (Apple system),
and it is necessary to enter port 3 of S3320 to configure the following commands:

poe—sw—93#conf t
poe—sw-93 (config) #tdhcp—snooping
poe—sw—-93 (config) #interface gigabitethernet 0/2

poe—sw—93 (config—-if-gigabitethernet0/2) #dotlx authorization ip—auth-mode dhcp-

server

poe—sw-93 (config-if-gigabitethernet0/2)#dsotlx port—control enable
poe—sw-93 (config-if—-gigabitethernet0/2) #dotlx timeout quiet—-period 1
poe—sw—-93 (config-if-gigabitethernet0/2)#dotlx eap—relay enable

By default, Apply MAC is the auto got IP address, so configure dot1x authorization ip-
auth-mode dhcp-server on the access port, and enable dhcp-snooping globally. Here, the
uplink port of S3320 is port 24. The configuration is as follows:

interface gigabitethernet0/24

15
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dhcp—snooping trust

exit

5.2 Fast Configuration of Authentication Platform

This chapter mainly describes the basic authentication configuration of the authentication
platform, including modify the administrator password, add an organization, add a user,
add a policy, and other related authentication service modules.

Step 1: Input the address in the browser, and jump to the login interface.

Maipu network access system EREEIEER

Figure 5-2-1 Maipu network access system

Step 2: Modify administrator password

When logging into the system for the first time, the system requires modifying the default
administrator password. After modifying the password successfully, the system will re-
jump to the login interface, input the user name and new password, and you can log into
the system. The interface for modifying the password is ashown in Figure 5-2-2.

Basic platform

Please change your original password

User Name | admin
Original Password
New Password

Confirm Password

16
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Figure 5-2-2 Modify the administrator password

Step 3: Enter the home page of the system platform, and click the Setting icon at
the top right corner to enter the platform interface (Figure 5-2-3).

Maipu network access systemEXEEEE

Marketing Platform Authentication Platform

Figure 5-2-3 The home page of the system platform

Step 4: Enter the organization management interface to add an organization

Click Add. The organization is mainly used to distinguish different sites. For example,
when the customer needs the authentication of office building A and office building B, it is
necessary to add two organizations of office building A and office building B, so as to
distinguish the subsequent site device, authentication policy, and authorization policy. If
the customer has only one application place, you just need to add one organization or do
not add the organization, but directly adopt the default organization.

Basic platform

Organization Management

Import | [ Export Dovnload Template records/page [10 | v

1) )[1][2 ][] totar 0 pase Gotofi  Jpage| Go | Recorasio

©2017 Maipy Conmuni cation Technelogy Co., Ltd NATEU MS

Figure 5-2-4 Organization management interface
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Import the organization or add an organization. To convenient for the subsequent
introduction, add the organization “Orgnizaion_1”, and the organization code is “001001”.
When there are many organizations, it is suggested to add by importing. Here, you just

need to fill in the mandatory fields.

I:l Add/Edit Organization

Organization Hame Orgruzation_1
Organization Abbrewiation [(Orgnization 1

Organization Code 001001

Organization Address
Longi tude
Latitude

Deseription

B/3Z: characters, you can input 26 characters!

Parent Organization Headquaﬂers et

0K

Cancel

Figure 5-2-5 Add an organization

Step 5: Click “Back Home” to return to the home page of the platform and enter

“Authentication Platform”

Maipu network access systemE&
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Figure 5-2-6 The home page of the system platform

Step 6: Enter the “Device Management” interface to add a device

Select Basic Configuration > Device Management to enter the device management
interface, as shown in Figure 5-2-7.

Basic Configuration » Device Management |

External Source

€ search contition  [Device Nanagenent | @ A
Devics nans Certificate Management ] msz [ ] Device wpe [AN [~]

ez TP Device tpe

I
0] e oo ot Joses|_Go ] secmien

©Z017 Naips Conmunization Technalogy Co., Ltd. NAIPU ARS

Figure 5-2-7 Device management interface

During 802.1X authentication, VPN dialing and other authentications, select LNS for
“Device type” and Organizion_1 for organization, “Device name” can be customized. Fill
in the configured key on the device for “Pre-share key”. Refer to step 2 of section 5.1. The
default value is admin.

[ Add the device

Device type |v] % Organization [Headquaners

Device nans |+ msr [i72.118.10.123

Pre-chare key ]* Confirm key [ .....

Description ftest authentication

19/128 characters, you can input 109 characterz!

Ok | | Cancel

Figure5-2-8 Add a device
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Step 7: Enter “User and User group” to add a user group and a user.

Authentication platiorm one Online Usex Ba:

sic wrat
Teer and Usez Geowp | (D)
& usergroup management

=
External futhentication Source

& User management

B rgunisiin @ search smtition] Bevics Hanagament
O Hesdquarters pecont | Certificate Managenent [v]  wee [ | Phone nunbe Taer growp A [v]
e Siteon i ] s ot L e
System Conf: 't
User Tizt Error Cods Query g
0/ RdlL % Disable || Enable || Download template | | Synchronize users | [ Reset duration records/page (10| v]
B | ecomt Hame Phone mumber | Orgenization | User growp | Status Reason for disebling | User date sowrce | Onlime terninels | Effective tine Modi £y password for firs
0 tast Hesdguerters  Defwde o Enable Local usar 1 Valid Eorever Hot ensbled Fi
m ol
6] [0 ot 1 paes Gotoll pse| Go | Reeardsl

isvascriptavoid(0); ©2017 Maipu Conumiaation Technology Co., Ltd MATFU MS

Figure 5-2-9 User management

Add a user group. The user group name is “group_1". For Organization, select the created
“Organiztion_1”, indicating that the user group “group_1" belongs to the organization
“Organiaztion_1". If it is not necessary to authorize by user group or implement different
authentication policies by user group, you can ignore the step, as follows:

@ Add uzer group

User group name |ngIIIJFI_'1 |d'

. . L 1
(rganization [Eﬁlrgamzatmnj |V] ¥

ik,

T/84 characters, vou can input 57 characters! I | I Cancal

Figure 5-2-10 User group management interface

After adding a user group, add one user and add the user to the group “group_1". If the
function is not needed, you can directly adopt the default setting and do not need to modify.
Here, add one user “user_1", as follows:

20 copyright©2016Maipu Communication Technology Co., Ltd,
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[ Add the user

Base infornation
Aesount Hans ser_1 «
P ot Statas ® e Onizeste

Passwerd e ¥
Orgumization  [Organization_| P L T— Local user *
Onlize tersinals fI0 ¥ Bffective tine  [Vald forever ~

(The server tine is[2017-08-31 1100:20, Check the Loeal tine)

Vser group [Derauit group | [ Select group | «

Modify password for first tine [ JEndble
R code authorizer [enst1e
O e [P— L it s e

Binding information Edit binding item

5/64 characters, you ean input 59 characters|

[ ok ] [cancel ]

Figure 5-2-11 Add a user

Authentication pl

&) usermanagement | & User groun management ‘ Basic Configuration > User and User Group
2 Or e zation O Sewrch condition
B Headquarters Aecout [ | st [AN [V e | ] Phone munber [ Vser eroup (AN [v]
B e cenization t
ol v v T i s e [oaren ]

User List e
O/ HRER S Disable || Enable | [ Downioad template || Synchronize users || Reset duration recordsfpses (10| v
[ | secomt Hane Phone mmber  Organization | User growp | Status Reason for dissbling  User data sowce | Online termindls Iffective tine Modify pessword for firs
[ e urar | Drgamizatioe Defalt o Frabls Loed user 10 Vilid Eorevar Hot smabled

T
D) 1 e oo toff Joes

©2017 Meipn Conmuni cation Technalogy Co., Ltd NATPU ARS

Records: |

Figure 5-2-12 Add a user successfully
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6 Step 3: Site Decoration

Super administrator, system administrator, and marketing system administrator can
decorate the site. In the example, take the marketing system administrator as an example
to describe the method of decorating the site.

6.1 Home Page

Enter the home page of the system platform, and click Marketing Platform to enter the
marketing platform.

Maipu network access system ETERENEEE admin @ Ext

R

Marketing Platform Authentication Platform

Figure 6-1-1The home page of the system platform

Click Site Management to enter the site management interface and add one site, as
follows:
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New Site  (3)

* Site Mame | test_site_1

= Site organization | Headgquarters

Push Range Set
Headguarters

* Description | test_site_1

Cancel

Figure 6-1-2 Create one site

After creating one site, enter the interface of selecting the template, click the desired
template, and you can preview the template in the displayed dialog box:

Preview the template

template1

MNews Activity Topic Contact

About us Senvice

Article title 1
Article surnmary. the content length is
15-50 characters.

After changing the template, the

Article title 2
previous template data is unavailable,

Article suramary. the content length is
15-50 characters.

Cancel

Figure 6-1-3 Preview the site template

After clicking OK in the displayed box of the interface for selecting the template, enter the
interface of decorating the site home page.
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In the red box (D, select the desired configuration interface.
In the red box (@), select the desired components.
In the red box (®), display the preview effect after configuring the components.

After enabling the button of the red box @, the corresponding components can be
displayed on the site interface.

The red box & is used to configure the selected components at the left.

Marketing Platform S| men Advertising amin €8 Backhome  Exit

Pages Default site

Home page SliderMazimum support §) @ El

Login page y
o Site Name Login = - 4
Mo-perception Iogin page - 2 v
= s X ‘m? 1
Ad page | W
¥l
Components ' \ - ““& ,/
o P
o ‘> e Ad place name | Slider image 1
L x Adtype Adplace ¥
Head Nintice Slider ews  Activity  Toplc  Contact
@ @ URL
as
€0 = g About us Senvice Sodial
@ SWItCh SpEer  xm—C) 83ec
Iz0n bar Tah AEV;/:\‘S‘WD Article title 1
Article surnmary. the content length is
15-50 characters.
+ &/
Article title 2

Download  Popup  Hyperlink Article summary, the content length is
har 15-50 characters.

Article title 3
Article surnmary. the content length is
15-50 characters.

Figure 6-1-4 The home page of decorating the site

Figure 6-1-4 is the configuration interface of the site home page. The mobile phone model
at the middle of the interface can preview the interface effect after decoration. The left of
the mobile phone model can select the components to configure according to the interface.
The right of the mobile phone model is the content configuration area of the left
components.

When decorating the site home page, the marketing system administrator can select the
desired phone preview box interface according to the components, and also can click the
interface part of the mobile phone preview box to jump to different components. After
selecting the desired components, perform the corresponding configuration at the right of
the mobile phone preview box, save, and then, you can see the effect after configuration
in the mobile phone preview box.

@ Caution

® After decorating each component at the home page, you need to click Save so that
the decoration can take effect.
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® \When decorating the site, some components can be used normally only after
enabling the switch at the top right corner of the interface, as shown in Figure 6-1-
4.

6.2Decorate Login Page

After decorating the site home page, you can continue to decorate the login page, as
shown in the following figure:

Marketing Platform Si ement Advertising admin - £¥  Back

Pages Test

Home page Image

Login page

= Lo ng

No-perception Iogin page

Ad page Restore the default

Companents

IZIID

Image  Background  Login type

¥ | have read and agreed Intermet
Agreement

Internet
Agreement

Use other account to agin

Inbuiltaccount  Security Authorization
certifieation scan code

Figure 6-2-1 Login page

The image and background figure of the site login page support customized uploading.
The Internet agreement can use the default words of the system, and also can be modified
(The Internet agreement mainly describes some disclaimer and legal information about
your WiFi service, and it is suggested to modify according to the requirements of your
enterprise).

The system supports accessing Internet by various authentication modes, which can be
configured in the login mode, as shown in the following figure:
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Marketing Platform

admin -~ €8 Back horme

Pages Test

Home page Login authentication configuration

Login page Enable authentication-free

=
No-perception login page I_O i n Inbuit authentication mode
A
Ad page g [/} (@) Phone
[ /] Security Authentication Set
Components =
® (2) mhuitaccount set
CEANET ® (5 Authorization OR code st
Button Set
Image  Background Login type
| have read and agreed Internet Login button
Agreement
Buttonword | Lagin
Intemet

Agresment

Use ather account ta lagin
Bution for getiing authe iication cale

Butionword | Get verffication code
Word calor v

Inbuitaccount  Security  Authorization
certfication  scan code Bution color | [ v

Set preferences. Phone

Figure 6-2-2 Set login mode

The authentication mode can be changed according to the service needs. By default, the
system enables all authentication modes except for authentication-free. In the inbuilt
authentication modes of the system, all other authentication modes except for mobile
phone also can perform the personalized configuration for the page by clicking Set.

@ Caution

® After decorating each component of the login page, you need to click Save so that
the decoration can take effect.

6.3 Decorate No-perception Login Page

The no-perception login indicates that when logging in again after being forced to get
offline, the visitor does not need to input the account information to log in via the login
interface, but directly clicks Login (no perception intervention) to get online without
inputting the account information or directly logs in and gets online without any perception
(no perception and no intervention). For details, refer to section 11.2.3.

The no-perception login page is the no-perception intervention page. With the page, the
visitor can log in and access Internet quickly without inputting the user name and
password, as shown in the following figure:
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Marketing Platform Site Ent Ay ng admin €  Backhome  Exit

Pages Test
Home page Image
Lagin page

| No-perception login page

Ad page
Components
[aal -

Restore the default
Irnage Internet Button

eeeeeeeee

/‘\

@1 have read and agreed Internet Agreement

Figure 6-3-1 No-perception login page

(@ Caution

® After decorating the no-perception login page, you need to click Save so that the
decoration can take effect.

6.4 Decorate Ad Page

After authentication, the visitor jumps to the advertising page, used to display the business
advertising, as shown in the following figure:

Marketing Platform Site En Advertising aomin - €%
Pages Test
Home page Advertising carouselmaximum s

Login page

Ne-perception login page

Ad page
Components @

Ad place name | Advertising 1

Advertising
Images T Q Adtype Adplace v
PRINT CO!
Switch Speed  eem—) 5580
Skip button @ Enable Disable
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Figure 6-4-1Decorate the advertising page

When decorating the advertising page, you can set the time of displaying the advertising
page (that is the switch speed) and whether to skip. The advertising page can be added
with five carousel figures at the same time. For the advertising of each carousel figure,
you can select the advertising type. If setting it to the fixed advertising place, you can
configure the advertising of the internal or external link.

(@ Caution

® After decorating the advertising page, you need to click Save so that the decoration
can take effect.

® The proxy server used by the traffic-save mode of Opera browser is not stable, and

as a result, the countdown advertising page will stop at Os for a long time before
jumping. It is suggested to close the traffic-save mode of Opera browser.

6.5 Release the Site

After completing all decorations of above chapters, you need to click Release at the right
top corner of the following figure so that the decorations can take effect at the visitor

terminal.

Marketing Platform

Pages Test
Home page

Login page

No-perception login page

Ad page

L seas )

Ad place name | Atvertising 1

Advertising
Images Adtype| Adplace ¥

WELCOME TO

URL!

PRINT CO!

SWIECH SPEe]  ee— Ssec

Skip button @ Enble  Disable

Figure 6-5-1 Release the site
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7 Step 4: Advertising

Super administrator, system administrator, marketing system administrator, and content
administrator can advertise. In the example, first create one marketing system
administrator to describe how to advertise.

The marketing system administrator enters Advertising to add one advertisement, as
shown in the following figure:

Marketing Platform Site ernen Advertising admin

Add Ad

*Site

=Ad place o Mews v
* Caption article titile 2 *fithin 40 characters)
“Summary  giicle dascription *(wvithin 100 characters)you also can input 81 characters

* Thumbnail
*Picture size: 640p*240px
Mote: This picture will be displaved as a thumbnail in the list of articles
*Link type Caontent v

* Prompt; click the right mouse butlon in the edit boxto use more funetions.
mo e BI UA®EXQH FFV-6B A-w-i=-=-a
5

e e
ey A Ae R

L]

FontFamil |« FontSize
BEeE@ues=

From Oct. 21 to OCT. 23, 2014, as the last mile access solution expert, Maipu attends the Broadband World Forum in Amsterdam, Netherland
with the WLAN Solution, GPON Solution, Switch Solution and Router Solution.

Enahle advanced functions (accurate delivery)

Draft
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Figure 7-1-1 Advertising

When adding one advertisement, you can enable the accurate delivery of the
advertisement. After enabling, you can set the start time and end time of the advertising
(the start time and end time of the advertising indicates the effective time of the advertising.
If the start time and end time are set, the advertisement is delivered only within the time
period), priority, and pushing range of the advertisement.

Priority: If the advertising time overlaps, you can set the priority. The larger the number,
the higher the priority.

Pushing range: If the pushing range is set, the advertisement is only pushed to the
selected pushing range, and the other organizations do not display the advertisement.

After adding the advertisement information, the user can select Draft or Submit.

If selecting Draft, the advertisement has the “draft” suffix in the advertisement list. You
can re-edit draft advertisement, and then, click Submit to deliver. The draft advertisement
cannot be delivered, and the terminal does not display the draft advertisement.

If selecting Submit, the advertisement will be submitted to the same level or superior
administrator with the audit authority for auditing.

For the auditing advertisement, you need to click the check mark in the following figure to
audit, and then, the advertisement can be delivered. If the advertisement does not pass
the auditing, you can click the question mark in the following figure to view the reason.
The advertisement that does not pass auditing is not delivered, and the terminal does not
display it.

Marketing Platform Site Management Advertising admin €3 Backhome  Exit

Advertising 0 e |
Default site ¥
Priority Thumbnail Caption Affiliated column All v Operation

Al advertisements

B article titile 3 —
Home page Slider ddd 1 oK' o Home page Slider deld Not passed EA ]

by Ipdate tire: 2017-08:3013:54:46
Home page Icon bar A
article titile 2 i
Home page lcon bar C. 1 m N T Home page Slider cid Auditing @ S
1

Home page lcon bar N

i article titile 1 -
Home page Icon bar T 1 L e e Home page Icon bar News Online +

Home page Tab About...

Horme page Tab Service ’ anather testing ad -
1 o ) . N Home page Icon bar News Online +
A A Indate time: 2017-08-3011:31:3
Home page Tab Social im&

Ad page Advertising Im Testing Ad T
1 - Home page Icon bar News Oifine tsm
e ) date time: 2017-08-30 11 2322

Other advertisements > ——
Selected 0 ftotal 5 Delete |

First 1 Last  Total § fecords
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Figure 7-1-2 Audit advertising

@ caution

® The advertisement delivered by the super administrator passes auditing
automatically after being submitted.
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8 Step 5: Internet Experience

8.1 win7 Configuration and Authentication

Step 1: By default, win7 does not enable the 802.1x wired authentication, and you need
to perform the following operations to open the windows server management, as shown

in Figure 8-1-1.
= Run
= Type the name of a prograrm, folder, document, or Internet

resource, and Windows will open it for you,

Open: services.msc -

"f_'il' This task will be created with administrative privileges.

[ QK ] | Cancel | ’ Browse..,

Figure 8-1-1 Open windows service management

Step 2: Find the Wired AutoConfig server, and enable the server, as shown in Figure 8-1-
2. If the server is enabled successfully, Figure 8-1-3 is displayed.
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File Action View Help

el

£, Services (Local)

BEcz HE > 8 nw

resources. Wired networks that do

»

Wired AutoConfig Name Description Status Startup Type  LogOnAs #
3 . . i Windows Firewall ~ Windows Fi... Started Automatic Local Service
Stop the service Z% Windows Font Ca... Optimizes p... Started  Manual Local Servi
ettt the servite i ... Opti p.. Sta anual ocal Service
4 Windows Image A... Provides im... Manual Local Service
C.,, Windows Installer ~ Adds, modi... Manual Local Syste...
%f:c\;ll‘i’::n;\utoConﬁ (0OTIVO) % Windows Manage... Providesac.. Started  Automatic Local Syste...
service is s ?or performi %4 Windows Modul Enables inst... Manual Local Syste...
IEEE 802.1X authentication on ’ 5;, Windows Presenta... Optimizes p... Manual Local Service
Ethernet interfaces. If your current % Windows Remote ... Windows R... Manual Network S...
:&;‘;X"mork:e:!w":;"to%‘%';vsc i Windows Search  Provides co... Started  Automatic (D... Local Syste...
cenic eash o;: ::: clz:,ﬁ g :r ed to run Sg. Windows Time Maintains d... Started Manual Local Service
for establishing Layer 2 connectivity "..g Windows Update  Enablesthe... Started Automatic (D... Local Syste...
and/or providing access to network  C; WinHTTP Web Pr... WinHTTP i... Manual Local Service

S, *3Wired AutoConfig  The Wired...  Started Manual Local Syste...
not enforce 802.1X authentication are Iy
unaffected by the DOT3SVC service. WLAN AutoConfig The WLANS... Started ~ Manual Local Syste...
4 WMI Performance... Provides pe... Manual Local Syste...
£ Workstation Creates and... Started Automatic Network S...
£, WWAN AutoConfig This service ... Manual Local Service
< (T i
Extended ,(Standard /

Figure 8-1-2 Enable the Wired AutoConfig service

File Action View Help

¢ B Ec= Hm »enwp

WLAN AutoConfig Name Description  Status Startup Type  LogOnAs  #
Seaih . . Windows Firewall ~ Windows Fi... Started Automatic Local Service
top the service & - <

Rtk theseice % Windows Font Ca... Optimizes p... Started Manual Local Service
- 4, Windows Image A... Provides im... Manual Local Service

:ﬁ Windows Installer ~ Adds, modi... Manual Local Syste...
Description: X : : Manage... Providesac.. Started  Automatic Local Syste...
The WLANSVC service provides the T Enables inst M. ) ocais
logic required to configure, discover, N o st anual oca yste
connect to, and disconnect from a Pr Op pe- Manual Local Service
wireless local area network (WLAN) as R .. WindowsR... Manual Network S...
defined b’f IEEE 802'15" standards. It %, Windows Search Provides co... Started Automatic (D... Local Syste...
also contains the logic to turn your 2% Windows Ti Mainkanedo. Staried M | Local Ser
computer into a software access e indows Time aintains d...  Start anual ocal Service
point so that other devices or Gg Windows Update Enables the ... Started Automatic (D... Local Syste...
computers can connect to your 5 WinHTTP Web Pr...  WinHTTP i... Manual Local Service
::Tpg:::;:{'z‘ﬁm::;gt;yuN % Wired AutoConfig ~ The Wired ... Started  Manual Local Syste...
Stopping or disabling the WLANSVC . WLAN AutoConfig The WLANS... Started Manual Local Syste...
service will make all WLAN adapters Sr, WMI Performance... Provides pe... Manual Local Syste...
o’:\ wrjomputer in:.cceslj;blltefwm £, Workstation Creates and... Started  Automatic Network S...
the Windows networking UL It is & 2 - 5
strongly ecommiendad tist you have %4 WWAN AutoConfig This service ... Manual Local Service
the WLANSVC service running if your
computer has a WLAN adapter.

< m ] »

Extended /(Standard /

Figure 8-1-3 Enable the Wired AutoConfig service successfully

To enable MD5 authentication, you need to download the plug-in component to install.
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Copy the following attachment to the PC disk, and double-click dot1xMD5.reg to install. If
the MD5 authentication is not needed, ignore the step.

|

dot1xMD5. reg

Organize = Include in library = Share with « Slide show Mew folder

- Fawvorites

BE Desktop P
& Downloads
il Recent Places

dotlxMD5.reg
7 Libraries

=| Documents
b :

@' Music

b=| Pictures

E Videos

‘& Computer

E‘ﬁ Metwork

Figure 6-1-5 Enable the MD5 authentication

Step 3: In windows7, configure the network card, find the network card directly connected
with port 1 of S3320, right-click and select Properties.
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@Uw|=r « Network and Internet » Network Connections » v | &,| | Search Network Connections P |
Organize * Disable this network device Diagnose this connection Rename this connection 3 ;;Z: ¥ [ @

L"h Local Area Connection
e Unidentified netwaork
@ Realtek RTLBIE #) Disable

Status

Diagnose

'E“k' Bridge Connections

Create Shortcut
Delete
'ﬁg‘ Renarme

U "'g' Properties

Figure 8-1-4 Network card properties
Step 4: Click Properties > Authentication:

Tick Enable IEEE 802.1X authentication, select EAP (PEAP) from the drop-down list,
click Settings, un-tick Validate server certificate, and select MS-CHAPV2, as follows:

@\Jﬂ & « Network andIntemet » Network Connections » <[44 [ search
farn ni b i n; s
U Local Area Connection Properties =] LA =]

When connecting:

Authentication
[ validate server certificate

|_| Connect to these servers:

Select this option to provids authenticated network access for
this Ethemet adapter

| ) Erabie IEEE 802 1% authertication |

AddTrust External CA Foot

[ Baltimore CyberTrust Root

Choose a network authentication method

[ Microset: Protected EAP (PEAR) <|| | setines | [ Certification Authority of WoSign o o :
L ] Certum A EAP MSCHAPY2 Properties

0P i o il B s o inchi IZ Ciass 3 Public rimary Certification Autharity )

| DigiCert Assured ID Root CA ‘When connecting

time I'm logged on
|| DigiCert Global Root CA -
1 Automatically use my Windows logon name and

4 i v

[¥] Fallback to unauthorized network access ! | |} password (and domain f any)

Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:
I[Semeu password (EAP-MSCHAP v2) - l Configure... | I
[7|Enable Fast Reconnect

| Enforce Network Access Protection
| Disconnect if server does not present cryptobinding TLV

il oK 7| Enable Identity Privacy
? @ -
4

Figure 8-1-5 Network card authentication configuration 1

itz [ Corce |
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After click OK, perform the following setting.

N[ L = Advanced setti ==
@uv| 2« %+ Local Area Connection Properties &3 i e
TR TR 802, 1¥ setti
Organize = Metworking | Authentication AR |
= [7] specify authentication mode
. ™ Local A
= Uniden| Select this option to provide authenticated network access for |U'ser or computer authentication v] Save credentiale
G Realtek this Ethemet adapter.

Jete credentials for &l user
[7] Enable IEEE 802.1X authertication DHiBs TR T ol e

Choose a network authentication method [ [¥] Enable single sign on for this network [
[Mjc:’osoﬂ: Protected EAP (PEAF) v] I Settings | (@ Perform immediately before user logon
(71 Perform immediately after user logon
|¥] Remember my credentials for this connection each Maximum delay (seconds): 10 |
time I'm logged on [7] Allow additional dialogs to be displayed during single

oo sign on
|| Fallback to unauthorized network access

: Additional Settings..

] This network uses separate virtual LANs for machine
and user authentication

T 1T o o)

Figure 8-1-6 Network card authentication configuration 2

Step 5: At the lower right corner, display the window, click the window, and input the user
name and password to authenticate.

If the window is not displayed, cancel Enable single sign on for this network > OK >
OK in above Step 4.

Here, the user name is the previous created test-user, and the password is the password
of the user.

A« Additional information is needed to connect to this network * *
=

Click te provide additional information.

Figure 8-1-7 Perform authentication
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Windows Security

Network Authentication

Please enter user credentials

=

test-user

| ok

] I Cancel

Figure 8-1-8 Input the user name/password

Step 6: Log into the AAS, and view whether the authentication succeeds

and Online User.

Authentication platform

in User Logs

Tser Logs {

& Oresmization

@) Search Condition

[ test-fullnane-2452
3 test-fullnane-3220
B test-fullnans-3374
3 test-Fullnane-3185
B3 test-fullnane-4014
[3- test-fullnane-6030
E3- test-fullnane-B360
3 test-Fullnane-6514
) test-fullnane-6844
3 test-fullnane-7353
) tost-fullnane 1455
3 test-Fullnane-6298
- test-fullnane-8300
3~ test-fFullnane-302
- test-Fullnane-8613
(3 test-fullnane-5463
) test-fullnans-go35
3 test-fullnane-10938
- test-fullnane-12036
3 test-Fullnane-12513
- test-fullnane-12832
3 test-fullnane-12843
) test-Fullnans-13080
3 test-Fullnane-13635

Log List.

v
O Headguar texs B [ sethentication Tre [BN 3] stans [N I e cne [

(3 test-fullnane-161 -

- test-fullnane-6aT Start Tine | mmamins | | Search |

3 test-Fullnane-1019 -

- test-fullnane-105T

- tast-Fullnane-1357

| An records/vage [10 | v
User hscomr | Status hnthentication Result Terninal MAC/Callings s | AF MAC/Culledstation | ID ms 1E Terninal T2 | Access Lows | Aecess Tine
test-user Succeeded Orline 00-01-TA-TD-20-3A 1721610, 123 fHeadquart=-=  2017-08-21 1~
test-user Succeeded Authentication Success E0-DB-55-8F-81-B5 00-01-TA-TD-20-3A 172.16.10, 129 fHeadquart=+  2017-06-21 1-1
test-user Failed Authentication Failure Intel™ 172,16, 10, 129 {Headquart'™  2017-08-21 1
testouser  Failed Anthertication Failure!Tntelw EI-DB-S5-GF-81-85 00-01TATI-20-3A 172 18,10, 128 [Masdqueres 2017-08-21 11
test-user Failed Authentication Failure Intel E0-DB-55-9F-61-65 00-01-TA-TD-20-3A 172 16,10, 123 (Headquart==  2017-08-21 1+
wen Succeeded Online 40-8C-8F-00-D1-ES 00-01-TA-TD-20-34 172,16, 10, 129 [Headquart==  2017-08-21 1-1
wen Succeeded Authentication Success 40-6C-8F-00-01-ES 00-01-TA-TD-20-3A 1721610, 129 fHeadquart'=  2007-06-21 1"
wen Sueceeded Dffline 40-6C-BF-00-01-F5 00-01-TA-TD-20-3h 172 16,10, 128 172,610,234 /Headquart=  2017-06-21 -1
wen Succesded Orline 40-8C-8F-00-01-E5 00-01-TA-TD-20-3A 1721610 123 {Headquart==  20{T-08-21 1~
wen Succeeded Authentication Success 40-8C-8F-00-D1-ES 00-01-TA-TD-20-3A 172.16.10, 129 fHeadquart=+  2017-06-21 1-1
i T I

Figure 8-1-9 View the login log

TTYIIN (W PO | S BT

A A RS EALT

e

In the online list, there is the corresponding user information, as follows:
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Authentication platform

Online User 3 Online User Momitoring l

52 o gunizarion ) Sasren Condition =
eadquarters - e A —
B8 é - hecaim | huthenti cation Seenaria AN [3] Terninal wc/tating Station Termind T
tost-fullnana-151 m——————— .=
te ——
g - [ Search |
(-
e
& &
Bt
E3-tes recordsipage ]
to
B = 2 win on17-08-21 16:17:12 802 1X Inbuilt Aecomnt Aut-r  EO-DE-55-61-61-65 =
e
Bt 5 nin 2017-06-21 16:14:20 602, 1X Inbuilt hecount fut  40-BC-GF-OD-01-ES
Be
B tes
Bt
B tes
[
B tes
B tes
B tes m
) test-Fullnane-2463
B tes -agss
B-te 10836
B tes 12086
B tes 12513
B 183
B te 12843 =l
Bte 13089 D [ |
B tes 133 [ fle [ a3 )]0t 1 page 6o tofi lpege| Go | mecorssiz

Figure 8-1-10 Online user information

Up to now, the user test-user is authenticated.

8.2 MAC System Configuration and Authentication

Step 1: Enter MAC Pro System Setting, and find Network.
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o0 < > HEE System Preferences Q Search
F 2 M EH O a9 @ ' °
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

L] | B i
, | N
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
s @ v @ 0O
iCloud Internet Extensions Network Bluetooth Sharing
Accounts
; ST TS =l
n® 0 ¥ & & @
e - 5D b —4
Users & Parental App Store Dictation  Date & Time Startup Time Accessibility
Groups Controls & Speach Disk Machine
‘5-1
Flash Player Java

Figure 8-2-1 System setting

Step 2: Set the network card directly connected with port 3 of S3320, and set Ipv4 to get
IP automatically.
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® ¢ < HEE Metwork
5
Location: | Automatic _B
Ethernet <“ _>
Cannacted Status: Connected
3 Ethernet 2 is currently active and has the IP
Ethernet 2 o address 172.16.10.234.
Connected
o oucaad o Configure IPva: | Using DHCP j <]
_ Wi-Fi — IP Address: 172.16.10.234
On -

Subnet Mask: 255.255.252.0
@ Bluetooth PAN 9

Mot Connected Router:
Thunde...t Bridge <'__\ DNS Server:
Mot Connected i

Search Domains:

4

Advanced... 2

+]

Assist me... Rewvert Apply

Figure 8-2-2 Network card configuration 1

Step 3: In the 802.1X configuration of the network card, tick Enable automatical
connection.
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{:-—-} Ethernet 2
TCRIP  DNS WINS cukkbed Proxies  Hardware

Use a configuration profile to add an 802.1X profile to your system. Contact your system
administrator for more information.

Profile Information

Name:
Authentication:
Wireless Network:
Security Type:
Trusted Certificate:
Trusted Servers:

Enable automatic connection

? Cancel OK

Figure 8-2-3 Network card configuration 2

Step 4: After inputting the user name and password, MAC Pro automatically connects to
the network.
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@ ¢ giid Network Q Searc
Location: | Automatic E
e Ethernet Lo
Connacted it Status: Connected
Ethernet 2 is currently active and has the IP
Ethernet 2 oD address 172.16.10.234.
Connected b
L ] F"&:{""E_’ﬁ Configure IPv4: | Using DHCP E
Wi-Fi — IP Address:  172.16.10.234

Subnet Mask: 255 255.252.0

Bluetooth PAN g

Mot Connected

Router:

Thunde...t Bridge » =, .
@ g </ DNS Server:

Mot Connected

Search Domains:

802.1X: Default Disconnect

Authenticated via EAP-PEAP (MSCHAPw2Z)
Connect Time: 00:05:29

Advanced... 2

Assist me... Revert Apply

Figure 8-2-4 Network card connection

For the remaining check step, refer to step 6 of section 8.1.

8.3 Portal Authentication

After completing the above steps, you can start accessing Internet.

1. Use the mobile phone (or PC) terminal to connect the specified SSID. After
connecting successfully, display the site home page. When the site is not displayed
automatically, you need to manually open the browser to access any address (non-
https website) and jump to the site home page. On the home page, you can see the
home carousel figure, and tab advertisement. Click the advertisement, and you can
see the specific advertisement content.
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Site Name -~ ogin

E . i ’
| - Pt

Mewvys Activity Topic Contact

Aboutus Seryice Social

article titile 2

article description

article titile 3
article titile 2

AFF Diownload

B App download Download

Figure 8-3-1 Site home

43 copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



8 Step 5: Internet Experience Maipu AAS User Manual

Article details

aicle titile 2

From COct. 21 to OCT. 23, 2014, as the last mile acces
5 solution expert, Maipu attends the Broadband World
Forum in Amsterdarm, Metherland with the WLHAN Soluti
on, GPOM Solution, Switch Solution and Fouter Solutio
b

Figure 8-3-2 Advertisement details

2.

On the site home page, you can click Login to enter the authentication page, as
shown in the following figure, including mobile phone SMS authentication, inbuilt
account authentication, and security authentication. Here, we just describe the
authentication process via phone SMS.

Authentication by mobile phone: Open the mobile phone SMS authentication
interface, input the phone number, click Get verification code, input the SMS
verification code received by the mobile phone, tick | have read and agreed Internet
Agreement, click Login, and the authentication succeeds.
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# | have read and agreed Internet Agreement

Llsg other actcount 1o login

Inbuilt account Security Autharization
cerification scan code

Figure 8-3-3 Authentication via mobile phone

4. After authenticating successfully, and if the advertisement countdown page is set,
stop several seconds at the advertisement countdown page, and you can click the
advertisement to read the advertisement content.
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SUMMIT

Figure 8-3-4 The page after authentication

5. The countdown of the advertisement page ends, jump to the home page. Here, the
Internet authority is opened, and you can access other extranet addresses.
Meanwhile, you can click Exit to end the Internet.
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Part 3: Functions

9 Basic Platform Functions

Basic platform provides the functions of organization management, user and authority, log
and system configuration for the user. The following describes the configuration of the
basic platform.

9.10rganization Management

Click Organization Management to enter the organization management interface,
providing the functions of querying, adding, modifying, deleting, importing and exporting
the organization.

Basic platform

Figure 9-1-10rganization management

Query the organization

You can query the organization according to the organization name, organization code
and organization abbreviation, and also can only display the current organization. The
queried content is displayed in the lower organization list by pages, as shown in Figure
9-1-2.
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@ Search Cond v
o Organization Code (001001 Organization Abbreviation [ Search
5
import | [ Expor Download Template recordsfpage (10| v
unix - revi - s
o0t o
|
T I
B[] ](2]M]eota 1 page Go ol Jpsse| Go | Becorssit

©2017 Naips Comumication Technelogy Co., Ltd WATPU MAS

Figure 9-1-2 Query the organization

Add an organization

Click Add to open the Add/Edit Organization dialog box. Fill in the information
according to the actual demand, click OK and the organization is added.

#dd/Edit Organization x

Organization Fame

Organization Abbrewiation

Organization Code | i;'

Parent Organization EHeadquaners [

=
Orgzanization Address |

Longi tude | |
Latitude |

Description

ok | [ cancel |

Figure 9-1-3 Add/modify the organization

Modify an organization
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In the organization list, select one desired organization (you can only modify one
organization at the same time), and click Edit to open the Add/Edit Organization
dialog box (Figure 9-1-3). You can modify the organization name, organization
abbreviation, organization code, parent organization, organization address, longitude,
latitude, and description, and then, click OK to save the modified information.

Delete an organization

In the organization list, select one desired organization (you can select multiple
organizations), click Delete, and click OK in the displayed dialog box (Figure 9-1-4).
The system requires inputting the administrator password (Figure 9-1-5). After

inputting the administrator login password correctly, you can delete the selected
organization.

4. Prompt

The operation will delate the organization and the administrater user, sites, ad places, onlins users, user group, suthentication user, externsl suthenticzation
seurce, device, SMS policy, suthentication policy, imtelligent binding black and white list, duration policy, suthorization poliey and other data in its suwb
organization at the same time. If you went Lo reserve the dats, please move the data to other organization. Othermise, click OE to delete

[ OK :‘ Cancel {

Figure 9-1-4 Delete an organization

Delete Organization

Login Fassword |

i QK I I Cancel I

Figure 9-1-5 Input the login password when deleting an organization

(@ Caution

® You cannot delete the default organization, that is, headquarters.

® The operation will delete the organization and the administrator user, online user,
user group, authentication user, external authentication source, device,
authentication policy, intelligent binding, black/white list, authorization policy and
other data of its sub organization at the same time, so if you want to reserve the
data, please move the data to other organization. If you do not want to reserve the
data, click OK to delete.
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Import the organization

Before importing the organization, click Download Template, fill in according to the
template content, and then, click Import to import the organization, as shown in Figure 9-
1-5.

@ Orzanization Import »

Organization Fath Browse

()4 Cancel

Figure 9-1-6 Import the organization
Export the organization

Click Export to export all available organizations of the current user.

9.2User & Authority

The basic platform adopts the matrix authority management, and the user needs to have
the authority of the role authority and management area. User and authority management
provides the centralized management for users and their authorities.

Click User & Authority to enter the user and authority management interface. The
authority management interface provides the functions of querying, adding, modifying,
and deleting the user.

Basic platform

eeeeeeeeeee

MeJLe1 ]2 0ot 1 paze G bl Jpase| G

=

7 Maipy Comunication Tecknology Co., Led WATFU MS

Figure 9-2-1 User and authority management

Query the user
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The user query supports the fuzzy query of the user name, as shown in Figure 9-2-2.

Basic platform

User & Authority
= ion @) Search Condition v
] vser List @
ia ) _Ed ] [Doee Fo—
T s E—— — = — p—
B Headguarters Swper Adainistrator adain aceout. i1
O N 1 s o O

Add a user

Click Add to add a new user. The user role can be super administrator, system
administrator, authentication system administrator, content administrator, content auditor,
and marketing system administrator. Fill in the information according to the actual demand,
and click OK, as shown in Figure 9-2-3.

Ad4/Edit Vser

User Hame

Password

Confirn Fassvord [

Organization |Headquaﬁers

Role

Super Administrator

System Admindstrator

Authentication System Administrator
Content Administrator

Email Content Auditor

Marketing System Administrator

Description

oK | ‘ Cancel |

Figure 9-2-3 Add a user

© Note
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You cannot distribute the super administrator to the non-headquarter
organization.

After selecting the organization, the user can only manage the authority of
the organization and its subordinate organizations.

After selecting the organization when adding the administrator, the
administrator can only have the authority of managing the organization and
its subordinate organizations.

The super administrator has the highest authority. The super administrator
user can perform any operation.

The system administrator has the system authorities of the organization and
its subordinate organizations, except for import/export the organization, log
management, system configuration, push policy management and external
authentication source configuration,

The authentication system administrator has all authorities of the
organizations that can be managed by the authentication platform. The
authentication system administrator user can only view the related interfaces
of the authentication platform, and perform the operations of the related
functions. The authentication system administrator user cannot access or
operate the interfaces of the basic platform.

The content administrator can advertise on the marketing platform and view
and operate the online and offline services of the advertisement.

The content auditor can audit the advertisements delivered by the
organization and its subordinate organization administrators in the marketing
platform.

The marketing system administrator has all authorities of the services in the
organization. The marketing system administrator can only access the
marketing platform, and cannot view or operate other platforms.

If enabling Force modify initial password (enable or disable on the
password policy configuration interface) after creating one user, the user
needs to modify the initial password when logging into the system for the first
time.

Edit a user

Select one user record from the user list, and click Edit to edit the user information. You
can modify the user name, password, organization, role, contact, email, and description.
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After modifying, click OK to save the modified information, as shown in Figure 9-2-4.

[F] Add/Edit User x
User Hame la
Password  [sresssssssassssssssssssassess
CRAEi R srard | pose ey s
Orgzanization ;HBHEIE]UEI‘[EI’S v |
Role |Super Administrator W
Contact
Email
Description
OK Cancel

Figure 9-2-4 Modify one user

© Note

® After enabling Force modify initial password (by default, it is enabled), and
modifying the password of the subordinate administrator, the administrator
needs to re-modify the password when logging into the system again.

Delete a user

Select one desired user from the user list, click Delete, and click OK in the displayed
dialog box to delete the selected user, as shown in Figure 9-2-5:

4. Frompt x

Are wou sure to delete the selected uzer?

OK Cancel

Figure 9-2-5 Delete one user
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(@ Caution

® You cannot delete the default super administrator admin.

9.3 Log Management

Click Log Management to enter the log management interface, providing the functions of
querying, exporting, and view the log.

Basic platform ox ety e & Velcome'sinin Back Hone @ Exit

v Log Typ art T B e g c Search
[ Log List
Refresh | [ Export v
Tick | vser Loc Type +4 | Create Tine LogDetsil | Content

stnin Log 070631 16

. : logo 20170631 15:43:30

adni - Logi 20170831 14:%2:%8

. - Lo 20170631 14:03:35

. r logo 20170631 14:01:56

. Hodify user 20170831 14:01:56 Hosdguar LeiSuper Adn 1, Ta H

. user login 20170831 14:01:40

. user Logout 20110831 14:01:28

. Hodify user 20170831 14:01:27 tion Headguarters, roleiSuper Adninistrator, Telimdl

. ser login 20170831 14:01:08

. user Logout 20170831 14:01:02

. o 20110831 1401501 " LeiSuper Ado 0

. 20170831 14:00:48

adnin 20170831 14:00:44

(][ ][2][s [e](s][2]M]totar 16 paee Gotoifl Josze[ Go ] mecorasians

©2017 Waipn Conmuni cation Tecknology Co., Ltd MATFY S

Figure 9-3-1 Log management

Log query

The log management provides the management for the log information. You can search
for the desired log information by the user, start time, end time, log type and log level,
advanced query. The advanced query can perform the fuzzy query for the user name, log
type, level, and content at the same time.
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Log Management

) search Condi tion ~
v fad 7 toe 1ipe [ Start Tine [PO170301 110100 (&Y End Tine [POI706-13 11:01:00 =
Content [ ] Search
[ Log List
Refresh | | Export records/page (20| v
Tick | Usr 4% LogType 44 Creats Tine #5 | LogDeteil  Content
sdin ser Logout WMT-0-08 114201 Log Detaid W
sinin add organization UT-0308 112105 Log Detaid ¢ dos, Orgamization Addr g
ain A e W00 11852 Loz Dstaid
ainin Delete orgmization 20170308 104152 Log Dsteil ‘:‘
adnin ser Login 201T-03-08 1016011 Log Deteil
sdnin A4 organizat 20170308 0955118 Log Datail ¢ des, Orgamization Addr gan
sinin e Login 005 095112 LogDeteil  admin login systas i
ainin ser Logout NT-D0T 23433 Logleteil  adein Lot syt
sinin ser Logout W07 23439 LogDetail  admin logsat syetem
sdnin ser Logout NT-00T 23429 Logleteil  adwin logout zyzten
sinin ser Logout D07 23429 LogDetail  admin logont zyaten Ll

B €]t (2] D[N tstl 2 page Goto:l  |page| Go Record:34

Figure 9-3-2 Log query
Export the log

Click Export, and you can export the log information in the list to the csv file.
Log details

The Content field of the log list lists the summary content of the log. To view the
details of the log, you can click Log Detail to open the Log Detail dialog box, as
shown in Figure 9-3-3.

El Loz Detail b 4
Usar |admin
Log Type |add organization

Create Tine [2017-05-08 11:21:08

Loz Tletail :Add.ed organizat ion:Farent organ:i.zation-'
id:sl, organization full name:a,
organization code:a, OUrgardzation
Addrez=z:, organization GPS coordinate:, |
organization abbreviation:a, [
orgamization Description:

Figure 9-3-3 Log details

9.4 System Configuration
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9.4.1 License

Select System Configuration > License to enter the License management interface, as
shown in Figure 9-4-1.

The license management provides the functions of viewing the license and importing the
component license, as shown in Figure 9-4-1.

Basic platform o= » se of Managenent on & Veloomeiatnin Back Home 00 Exit

N O ]

| [ License List

[[Refesh ] [import License cecertsiyaes (2|

Tick | Server 4% Module Name +5 | Aetive Tine Node Count

AMAServer

1302557218 WS

1302557218 M-S 10 4B STAZEIOTSICIES

W[ €)1 ][2 M) eoar 1 page Gotoill Jpage| Go | Recorasiz

Figure 9-4-1 License management
View the License

Click Refresh and you can view the latest license information (Figure 9-4-1).
Import the license

Click Import license to open the License Import dialog box, as shown in Figure 9-4-2.

Click Browse, and select the .lic file. After selecting the correct.lic file, click Import and
you can complete the operation of importing the new license.
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License Tnport

Select File

Licenze “ Browse | | Irmpaort

Figure 9-4-2Import the license

9.4.2 Password Policy Configuration

Select System Configuration > Password Policy Configuration to enter the password
configuration interface, as shown in Figure 9-4-3.

The password policy configuration interface provides the function of setting the password
rule and password complexity. On the interface, you can configure whether to force modify
original password, minimum length of the password, whether the password contains the
upper case letter, lower case letter, number, special character, or user name, and whether
the new password is the same as the original password, as shown in Figure 9-4-3. After
configuring the password policy, click Save to complete the configuration of the password
policy.

Basic platform

o ent User & ty ent n
l System configuration » Password policy configuration |
| Password Policy |

Passvord policy configurati

st nodisy originad password
Passrord Length at Least B Characters (Frompt:1-32 characters]

Contain  W@Upper case letter  lLover case letter  WllFurber Blsoecian charscters  Bronpt: “1EEW e O_t=0 0] <)

javaseriptuoid(); ©2017 Maigu Conmuni cstion Technology Co., Ltd MATPY AAS
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Figure 9-4-3 Password policy configuration

© Note

® The complicated password policy can improve the system security.

® By default, the system enables the high-level password configuration policy.

9.5 Service Management

The following commands need to enter the Linux server command line terminal to execute.

Configuration Command

Description

service srvmgt init

Initialize the local service

service srvmgt status

View the configured service operation status of the

system

service srvmgt start

Enable all services of the system

service srvmgt start

{srv_name}

Enable one service, such as service srvmgt start

aasnode

service srvmgt stop

Stop all services of the system

service srvmgt stop

{srv_name}

Stop one service, such as service srvmgt stop aasnode

service srvmgt restart

Restart all services of the system

service srvmgt restart

{srv_name}

Restart one service, such as service srvmgt restart

aasnode

service srvmagt list

View which services are configured

service srvmgt config srvlist

Customize the service starting list

Servicesrvmgt  config db

dbload-frompeer

In the HA mode, completely synchronize the data of the

peer database to the local
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9.6 HA Configuration and Management

@ Caution

® The command service srvmgt config srvlist is the high-risk command, and

should be executed carefully.

HA configuration and management is used when there are the standby and active servers,
and provides the commands for configuring and managing HA. The commands need to

be executed in the command line of Linux server.

Configuration Command

Description

service mpha show

View the HA configuration

service mpha takeover

Switch the standby server to the active server

service mpha standby

Switch the active server to the standby server

service mpha start

Start HA

service mpha stop

Stop HA

service mpha status

View the HA status

service mpha shutdown

Force to stop HA

9.7 Backup, Recover and Dump

Configuration Command

Description

/home/mpup/mpupdefault/bin/backup.sh

config

Back up the parameter configuration

/home/mpup/mpupdefault/bin/backup.sh

backup

Back up the current configuration and

database

/home/mpup/mpupdefault/bin/backup.sh

resume {filepath}

Restore the current configuration and

database from the file

/home/mpup/mpupdefault/bin/db.sh

dumpconfig

Dump the parameter configuration
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/home/mpup/mpupdefault/bin/db.sh backup Back up the database

/home/mpup/mpupdefault/bin/db.sh  resume | Restore the current database from the

{filepath} file

/home/mpup/mpupdefault/bin/db.sh dump Dump the current database

Back up configuration file and data

The system supports backing up the data and configuration file in the database manually
and automatically. The auto backup of the system needs to be configured and enabled in
advance.

On the server installed with the software, execute the following command to configure the
timing backup function:

/home/mpup/mpupdefault/bin/backup.sh config

master:~ # shone/mpup/mpupdefault/binsbackup. sh config
nmaximum backup directory size (ME) : @
please input backup file path @
please input backup time @
backup f£tp server ip :
pleasze input backup ftp user mn@

a3g]:

pleasze input backup f£tp pass |[[£4

please input backup f£tp home

backup config iz not actiwve now, ¥you cah uge "crontab Shome/mpup/mpupdefanltsetc/cron.conf™ to actiwve in,

Figure 9-7-1 Configuration file and data backup

© Note

® (D indicates the maximum directory storage space. When the backup
directory size is larger than the maximum, the backup tool will automatically
delete the earlier backup file in the directory, making the backup directory size
smaller than the maximum and avoiding that the disk is used up. Meanwhile,
reserve one backup file at least.

® (2 indicates the absolute path of backing up to the local device.

® (QCrontab expression mode, indicating the period of executing backup. For
the using mode, refer to the following description.

® @indicates the address of the FTP server, user name and password.

® (B indicates the absolute path of backing up to the FTP server.

please input backup time[ 0 0 * * 6]: indicates the time of executing the timing backup; the
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time format is Linux Crontab time format. The meanings of the crontab time format fields
are as follows:

The first field indicates the minute, ranging 0-59;

The second field indicates the hour, ranging 0-23 (0 indicates midnight);
The third field indicates date, ranging 1-31;

The fourth field indicates month, ranging 1-12;

The fifth field indicates weekday, ranging 0-6 (0 indicates the Sunday);
For example:

150 * * * indicates 0:15 every night

00 ** 0 indicates 0 a.m. of every Sunday

00 1,10,22 * * indicates 0 a.m. of 1st, 10th, and 22th in every month

After setting, prompt executing the command crontab
/home/mpup/mpupdefault/etc/cron.conf to enable the timing backup function.

Execute the following command, and you can manually trigger the backup task
immediately. After backup, display the path of saving the current backup file:

/home/mpup/mpupdefault/bin/backup.sh backup

master:~ # /hone/mpup/awpapdefault/binsbackun. sh backup
Backup success in Jhone/mpup/wpupdefaul t/. /back/tar /-2017-08-30-22-34-02, tar. gz (428K)

Figure 9-7-2 execute the backup task

Configuration and data recovery

Use the system backup file, and you can perform the database and configuration file
recovery. The recovery command should specify the relative or absolute path of the
backup file:

/home/mpup/mpupdefault/bin/backup.sh resume {filepath}

{filepath} needs to be replaced as the correct backup file path. Before executing the
command, you need to first stop the srvmgt service, as shown in Figure 9-7-3. Use the
following command to stop the srvmgt service:

service srvmgt stop

master: -~ # shome/mpup/mpupdefault/bin/backup.sh resume shome/mpup/mpupdefault/back/tar/-2017-08-30-22-32-29. tar. gz
ERROR: before resume db, must stop srvmgt sService at first!

Figure 9-7-3 Stop the service first before recovering the configuration file

Database backup
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The system supports that the command only backs up the data in the database. The
backup command is as follows:

/home/mpup/mpupdefault/bin/db.sh backup

master:~ # Shome/wpup/npupdefanlts/bin/db. sh backup
* Backup datahase...
Include database: [ aas mpup mpwifi wifi_file ]
Backup success in Jhome/mpup/mpupdefaultsback/dbmpup -2017-08-30-22-47-27. dup  (54EK)

Figure 9-7-4Database backup

Database recovery
The system supports the command to recover the database from the backup database
file:
/home/mpup/mpupdefault/bin/db.sh resume {filepath} executes recovering the data of the
database from the file. {filepath} indicates the absolute path of the complete backup file:
master:~ # /shomne/mpup/npupdefault/hinddb. sh resune honesmpupsapupdefaul tisback fdbfmpap_-2017-08-30-22-47-27. dup
* Resume database...
* Htart 'mysgl' serwice...
Start watchdog for 'mysgl'...done
* Start 'mysgl' service...
Restore SUCCeEss.
Figure 9-7-5 Database recovery
©Note
® If prompting “ERROR: before resume db, must stop srvmgt service at first!”
when recovering the database, please first use the command service srvmgt
stop to stop the srvmgt service.
Database dump
The system supports dumping the alarm data and log data timely, supporting manual
dump and auto dump. The auto dump needs to be configured and enabled in advance.
Execute the following command, and you can configure the auto dump:
/home/mpup/mpupdefault/bin/db.sh dumpconfig
After setting, you need to execute the command crontab
/home/mpup/mpupdefault/etc/cron.conf to enable the timing dump function.
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master: - # Shome/mpup/mpupdefault/bin/db. sh dunmpconfig

pleaze input maximum backup directory size (ME) m@
please input dump file pathu_mmj—-—*

pleazse input dump time ([0 0 % * 6} @

dump config is not active now, you can use "crontab Jhowme/mpup/mpupdefault/etc/cron. conf” to active it.

Figure 9-7-6 Configure auto dump

© Note

® (D indicates the threshold of the maximum dump file. When multiple dumping
generate multiple files, and the total size of the dump directory exceeds the
threshold, the system automatically clears the oldest file until the total size of
the dump directory is smaller than the threshold.

® (2 indicates the absolute path of dumping to the local device.

® (3 indicates the auto dump period, and the format complies with the Linux
crontab expression mode.

After executing the dump configuration, you can execute the following command to dump
immediately:

/home/mpup/mpupdefault/bin/db.sh dump
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10 Authentication Platform Functions

The authentication platform provides the functions of viewing the online user, managing
users, and configuring various authentication, pushing, and authorization policies for the
user. The following describes the related function of the authentication platform.

10.10nline User

Online User provides the function of querying the online users of Portal, 802.1x, VPN,
dialing and other authentication scenarios for the user. Meanwhile, the administrator can
select one user to tick offline, as shown in the following figure:

Figure 10-1 Online user

@ Caution

® Users who are actively kicked cannot continue to access the Internet or
perform the no-perception authentication, but need to re-authenticate, and
then, can access the Internet.

10.2 Basic Configuration
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10.2.1User and User Group

10.2.1.1 User management

Click Basic Configuration > User and User Group to enter the User Management
interface, as shown in the following figure:

Figure 10-2-1 User Management

User Management provides the management of the authentication account functions,
including the basic functions of querying, adding, modifying, deleting, importing and
exporting the account. Meanwhile, provide the advanced functions of batch editing
accounts, batch disabling/enabling accounts, and synchronizing the external
authentication source account and so on.

Add a user

Click Add to enter the Add the user dialog box, which provides the basic information of
the user, as shown in the following figure:
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'/5 Add the nser

X
Base information
Krceount Hame
Phone number Status W Erable Tizable
Pazsword Confirm password
Orzanization ;Headquaners _V' User source .Liucal user |
Orline terminals |D Effective time :.‘\f’.alid.f.urever V
[The zervey time 1=[201T-08-29 10:32/58], Check the loeal timel
User zroup [Detault group | | Belect group
Modify password for first time ;Enable
QF code authorizer .- Enable
ccess f1-Fi, generate BR code, the adminiztrator sweeps the code to open the ACCESS r1ty]
Anthorization information
W IP address/segment | P zem 55
! TF address pool ddr R e s
Binding information Edit hinding item
oK | .C-ancei..

Figure 10-2-2 Add the user
1. Binding information

Click Edit binding item to select the desired user information. Use the semicolon to
separate multiple values, such as Nas IP attribute, 192.168.0.1;192.168.0.2
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Binding information

D HasTF D HazMac E] HasFort
[ systentd [ s | sl

[ tserMas B st Blioaiasie

Ok Cancel

Figure 10-2-3 Binding information
2. Guest two-dimensional code authorizer

If configuring the login mode by “Authorization QR code” in the “Marketing Platform” login
mode, you can select specifying one user as “QR code authorizer” in one organization
when adding one user, that is, click the QR code authorizer button to process the network
access request of the guest.

The steps of using the authorization QR code:

1. Configure the “Authorization QR code” login mode in “Marketing Platform”;

2. After the guest selects the authentication mode, fill in the basic information and

generate the QR code for the authorizer to scan;

3. The authorizer scans the QR code to authorize the network access.

Synchronize the user

Select Basic Configuration > External Authentication Source, and add one LDAP or
AD information, as shown in the following figure:
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Figure 10-2-4 External authorization source

Return to the “User management” interface and click Synchronize users to display the
Synchronize users dialog box, as shown in the following figure:

IL,/ Synchronize users »

Uszer dats source W LDAF Active Directory
LOAR zerver [tBst bl

Organization |Headguarters

Synchronize immediately Close

Figure 10-2-5 Synchronize the user

After selecting the user data source type, select the desired server (the information added
in “External Authentication Source”), and click “Synchronize immediately”. If there is the
user of the external authentication source server in the user management list, it indicates
that the user is synchronized successfully.

@ Caution

® The organization of the synchronized user will keep consistent with the
organization configured in the external authentication source.

® If configuring the “Status” of the user as “Disable”, the authentication of the
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user will fail, and as a result, the user cannot access the network.

® \When one user group is deleted, the related policies and instances will
become invalid.

10.2.1.2 User group management

Select Basic Configuration > User and User Group to enter the User management
interface. Click User group management to enter the User group management
interface. The user group management interface mainly provides the functions of adding,
deleting, and querying and so on, as shown in the following figure:

Figure 10-2-6 User group management

(@ Caution

® When deleting one user group, the related policy and instance will become
invalid.

10.2.2External Authentication Source

The user access system meets the demand of some customer that the internal staff does
not need to create the account in the user access system separately, but directly uses the
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account on the existing AD server or LDAP server to authenticate. The external
authentication in the scenario includes the AD authentication, LDAP authentication, and

Radius authentication.

Figure 10-2-7 External authentication source

AD authentication configuration

The user access system supports the external AD authentication. Configure the AD
authentication, and you can directly use the account on the AD server for authentication.
The process of configuring the AD authentication is as follows:

Add AD server in

Add user access Add NAS device the external The terminal
system to AD in user access authentication performs the AD
domain system source of user authentication

access system

Figure 10-2-8 The process of configuring the AD authentication

Add the AD server address in the etc/resolv.conf of the user access system, as shown in

the following figure:
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##¥ /etc/resolv.cont T1le autogenerated by netcontig!
# Before you change this file -anua11¥. consider to define the
# static DNS configuration using the following variables in the
# /etc/sysconfig/network/config file:
# NETCONFIG_DNS_STATIC_SEARCHLIST
# NETCONFIG_DNS_STATIC_SERVERS
# NETCONFIG_DNS_FORWARDER
# or disable DNS configuration updates via netconfig by setting:
# NETCONFIG_DNS_POLICY=""
#
# See also the netconfig(8) manual page and other documentation.
#
# Note: Manual change of this file disables netconfig too, but
# n¥ get lost when this file contains comments or empty lines
# only, the netconf(ir? settings are same with settings in this
# file and in case a "netconfig update -f" call.
#

t) this Tine when you modify the file!

ameserver 20.20.20.15

TE

Figure 10-2-9 Add the AD server

Add the AD domain in the SUSE of the user access system, and select User and Group
Management, as shown in Figure 11-7:

SIS ]

System
@ Help

@ Control Center

Documents H Places ‘

Favorite Applications

; % vasT
Firefox MNautilus
SRl File Browser 1o Install‘Remove Software
Recent Applications [ Logout
(8] Shutdown

= Firewall

Configure a firewall

User and Group Mana
Add. Edit, Delete Use

Status

System Monitor
‘ Home: 40.0G Free / 47 2G

1 Metwork: Wired
‘ More Applications. .. | Using ethernet (eth0)

| conpue RIS [& rasm | o I weo Aug:

Figure 10-2-10 Add one AD domain

Select Authentication Setting->Samba
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’ YasT2 B

& User and Group Administration

Users Groups | Defaults for New Users | |Autﬂentlcatlon Settings ||

Servers: Mot configured yet.
Domain: Mot configured yet.
Client Enabled: Mo

IS

LDAP

Servers: 127.0.0.1

Base DN:dc=example.dc=com
Client Enabled Mo

LDAR TLS/SSL Configured

Kerberos

KDC Server: adservertest.com

Default Domain: test com

Default Realm: TEST COM

Kerberos Authentication Enabled: No

Workgroup or Demain: TEST

Authentication with SME: “es

Configure...

Help cancel || ok

Figure 10-2-11 AD selection option

In Windows Domain Membership, configure AD, and input the corresponding information,
as shown in the following figure:

L YaST2 = @ £3

£ Windows Domain Membership

Membership
Domain or Workgroup

[TEST.COM | |
———

Currently a member of this domain Leave ‘

| Also Use SMB Information for Linux Authentication
[_J Create Home Directory on Login
[CJ Offine Authentication
[J) Single Sign-on for SSH

[[J Change primary DNS suffix

Expert Settings...

Sharing by Users
[CJ Allow Users to Share Their Directories

Allow Guest Access

Permitted Group
users
Maximum Number of Shares

100

‘ NTP Configuration... ‘

S | I—
| Hep | | cancel | [I oK I
Figure 10-2-12 Fill in the domain name of AD

72 copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



10 Authentication Platform Functions

Maipu AAS User Manual

Click OK.

=] YasT2
[E2 wWindows Domain Membership

Membership
Comain or Waorkgroup

| TEST.COM

M Alse Use SMB Information for Linux Au
[] Create Home Directory on Login
[l ©ffine Authentication This host is not a member
] Single Sign-on for SSH of the dorrain TEST.

Jdoin the domain TEST?

| Mo | [ Yes Jl
Sharing by Users

[] Allow Users to Share Their Directories
Ll Allow GuestAccess

Permitted Group

|users

Maximum Mumber of Shares

100

Expert Settings

| MTP Configuration |

| Help | |

Cancel | [ oK J

Figure 10-2-13 Finish configuring the domain name of AD

" YaST2 X

Enter the username and the password for joining the domain TEST.

To join the domain anonymously, leave the text entries empty.

LJsername

first1 |

Password
s )

Machine Account OU

| Obtain list |

OK H Cancel ’

Figure 10-2-14 Input the account and password
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B YasTz2 =
E2 windows Domain Membership

Membership
Domain or Workgroup

|TEST.COM

Also Use SMB Information for Linux Authentication
[ Create Home Directory on Login [B2
[[] ©ffine Authentication | -
] single Sign-on for SSH | g/' Comain TEST jeined successhully.

ok | —
Expert Settings. ..

Sharing by Users

[ Allow Users to Share Their Directaries

Maximum MNumber of Shares

NIP Configuration... |

[ Hep | cancel [[ ok |

Figure 10-2-15 Configuration succeeded

In the external authentication source, add the AD server.

:__,,_: #dd external authentication soumrce x
LIAF | | Active Director: Radins
| || |
Server name # Computer domain
User Account domain * Domain contreller domain
Domain manager name | # Match user name | #

User passzword ' Confirm password I #*
Port 389 * Vser root IN ._ V #
Orzanization bﬂq_uaners V“ "

Uszer group [Default grodp [ Zeleet group |

Tezeription

;i'e st.

Ok | | Cancal

Figure 10-2-16 Add the external authentication source

The terminal performs the AD authentication. The supported AD authentication modes
include PAP, PEAP-MSCHAPV2, PEAP-GTC, and TTLS-PAP.

74

copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



10 Authentication Platform Functions Maipu AAS User Manual

@ caution

First build the AD domain server, create the AD account, and the AD account
cannot be created in the root path of the AD domain.

When configuring the AD authentication, you should add the AD server
address in the etc/resolv.conf on the master server and node of the user
access system.

The master server and node of the user access system both need to be added
to the AD domain.

The supported AD authentication modes include PAP, PEAP-MSCHAPV2,
PEAP-GTC, and TTLS-PAP.

When synchronizing AD, you cannot synchronize the account in the root path
of the AD domain.

When authenticating and synchronizing AD, match according to the matched
user name and set user root DN when adding the AD server in the user
access system.

When the AD and LDAP servers are connected and if the matched user
names of the added AD server and LADAP server in the user access system
have intersection, select the authentication on AD or LDAP according to the
selected authentication mode plus the priority of the AD server and LDAP
server in the external authentication source.

For example, the AD and LDAP servers are connected to one server. In the user

access system, when the external authentication source adds the AD server
and LDAP server, the filled match user names are all with * (all users). The
priority of the LDAP server is 1 and the priority of the AD server is 2, so the user
selects the AD authentication mode PEAP-MSCHAPV2 on the terminal. If the
user is the share user of AD and LDAP, the authentication will fail, because
adopt the LDAP authentication according to the authentication priority, while
the LDAP authentication does not support PEAP-MSCHAPV2. Therefore, the
access log will prompt that the user failed to perform the LDAP authentication.
In this case, you can select PAP, PEAP-GTC, TTLS-PAP on the terminal to
authenticate, or change the priority of the AD server to 1 without changing the
terminal authentication mode PEAP-MSCHAPV2 so that the authentication can
succeed.

® When the user access system communicates with the AD server, the used

source IP address is the real address of the user access system, but not the
configured virtual address of HA. If it is necessary to configure the firewall
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policy, you should pay special attention.

LDAP configuration

The user access system supports the external LDAP authentication. Configure the LDAP
authentication, and you can directly use the account on the LDAP server for authentication.
If the LDAP account has ever performed the LDAP authentication successfully,
automatically synchronize the authenticated LDAP account to the user access system.
Meanwhile, support synchronizing the LADP account manually. The synchronization does
not need the LDAP authentication, but directly synchronize the matched LDAP account
(the account matching the filled user name and user root DN when adding the LDAP
server in the access system) on the LDAP server to the user access system.

The process of configuring the LDAP authentication is as follows:

1 2 3 4
Ensure that user Add LDAP server The terminal
access system Add NAS device in the external
: . . performs the
communicates in user access authentication LDAP
with the LDAP system source of user

authentication
server normally access system

Figure 10-2-17 Configure LDAP

During the LDAP configuration, configuring the AD domain and adding the device are the
same as the AD authentication configuration. Refer to the related configuration in the AD
authentication.

Add the LDAP external authentication source, as follows:
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I_,d #dd externsl anthentication source

LDAF | | Active Directory || Radius |

Server name

Server address

Uzer name attribute name sAMA:l:couni'P‘d"ame
Admin DN

Admin password

Drzanization {Headquarters

lzar group {Default group
User root TH

Dezcription

Test

Server type El‘\.!'ﬁEII'DSIZIﬂ AD b I
Server port 389

Match uzer name | | #

Confirm admin password

Prompt:® After suthentication, the user

synchironized to t

antomatically

| Select graup

| H anually enter

Ok Il Cancel

Figure 10-2-18 Add the LDAP external authentication source

The terminal performs the LDAP authentication, and the supported AD authentication
modes include PAP, PEAP-GTC, and TTLS-PAP.

The AD and LDAP authentication are both based on the AD domain and adopt different
protocols. The setup of the AD domain can be single-node domain (single domain) and

multi-node domain (

Both AD and LDAP authentication (forest domain), as follows:

Root domain
(maipu. com)

DomainDnsZone. maipu. cori

Figure 10-2-19 Single domain mode
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Root domain
(maipu. com)

External domain
(cec. com)

Sub domain 1
(wlan. maipu. com)

Sub domain 2 Sub domain 1

(add. maipu. com) —» (aaa. cec. com)

DomainDnsZone. maipu. coim
orestDnsZone. maipu.

Sub domain 2
(bbb. cec. com)

Sub domain n
(n. add. maipu. com)

Sub domain n+1
(nl. add. maipu. com)

Figure 10-2-20 Forest domain mode
Single-domain mode

The mode contains one root domain node and DNS server, and the configuration of the
DNS server is not mandatory. In the mode, usually configure the user root DN as one
organization unit of the root domain, such as DC=aas,DC=maipu,DC=com. If configuring
the root DN as the root domain, search for the sub domain and external domain in two
DNS servers, that is, DomainDnsZone.maipu.com and ForestDnsZone.maipu.com, so it
is necessary to ensure that the two DNS servers (DomainDnsZone.maipu.com and
ForestDnsZone.maipu.com) can resolve correctly. Otherwise, there will be timeout error
during authentication.

Forest domain mode

The mode contains one root domain node, multiple sub domains, or external domain
nodes and DNS server, and the DNS server needs to be configured. You can correctly
resolve all domain servers in the forest. In the mode, usually configure the user root DN
as the root domain, such as DC=maipu,DC=com. During authentication, search for the
account in the whole forest domain to authenticate. The mode is applicable to the scenario
that the enterprise headquarters and the branches set up their own domain servers
separately.

Radius configuration

Radius authentication mainly encapsulates the user information and sends to the third-
party system for authentication, and then, returns the authentication result.
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= i v
| L #dd external authentication seurce »
Ip

LDAF | | Actiwe Directory | Radius |

Server name # Match nser name
Server address # Server port 1812
Fre-share Key * Confirm paszword

Tescription

Test

Dk Cancel

Figure 10-2-21 Radius configuration

(@ Caution

® First build the LDAP domain server, create the LDAP account, and the LDAP
account cannot be created in the root path of the LDAP domain.

® \When configuring the LDAP authentication, you should add the LDAP server
address in the etc/resolv.conf on the master server and node of the user
access system.

® The supported LDAP authentication modes include PAP, PEAP-GTC, and
TTLS-PAP.

® \When synchronizing LDAP, you cannot synchronize the account in the root
path of the LDAP domain.

® When authenticating and synchronizing LDAP, match according to the
matched user name and set user root DN when adding the LDAP server in
the user access system.

® \When the AD and LDAP servers are connected and if the matched user
names of the added AD server and LADAP server in the user access system
have intersection, select the authentication on AD or LDAP according to the
selected authentication mode plus the priority of the AD server and LDAP
server in the external authentication source.

For example, the AD and LDAP servers are connected to one server. In the
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user access system, when the external authentication source adds the AD
server and LDAP server, the filled match user names are all with * (all users).
The priority of the LDAP server is 1 and the priority of the AD server is 2, so the
user selects the AD authentication mode PEAP-MSCHAPV2 on the terminal. If
the user is the share user of AD and LDAP, the authentication will fail, because
adopt the LDAP authentication according to the authentication priority, while
the LDAP authentication does not support PEAP-MSCHAPV2. Therefore, the
access log will prompt that the user failed to perform the LDAP authentication.
In this case, you can select PAP, PEAP-GTC, TTLS-PAP on the terminal to
authenticate, or change the priority of the AD server to 1 without changing the
terminal authentication mode PEAP-MSCHAPV2 so that the authentication can
succeed.

® \When the user access system communicates with the LDAP server, the used
source IP address is the real address of the user access system, but not the
configured virtual address of HA. If it is necessary to configure the firewall
policy, you should pay special attention.

10.2.3Device Management

Click Basic Configuration > Device Management to enter the device management
interface. The module mainly provides the functions of adding, modifying, querying,
deleting, importing and exporting the device and downloading the device template, as
shown in the following figure:

Authentication platform

Figure 10-2-22 Device management
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There are totally five devices types, that is, ISG, AC, LNS, RADIUS-IETF and virtual
device group. The device information is very useful when the user terminal pushes the
site. The device is bound with the organization. Query the corresponding organization
according to the device information, so as to judge to which site the device information is
pushed.

Creating the device is mainly used to calculate the affiliated organization, so as to judge
the pushed site. The matching process of the organization is as follows:

1.

8.

Input the parameters, including AcName (*), APMAC, APSN, SSID, Userlp(*),
UserMac(*) and other key parameters. Query the organization base according to the
AcName as the organization code, and search for the organization. If found, return
the organization. Otherwise, enter the next step.

Query the organization base according to the SSID as the organization code, and
search for the organization. If found, return the organization. Otherwise, enter the
next step.

Query the device base according to APMAC+AcName or APSN+AcName. If finding
the corresponding device, get the organization according to the device, If found,
return the organization. Otherwise, enter the next step.

Query the device base according to AcName+SSID. If finding the device, query the
organization according to the organization of the device. If not existing, enter the next
step.

Query the device base according to the user IP address + AcName. If finding the
device, query the organization according to the organization of the device. If not
existing, enter the next step.

Query the device base according to AcName. If the device exists, query the
organization according to the organization of the device. If not existing, enter the next
step.

Query the device base according to NaslIP. If the device exists, query the organization
according to the organization of the device. If not existing, enter the next step.

Return the root organization.

Add/modify one device
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I:._,Jd Add the device x
Device type 156G | ™| *  Dresnization Headquarters »
Dlewice name Has IF
Pre—share key E Confirm key
AL mame . ¥ Portal port 2000
Authentication type W PAT CHAP

Dezcription

-OK Cancei

Figure 10-2-23 Add a device

As described in step 3 of the organization matching rules, to match the organization
according to APMAC+AcName or APSN+AcName, you need to add the virtual group
device. The adding and matching rules of the virtual group device are as follows:

1. Group by ap
Add the device information for the authentication platform:

Virtual device information 1: apmac: 00-1F-C6-41-D8-CD; apsn: test1; Organization:
Institution1

Virtual device information 2: apmac: 00-1F-C6-41-D8-CE; apsn: test2; Organization:
Institution2

Configure the push site for the marketing platform:
Site 1: Push range: Institution 1
Site 2: Push range: Institution 2

The user connects wifi to the authentication platform for authentication. Query the
organization of the device according to the device information carried by the user (apmac,
apsn). If matching institution 1, push site 1.

2. Group by ssid/sub interface
Add the device information for the authentication platform:
Virtual device information 1: ssid: ssid1, acname: test1; Organization: Institution1

Virtual device information 2: ssid: ssid1, achame: test2; Organization: Institution2

82

copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



10 Authentication Platform Functions Maipu AAS User Manual

Configure the push site for the marketing platform:
Site 1: Push range: Institution 1
Site 2: Push range: Institution 2

The user connects wifi to the authentication platform for authentication. Query the
organization of the device according to the device information carried by the user (apmac,
apsn). If matching institution 1, push site 1.

3. Group by IP
Add the device information for the authentication platform:

Virtual device information 1: startip: 1.1.1.1, end ip: 1.1.1.10, acname: test1; Organization:
Institution1

Virtual device information 2: startip: 1.1.2.1, end ip: 1.1.2.10, achame: test1; Organization:
Institution2

Configure the push site for the marketing platform:
Site 1: Push range: Institution 1
Site 2: Push range: Institution 2

The user connects wifi to the authentication platform for authentication. Query the
organization of the device according to the device information carried by the user (ip,
acname). If matching institution 1, push site 1.

@ caution

® The pre-share key of the device should be consistent with the configured key
of the device.
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10.2.4Certificate Management

Authentication platform

Thens nane + | Bgiration date Serial nunber n

COMS CA ONAIPU, LCD, STSSC, CsO 26512710 12:00:25 NTaEscREL 12.640.113543.1.1.5

WJ(e](e ][] M]eota 1 pae Gotofi Jpues[ Go | mecorsst

Figure 10-2-24 Certificate management

To complete the certificate authentication configuration, prepare at least three certificates,
as shown in the following figure:

Root certificate:

root.cer
Issue Issue
v ) 4
Server certificate: Client certificate:
server.pfx client.pfx

Figure 10-2-25 Certificate relation

The three certificates are root certificate (root.cer), server certificate (server.pfx), and
client certificate (client.pfx). The server certificate and client certificate are issued by the
root certificate.

1. Import the server certificate to the server certificate management interface, as follows:
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import zerwer certificate

Select the certificate |_ || Browse | | Subrnit |

Certificate pazsword [ ]

2. Import the root certificate to the trust certificate list, as follows:

Import t;t"_.‘l.si‘. certificate

Select the certificate H Brovse | [ Import

3. Download the client certificate and import to the user authentication terminal.

After the above configuration, you can perform the certificate authentication (EAP-TTLS).

10.2.5SMS Policy

SMS policy includes two modules, that is, “SMS Policy” and “Gateway Management”.
“SMS Policy” provides the functions of adding, deleting, modifying, and querying the SMS
policy. “Gateway Management” mainly provides the display query for the gateways
synchronized from “Marketing Platform”, as shown in the following figure:
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Authentication platform
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Figure 10-2-26 SMS policy

Add/modify the SMS policy:

(D Add SMS policy b3
@) step 1 @ step2
Folicy mame [ *

Becommended mame format: abbreviation Pelicy name, aveiding repetition

"

Priority [99

Frompt' The larger the zumber, the higher the priority. It 15 an integer of 1-39

Drganization  |Headquarters iVj K

S |

Frompt, Sepavate multiple nunber Segnents by |, such as 131;135,135. Null indicates
411 number segments.

Seenaria [SMS vetification code || ¥
WS content Tour werification code: @code

*
Verification code length 14 J b Frompt' Tt is an integer of 1-10.
Validity of werification code |1E| |minutes # Prompt: It 1= an integer of 1-60:
Times of sending SMS every day IWD Itimes # Prompt: It is an integer of 1-100,

TME times prompt: Befer to the daily SMS quantity supported by the third-party SMS
gateway to confignrs Tf the confignred value is larger than the guantity supported by
the third-party TS gatewsy, subjest to the latter

| Mext | Canc_el]

Figure 10-2-27 Add the SMS policy
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Q Add M3 policy *
@ Step 1 @ Step 2

SMS zateway |

Dezaription

'i'e 5t

| Back | Sae | Cancel |

Figure 10-2-28 Add the SMS policy

Instance:
1. Authentication by mobile phone
1) When selecting “Marketing Platform” as “Phone”, the part in the red box needs
to configure “Scenario” as “SMS verification code” in the SMS policy of the
authentication platform, as shown in the following figure:
= = [ :
2) And then, you need to configure one SMS policy in “Authentication Platform”, as
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shown in the following figure:

3) When the visitor authenticates after connecting wifi, receive the verification code

via the SMS. After inputting the verification code correctly, the visitor can log in
and access Internet successfully.

2. Modify the password

1)  When selecting the login mode as “Inbuilt account” in “Marketing Platform”, and
if the function “Modify password” is configured, as shown in the following figure:

Faes Defaust ste

Login authentication configuration
Login page Enatie aimenticationree
Ho-ercepon 16gA page

10t scthentcaion mode

2) And then, you need to configure one SMS policy in “Authentication Platform”, as
shown in the following figure:
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3) To modify the password when the visitor authenticates after connecting wifi,
receive the verification code via SMS. After inputting the verification code
correctly, the password can be modified.

3. \Visitor arrival notification
Refer to the instance of section 11.5.2.3.

4. Authorization scan code for authentication

1) First enable the “Authorization QR code” authentication mode in “Marketing
Platform”.

Pages

Home page

E==
Login authentication configuration
Login page Enable authentic o ires
Me-perceptinn login page
A3 page

Companenes

ol [

Set preferences. Fhane

2) After the visitor connects wifi, select “Authorization QR code” to log in, Input the
basic information, and then, generate the QR code.

3) Add one user in “User management” of “Authentication Platform”, and enable
89
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“QR code authorizer”. Note that the organization needs to correspond to the
organization of the current site.

4) After the authorizer of the user scans the QR code, it has the authority of deciding
whether to permit the user to access Internet.

5) If permitted, the user accesses Internet successfully.

@Caution

® “Using scenarios” in the SMS policy correspond to different services, and
different services need to add the policies of different “Using scenarios”.

10.2.6System Configuration

The module mainly provides the configurations of the timing offline, no-perception
configuration and enabling portal push authentication using https protocol, as shown in
the following figure:
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1.

Figure 10-2-29 System configuration

Https configuration

Enable the https function: Import the https certificate issued by the trusted organization
to the system. Meanwhile, click “Enable HTTPS authentication” and specify the port.
Currently, only support the “.p12” certificate.

Disable the https function: After clicking “Enable HTTPS authentication”, the click button
of the check box is cancelled, that is, disable the https function. After enabling or disabling,
the site needs to issue again.

No-perception configuration

No-perception login: If the user does not actively click the offline button or is not ticked
offline by the administrator on the authentication platform, the user can access Internet
without re-logging in after connecting ssid, that is, the current authentication mode of the
user is no-perception login.

No-perception SSID isolation

1) Not enable no-perception SSID isolation function

The user adopts the account test1 to access Internet via the device with ssid name ssid1,
and then, the user can access Internet with no-perception login, but does not need to log
in again. Meanwhile, the user also can perform the no-perception login and access
Internet on the device with the ssid name ssid2, but does not need to log in again.

2) Enable no-perception SSID isolation function

The user adopts the account test1 to access Internet via the device with the ssid ssid1,
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and then, the user can access Internet with no-perception login, but does not need to log
in again. However, the user cannot perform the no-perception login and access Internet
on the device with ssid name ssid2, but needs to log in again. After the user adopts the
account test2 to log in on ssid2, the user can perform the no-perception login and access
Internet on ssid2. Here, the user can perform the no-perception login and access Internet
on ssid1 and ssid2 via the account test1 and test2 respectively. If the user actively gets
offline or is ticked offline by the administrator on ssid1, it cannot perform the no-perception
login on ssid1, but still can perform the no-perception login and access Internet on ssid2.

Fast no-perception configuration

After enabling the fast no-perception, the configured “Push frequency” is “Not push” in
“Authorization”->“Portal’->“Duration Policy” of the authentication platform, that is, not
push the intervention interface. After the user terminal connects the device, the device will
actively initiate one online packet to the authentication platform for authentication. After
passing the authentication, the user can access Internet, that is, fast no-perception
network access.

@ caution

® The pre-share key of the device should be consistent with the configure key of
the device.

10.2.7 Error Code Query

The module provides the query function for the returned error code when the user
authentication fails, as shown in the following figure:
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Figure 10-2-30 Error code query

10.3 Push Policy

In the push policy module functions, you can specify pushing to one site or prohibited
interface by the device AP MAC, AP SN, SSID, AC_NAME, IP address segment and
terminal type, and also can combine several types of information as one policy. The
combination includes two cases: 1: When the conditions do not repeat, it is necessary to
meet all conditions so that the policy can be executed; 2: When the conditions have
repetition, it just needs to meet any repeated condition.

Push policy query

The push policy query can take the push type, policy name, and site name as the query
condition to query, as shown in the following figure:
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Authentication platform

Push Policy

@ Search condition

Pash type Il v Ealicy nane

M

Fush sits page

Fush g2

[ push g

O/ %%

e Palicy nane Priori +4  FPush condition

Pushing result

Ll lla ) ora o peee sosteiflT Jpesel Go | mecerasio

racords/paes [10 | v

Update tine #+ Policy status

©2017 Haipu Conmunication Technology Co , Ltd MATPU MS

Figure 10-3-1 Query the push policy

Add/edit push policy

I_ﬂﬁ‘f #dd push policw

Policy name

Fush type

Push =zite
Push condition

331D i

AR MAC

AP SN

AC HAME

W Puzhozite

Friority |99

! Prohibited page

T :Sn-aiect site

Separate multipls conditions by .

IF address segment

Terminal type

Esample: 192, 168, 10

EPCf Laptop

Blntile phone/EaD

O

1= an 1nteger

| Cancel

Figure 10-3-2 Add/edit the push policy

Adding the push policy of the IP address is mainly to make up for the scenario that the
NAS device cannot carry the AP_MAC parameter. Pushing by the IP address segment is
usually used by the combination of the IP address segment with AC_NAME and is mainly
applicable to the scenario that the IP address segment is different, but the AC_NAME is
the same or the IP address segment is the same, but AC_NAME is different.
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The operation of the push policy realizing the push site is simple. First, add a site on the
marketing platform. For details, refer to the chapter of Site Management.

1 2 P
Set the push The user connects

olic the hot spot and
policy views the push site

Create the site

10.4 Authentication Configuration

The authentication configuration mainly refers to the configuration of the related policies
in the Portal authentication, 802.1X, VPN and dialing authentication, and also contains
the configuration of the global effective black/white list. As shown in the following figure,

click Authentication, and the following describes the functions in the authentication
configuration menus.

Authentication platform

5 Oreanization (), Search condition
- Headgquarters

zzzzzzzzzzzzzzz

T
W)L g [ln][2 )] eotar 1 page Gotoill  lpage| Go | Mecorasit

vaseriptyoid(); 2017 Meipu Communi cation Technology Co., Ltd MATPY MS

Figure 10-4-1 Authentication configuration

(@ Caution

® The matching rule of the policy adopts the recursive matching to higher
organization, and then, matching the policy conditions. If matching successfully,
the policy is matched successfully.
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10.4.1 Authentication Policy

The authentication policy mainly includes Portal scenario and 802.1X scenario. The
authentication policy manages the time period of the user accessing Internet according to
the organization, site, user group, ssid and other combined conditions, and controls
whether the user can access Internet. Take the Portal scenario as an example, and the
“Authentication policy” interface is shown in the following figure:

Authentication platform Home.
= Fortal P Buthe on Policy
‘ Authentication > Portal > Authentication Policy (2)
802, 1x Intelligent Binding
B ganization @) S tontibion VPN and Dialing bl
FIINES raiorome [ | el 7 Fleck md hito List
[E huthentication poliey list
Q7R recordsfpazs (10 |V
[ | Priority #% | Policy status Policy nane Organization Site User gromp Effective tine Tpdate tine
[ J Ternit Authentication Defalt policy Hesdquartars ot linited Yot Tinitsd Velid forever em——
z I ‘7
MG L] M total 1 paze Go torl page Go Records: 1
ascriptwold(0); I ©2017 Maipy Conmumieation Techrolozy Co, Ltd WATPU AAS
Figure 10-4-2 Authentication policy
Add/Modify the authentication policy
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@ hdd aunthentication policy ®

Folicy name | ¥

Suggested naming format, agency short name_policy name, avoid repeating

Friority |99 | «

Frompt. The lager the number, the hagher priority. Input an integer from 1 to 980
|

Organization [Headquaners

>
Site [Mat mited | ,_ Select site |
User group  [Not limited i)
Effective time ’.‘ Valid forever '._ i ¥alid based on time period
.’ Fermit suthentication ' Befuse authentication

Frompt: “Fermit authentication” indicates that the userz meeting the push site end user
group conditions permit suthentication.
Frompt: The blacl/white list poliey iz higher than the authentication policy.

Figure 10-4-3 Authentication policy

Example:

1. Configure one authentication policy, as shown in the following figure:

97 copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



10 Authentication Platform Functions

Maipu AAS User Manual

| ,ge #dd authenticat

1on policy

Folicy name

Priority

Frompt
Organization | |Organization’

test
Sugzgested naming format

i

The lazer

the number

agency short name_policy name, aveld repeating

i

W

Site

User group

Effective time

Mot hrnited

fa lirmit

W valid forever

f_SeIect site

Select group

the hagher priority, Input an integer from 1 to 99

¥alid based on time period

Fermit anthentication | . Eefuze anthentication I

Prompt. "Refuse authentication” indicates that the users mesting the push site and user
group conditions do mot permit authentication.
Frompt: The blackiwhite list policy 15 higher than the suthentication policy.

.OK Cancei

4/E4 characters, you can input B0 characters!

2. When the user connects wifi for accessing Internet at organization 1, the configured
in the authentication policy is that all authentication modes in organization 1 are

refused, so no user can pass the authentication or access Internet.

(@ Caution

® The difference of the authentication policies in Portal scenario and 802.1X
scenario is: In the Portal scenario, you can set the site; in the 802.1X scenario,
when setting ssid, you cannot set the site option.

10.4.2 Intelligent Binding

The using scenario of the intelligent binding includes the Portal scenario and 802.1X
scenario VPN and dialing and so on. The module contains “Binding Policy” and “Binding
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Instance”. The administrator configures one intelligent binding policy. If one user meets
the set conditions of the policy and matches the policy during authentication, generate
one binding instance corresponding to the user according to the user information, and you
can query the instance in the “Binding Instance” interface. The module mainly provides
the functions of adding, deleting, modifying, activating, and disabling the binding policy,
as well as activating, disabling and clearing up the binding instance. Take the Portal
scenario as an example, and the “Intelligent Binding” interface is as shown in the following
figure:

Binding policy

Authentication platform

Bortal b huthentioation Folicy
S BindingPolity | B) Binding Inetance T
802.1x Intelligent Binding
Y @ sesren consivion I — =
Lai Black and Yhite List
B Blteras | | e geous (Al Binding configuration
[ pindine policy List
@ # % ®[Activaie || Dissble recordsfpase 10| v
B Priori ty #% | Status FPolicy name User group Organization Binding value Description Update time
]
T ~
I [T
1)) B) et 0 peee 6o ol Jpess [ Go. | Becordsin

raseriptvoidi0); ©2017 Maipn Conmunication Technelogy Co., Ltd MATEU ARS

Figure 10-4-4 Binding policy

Binding instance

Authentication platform

Binding Instance

‘ S Binding Policy

Authentication > Partal > Intelligent binding

5 Oreanization @ Search condition
) Heatpuarters —_— — -
B3 Oresnizationl dosamat | Binding policy |-Flease Select- v| | seareh |
[ Binding instance list
$€ 2| Actvate || Disable || Clear | recordsipee (10 | v
ES o f—— Gotetr | Syt | e
Current reserd i ety —
W &[]0 (3 eora 0 pags ool pez| Go | Reeerdsio

©2017 Waipn Commni cation Technology Co., Ltd AP ARS
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Figure 10-4-5 Binding instance
Binding configuration

On the “Binding policy” interface, click Binding configuration, as shown in the following
figure:

Authentication platform

& sindingFoiiey | & Binding Instance ‘ Authentication > Fortal > Intelligent binding ‘

£ Orzmization ©) searsh condition v
O Headquartors - : p =
B0 il Policy nane | Vser gromp [Al [v] [ Search Binding configuration
[ Binting policy List
© # % %|Acvae|| Disable recardsfpeze (10| v

W o] s | ey i g | oo vatsen | usbaitg s i it o

| [ ]
BEJ 4]0 3 M total 0 page Go to:ll pace|  Go Records:0

©2017 Maipu Conmuni cation Technology Go., Ltd WAIFU AKS

Figure 10-4-6 Binding configuration

After clicking the button, display the following dialog box:

El Intelligent binding configuration x

Binding Iselation BPnrtal autheritication

Frompt: After enabling the "Binding Isolation®, the existing binding relationship in
binding instance list 1z not affected It 13 recommended 1o mamzally clear the
binding instance.

To enable the function, 1t 15 mecezsary to enable usermac and S5I0 inm the
binding policy.

Save | Cancel

Figure 10-4-7SSID binding isolation

Enable SSID binding isolation: After the user adopts the account test1 to authenticate via
the device with ssid name ssid1 successfully and access Internet and if the user
authenticates via the device with ssid name ssid2 to access Internet, it will fail.

Disable SSID binding isolation: The user can access Internet after authenticating via any
ssid and meeting the other policy conditions.
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Add/modify the binding policy

El 4dd the binding pelicy x

Policy Condition

Binding policy name

Sugzgested naming format: agency short name policy name, to aveoid repetition

Bind organization ;Headquaﬂers b

Priority 99 ¥ =
Prompt: The lager the number, the higher priority Input an integer from 1 to
a5

User group [Mot limitad | | Select group

hotivate binding instance mannally| |[Enable

Frompt: If the function iz enabled, the binding instance can take effect —
only after the administrator actiwates the binding instance manually

Binding Information Edit

SEID ! Bind marmallsy ® juto bind

5| | Frompti Binding quantity, an integer of 1500 —_

Ok Cancel

Figure 10-4-8 Add the binding policy

@ Caution

® \When adding one “Intelligent binding policy”, the administrator needs to enter
the “Bind instance” interface manually, and find the generated binding instance
of the user. After activating the instance, the user can be authenticated and
access the network successfully.

10.4.3 Black/White List

Click Authentication > Black and White List to enter the Black and White List
management interface. The module mainly provides the functions of adding, modifying,
querying, deleting, importing and exporting the black and white list, and downloading the
template, as shown in the following figure:
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Authentication platform

FPortal

Authentication > Black and White List

202, 1x
S Organization @ Search condition VPN and Dialing
B-Headquar ters = - g
- trcumirationt et | e | Hheck wnd Wit it | [Seach]

[continne to use the parent (After ensbling the parent Blackfyhits list, the local blsckfuhite 1ist is not availsble)

e el [>-®)
[E B1aciist

O/ REDR |Download template | recordsfpage [10 | v]
a Az s8I Organi zation Tesaription Updste tine +

[total 0 paze Gotoll  peze| Go | Recordsi0

raseriptiold(®); ©20L7 Naipu Conm hology Co., Ltd MATEY AkS

Figure 10-4-9 Black and white list

Add/modify the black list or white list

[ Add blackiwhite list b 4
hmoount |_ |
WAL | _|
551D | |
Organization iHeadql:larters |

Desecription

| oKk || cancsl |

Figure 10-4-10 Add the black and white list

(@ Caution

® [f the current organization is the root organization, it cannot continue to use the
black list or white list of the parent organization. If it is not the root organization,
it can continue to use the parent black/white list, and the blacklist or white list
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will not be available at this time, If not wanting to continue to use the parent
blacklist or whitelist, first cancel the “Continue to use the parent” option above
the list. Meanwhile, click the “ON” button at the right of the list. After enabling,
you can configure the blacklist or whitelist of this organization.

10.5 Authorization Policy

The module mainly contains the configuration of “Duration policy”, “Authorization policy”
and so on.

@ Caution

® The matching rule of the policy adopts the recursive matching to higher
organization, and then, matches the policy condition. If matching successfully,
the policy matches successfully.

10.5.1 Duration Policy

The module mainly provides the functions of adding, deleting, modifying and querying the
duration policy, as shown in the following figure:

Authentication platform Home

Portal b Duration Policy
Autherization > Portal > Duration Policy

802.1x, VPN and Dialing Authorization Policy

Policy nune Search

er group Update tine 4% Daily access duration | Access duration of every time | Online termi

Z017-08-29 11:18:48 24 24 10 W

LG [ R [Botal 1 page Go teil page Go Recordail

rascriptavoid (0); ©2017 Waipu Conmni cation Tecknology Go., Ltd NATFU MS

Figure 10-5-1 Duration policy
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Add/modify the duration policy

@ fdd duration policy x

Policy name | * T
Suggested naming format: Institution abbreviation  palicy name,
avoiding duplication

Friority |99 #
Frompt: The larger the mumber; the higher-the priority, an integer of
199

Policy conditions
Orgamization |Hea|:|[:|uarters | *
Push site [iat lirmited | | Select sita |
: : T T 1
futhentication mode |N0t limited 1™ =l
User group |Not [imited | | Select group)

Duration policy

. . 1
Daily access duration |21'1 =hou.rs *

Frompt: Range from 0.1 to 24 hewrs, =upperting | decimal point
hocess duration of ewery time |2 |hou.rs ¥
Prompt! Range from 0.1 to 24 hours, supporting 1 decimal point
Online terminals |1E| *
Frompt. Range from 1 to 50, one guest account, map cohcurrent snline
terminals
Ho-perception anthentication . enalilh B disstle
)
Ho-perception du.rationiu hours « [

[ ok _|[ cancel |

Figure 10-5-2 Add the duration policy

Instance:

1. Add one duration policy, as shown in the following figure:
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@ Add duration policy

Folicy name {tESt

*

awolding duplication
Friority |99 *

Frompt: The larger the number,

Suggzested naming format: Institution sbbrewiation ‘policy name,

the higher' the priority,

1-g3
Policy conditions
Orzani zation Headguarters iVi #
Push =ite iDefauIt site | | Select site l
Aathentication mode ESMS authentication !V=

l

User group EDefauIl gI’DUp

i !Select gr_oupl

Duration policy

Daily access duration |24 |hou.rs *
Frompt: Range from
hours

hecess duration of every time !2

Frompt: Range £rom

| &
Prompt: Range from
terminals

[
Online terminals :10

L %A, B

Ho-perception aunthentication

._v' enable

01 to 24 hours,

01 to24 hours,

oneé giest account,

supparting 1 decimal paint

supporting 1 decimal point

A

) disable

Ho-perception duration ID

| hours *

an integer of

concurrent online

4764 charactars, you fan input B0 charactars!

| 8154 || Cancel

2.

Add a user (user 1), as shown in the following figure:
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[ st Add the user *

Base information

heeount useri . Hame userl

FPhone mumber Status W Enabl- Dizable
Fassword ~  |==ess Confirm password |==s=es

Organization Headquaners .V Uzer source Local user

Online terminalz |10 ¢ Effective time l\fa”l‘j forever .V
User zroup Ciefault group Select group

Modi fy password for first time [ Enzable
OF code anthorizer {Eniable
vate QR code, the administrator sweeps the' code to open the gmest accesz authority)
Anthorization information
® 1 address/segment

IF address poel

Binding information Edit binding item

S5/B4 characters, yvou can input 59 characters! oK

Cancel

When the user adopts the account user1 to access Internet at the organization
“Headquarters” and if the site pushed by the system to the user is “Default site” and
the used authentication mode is “SMS authentication”, the user condition can match
the push policy “test”. And then, check whether the current user matches the “Daily
network access duration”, “Once network access duration” and other conditions in
the policy. If meeting, the user can authenticate and access the network successfully.
Otherwise, authentication fails.

(@ Caution

® \When adding the duration policy and if “No-perception authentication” is not
enabled, the user cannot perform the no-perception authentication or access
Internet.

® |If the “Push frequency” in the duration policy is configured as push every time
when enabling “Fast no-perception” in the “System configuration”, the user
cannot perform the fast no-perception authentication, but can perform the no-
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perception authentication.

10.5.2 Authorization Policy

According to the connected NAS device, match the corresponding authorization policy,

and deliver the attributes of the policy configuration (ACL, QoS, VLAN, authorization group,
attribute set and so on).

In the Portal scenario, the authorization policy is shown in the following figure.

Authentication platform

Portal } Duration Policy
Authorlzation » Portal > Authorization pollcy

802.1x, VPN and Dialing
& organization

v
B Hesdgusrters y
Palicy nane Search
-0 guni zationt

Palicy
@, Search condition

[ Authorization policy List
o7 %

[ mriority #4 | Pelicy nane 0,

Authorization atiribute
Current record is enpty

B[]l 8 ][m]cormr 0 peee ot Joese| G0 | Recorasio
rescriptavoid(0);

© 2017 Maipu Conmunication Technology Co., Ltd MAIEY AAS

Figure 10-5-3 Authorization policy in Portal scenario

In the 802.1x, VPN and dialing scenarios, the authorization policy is shown in the following
figure:
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Authentication platform Home

Authorization » 802.1x, VPN and Dialing {

| [ Seaeh |

recordsiage (20 | v)

Organization Authorization condition Authori zation stbributs

]

[16)06][1][2]8]totd 0 page 6o tafl  lpase| Go | Beeoris
i

©2017 Naipn echnology Co., Ltd WATFU AS

Figure 10-5-4 Authorization policy in the 802.1x, VPN and dialing scenarios
Add/modify the authorization policy

Step 1:

@ #dd authorization policy x

@sterr = @ step2

Folicy mame |

*

Suggested naming format; agency short name policy name, aveid repeating

———
Friority 599 # Prompt: The lager the number, the higher priority Input an 1fteger from'1 to 93

Or zanization [Headquar‘ters |V,| *

Authorization Condition

Vzer gzroup |N01 limited [SE|ECt group i Vzer account |l |
Dlevice organiration | iV| Dlevice type | |V|
Dlevice nama | | Device IF | l
Terninal IF | |

Effective time ._ Valid forever "' ¥alid baszed on time period

Mesxt || Cancel |

Figure 10-5-5 Add the authorization policy
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Step 2: In step 2 of adding the authorization policy, you can fill in the related attributes of
the policy. Select at least one of “Basic attribute” and “Advanced attribute” at the top left
corner, as shown in the following figure:

@ 8dd authorization policy *

@ Step 1 . @ Step 2

Bazic Attribute | Advanced Attribute |

suthorization group

AL type @ 1r4 IEvE WAC

Uplink ACL

Downlink ACL

Uplink 803 | | tibps)

Tawnlink 03 | tHhps)

Back Save Cancel

Figure 10-5-6 Add the authorization policy

When the AC device serves as Nas: Deliver the VLAN, ACL, QoS, and advanced attribute
to the device.

When the ISG device serves as Nas: Deliver the authorization group to the device, and
ISG does not process the other attributes.

Instance:

1. Add one authorization policy, as shown in the following figure:
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@ Add suthorization policy

@ Step 1 ._ 6 Step 2

[
Policy name i'tEST %

Organization !Headquar‘[e'rs |VJ| £

Anthorization Conditiom

Suggested naming format! agency short name policy name, avoid repeating

Friority 199 # Prompt! The lager the number, the higher priority Input an integer: from 1 to 99,
!

User group "IDefauIt fgroup ]! Select group ‘ User account -[useﬂ -|
Dlewice organization |Headquaner3 IVl Dlewice type “SG |:|

- —- -——
Device name I | Dewice IF [ ]

Terminal TP | |

Effactive time " Yalid forewver () W¥alid based on time period

5/84 characters, wou can input 59 characters|

| Mext || Cancel |

2. Add one user (user1), as shown in the following figure:
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[ ,/ 8dd the user

Base information

Aceount user]

FPhone mumber

Password ~ |meses

Online terminalz |10

Organization Headguarters

Hame userl
Status W Enabl-
Confirm password |==s=es
Uzer zource Local user

Effective time  [(Valid forever

User aroup Ciefault group

Select group

OF code anthorizer

Anthorization information
® 1 address/segment

IF address poel

Binding information

Modi fy password for first time '_‘.Enable

Edit binding item

S5/B4 characters, yvou can input 59 characters!

Ok Cancel

' Disable

The user adopts the account user1 in the “Default group” and performs the login
authentication in the “Headquarters” site. If the authentication authorization device
type is ISG and the organization of the device is “Headquarters”, match the policy
“test1”. After matching successfully, deliver the related attributes configured in Step

2 of the policy to the device.

(@ Caution

® Take delivering vlan as an example. The configured VLAN in the authorization
policy should be consistent with the configured vlan of the device. For example,
if the configured VLAN of the authorization policy is 100, the VLAN delivered to

the device should be 100.

802.1X macbased+hybrid port+mac-vlan enable

switch(config-if-gigabitethernet0/0/8)#sho run interface gigabitethernet

0/0/8
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Building Configuration...

interface gigabitethernet0/0/8

switchport mode hybrid

switchport hybrid untagged vlan 1,100-101

switchport hybrid pvid vlan 100

mac-vlan enable

dot1x port-control enable

exit

10.6 Logs

10.6.1 User logs

With the user log, you can view the login status of the user, and can archive and download
the log. The main interface is shown in the following figure:

Authentication platform

B[22 ]3]t 0 sese Gotofl e[ Go | mecoraso

Figure 10-6-1User log list

112 copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



10 Authentication Platform Functions Maipu AAS User Manual

Click the “Archive logs” button of the main interface, and you can archive the log. After
archiving, click “Export archived files” and you can download the archived log, as shown
in the following figure:

A Export srchived files X

Sl s

records/page |10 | W

Tack Archiving file date Archived file name

Current record is smpty |

| 0 & 2| & M tetal 0 page o to:l page | Go Records:0

Export Cancel

Figure 10-6-2 Export the archive log

@ Caution

® The meaning of the error code 2051 in the user log:

Unknown error

1. Check whether the configured pre-share keys of the device and

authentication server are consistent

2. Check whether to perform the LDAP/AD/Radius proxy authentication, and

check whether the proxy configuration is correct

3. :Check whether to perform the certificate authentication, and check
whether the server certificate/trust certificate/user certificate configuration

is correct

4. Check whether the password is correct.
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10.6.2 Guest QR Code Authentication Audit

Record the log for the network access action of the guest via the “Authorization QR code”
authentication mode. The module mainly provides the functions of archiving, exporting the
archived files, and querying.

Authentication platform

1) € (1 ][3 ot 0 page 6o toill Jpsge| Go | Recorasio

©2017 Haipn Comunication Technalogy Co., Ltd. WATFU AKS

Figure 10-6-3 Audit the guest QR code authentication

Click the “Archive logs” button of the main interface, and you can archive the log. After
archiving, click “Export archived files”, and you can download the archived logs, as
shown in the following figure:

G Export srchived files ®
[F] Archiving 1oz 1ist
ret i paea j'_'m- v
Tick fechiving file date Archived f£ile nane
Curren‘t record iz empty . =1
U] ][3] 0]t 0 saee Gotosll  lpaze| Go | Becorasi
| Export | Cancel |

Figure 10-6-4 Export the archived file
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11 WiFi Marketing System

11.1 Site Decoration

The site decoration contains the functions of adding one site, copying the site, modifying
the basic information of the site, deleting the site, querying the site, and decorating the
site page. After logging into the system, click Site Management, and you can see the site
listinterface. The system has one default site, which can be modified and maintained, but
cannot be deleted. Click Add to display the New Site interface, and you can input the site
name and push range. For the existing site, you can copy, edit or delete.

Marketing Platform S A ng admin g%  EBack home Exit

Site List Site Mame - Q

Default site

Template name: templatel [Change template]
Site Organization: Headguarters

Page push order: Home page = Login page = Countdown ad page = Home page [Modify page order]

Create time: 2016-08-11 Release time: 2017-08-25
Description:

Copy

Test

Template name: termplatel [Change template]
Site Organization: Headguarters

Page push order: Home page = Login page = Countdown ad page = Home page [Modify page order]

¢y PushRange: Mot select
Create time? 2017-08-25 Releasetime:

Description: sdfsd

Decorate

Copy Edit Delete

First 1 Last Total 2 records

Figure 11-1-1Site management home
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New: Site  (3)

* Site Name | test_site 1

* Site organization | Headquarters

Push Range Set
Heaouarters

= Description | test site_1

Figure 11-1-2 Add one site

With the function of copying the site, you can copy the configuration data of the existing
templates except for the advertising place to the new site.

The system supports the user to select the appropriate site template according to the
service demand. The current supported templates only contain template1.

admin £  Back home Exit

templatel

Figure 11-1-3 Select the template for the site decoration
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After selecting the template, directly enter the site decoration interface. For the issued
sites, you can modify the page order in the corresponding site module of the site list.

Select the page order

Select the page order, Home page = Login page = Countdown ad page = Home page

WELCOME TO

PRINT CO'!

! t

Login page Countdown ad page

Figure 11-1-4 Select the order of the site decoration pages

After selecting the template, enter the site decoration page. The “Page” navigation at the
left of the site decoration interface is all page directory of the current site. Under the
directory, there are all components of the current page. In the middle of the page, there is
a mobile phone preview box, displaying the preview effect of the current decoration page.
The preview effect image is the same as the final page effect seen on the mobile phone.
The right of the interface is the edit interface of the current component. Click one
component in the preview image or click one component in the left directory and switch to
the edit interface of the component. Click Save of the right component to save the data
and refresh the content displayed in the phone preview box.

In red box (D, select the desired interface.
In red box @), select the desired component.
In red box ®), display the preview effect after configuring the component.

After enabling the button in red box @), the corresponding components can be displayed
on the site interface.

Red box ® is used to configure the selected component at the left.
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Marketing Platform Site Management Advertising admin €3 Backhome Ext

Pages Defallt ste

Home page Slider(Maximum support 5) @ El

Login page
P a3t i
a/ 4 !
k™ Kf’ 1

0] Site Name
No-perception login page

Ad page

Cormponents

Ad place name | Slider image 1

am () N

L Adtype Adplace v
Hezd Nlotice Slider

@ @ URL
(1]
€0 = @ ® About us Service Social
Switch Speer  enm—) § SEC
Icon b Tab  Adver i s
. b V;;‘T'"E Article title 1
Article summary. the content length is
15-50 characters.
¥y & 7
Article title 2
Downioad  Fopup  Hyperlink Article summary. the content length is
o 15-50 characters.
Article title 3

Artide surnmary, the content length is
15-50 characters.

Figure 11-1-5 The deployment of the site decoration interface

The template includes the home page, authentication page, no-perception authentication
page, and the advertisement page.

Click Home page to display the preview image of the current home page. The home page
includes Head, Notice, Slider, Icon bar, Tab, Advertising wall, Downloads bar, Pop-up, and
Hyperlink components. Click the component name, or click the component on the preview
image, and the right panel displays the configuration interface of the current component.
On the component configuration interface of the right panel, click Save to save the data
configuration of the current component to the database. When entering the interface next
time, display the saved configuration. After clicking Release site, the saved configuration
information of the database takes effect on the interface pushed to the mobile phone. On
the preview image, click the Move up or Move down button on the component, and you
can sort the component locations. After clicking the Move up or Move down button,
automatically save to the database, but do not need to click Save at the right panel. The
following describes the configurations of the components respectively.

Head: The head component mainly displays the site name, phone number, address, and
network access button. At the right configuration interface, you can configure the site
name, phone number, address information, and word and button style. On the interface
pushed to the phone, click the drop-down button at the right of the site title, and you can
see the configured phone number, address information and so on.
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Marketing Platform £ el i admin -~ £y B

Pages Test

Home page Head Configuration [ o]

Login page SteNaAmEY Site Title| Site Mame

No-perceptian Iagin page worgs v | 16 v

Address : Site Address

Ad page Background ll v
Tel : 02838838838
Companents I
- Pl Nl | Login Button Lagin
© & exit Button @D
B Iensbiln, ths usercan lsconnactwi,
Head MNotice Slider News Activity Topic Contact Bt
e
o0 = e About us Senvice Soclal “Tel|028868368060
leonbar  Tab  Advertising . Address| Site Adciress

wall
. the content length is

Advanced Setting

¥y €& 7

Download  Popup  Hyperlink  the content length is

ary the content length is

Figure 11-1-6 Template head decoration

Notice: By default, the Notice component is disabled. When it is necessary to use the
component, you can enable the component via the button of the right configuration
interface. After enabling the notice component, you can select the advertising place as
notice, advertising the notice content. The notice style supports the individualized
configuration. You can configure the notice word color, background color, and so on. The
rolling quantity of the notice supports 1-10.

Marketing Platform e Actvertising

Pages Test

Home page Notice [ @]

Login page
e Site Name v Rolling quantity 5

N N words Bl v
Notice : Sample notice 2 2016-05-11

Ad page . Background ¥
Components 4

2 o
o= O @ 4

Head Nofce  Sider y 9

an News  Actviy  Topic  Contact
o0 = &=

No-perception lagin page

loan bar Tab  Adverising Aboutus Senvice Soclal
wall

¥ e /

Download  Pop-up  Hyperlink
bar

. the content length is

. the content length is

Article title 3

Figure 11-1-7Template notice decoration

Slider: Slider is the image advertisement displayed by the site home slider, supporting
enabling and disabling the advertisement. You can add five image advertisements at most.
The advertisement type can be advertisement place or fixed advertisement. For the
advertisement place, you can configure the name, used to add the advertisement in the
advertising. For the fixed advertisement type, you can set the advertisement link,
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supporting the internal link and external link. The external link can be the customized link
address. After selecting the internal link, you need to click “Select article” to display the
interface of selecting the article, and then, select the desired advertisement.

Marketing Platform

Pages Test

Home page

Login page "
Site Name v
No-perception login page

Notice : 2016-05-11
Ad page

Components

il o
d Adplace v
Head Motice Slider e type| Ad place
URL

Ad place name | Slder image 1

a® News  Actvity  Toplc  Contact
$ = @
E Switch speed  en—) 8 sec
leon bar Tab Advettising About us Senvice Socjal ]
i
Article title 1
Article summary. the content length is
¢

15-50 characters.

Article title 2
Article summary. the content length is
15-50 characters,

Article title 3

Figure 11-1-8 Template slider decoration

Icon bar: Icon bar is also the advertising place, and it can be enabled and disabled. You
can set the advertisement type and name, the same as the advertisement place in the
slider.

Marketing Platform Site Managemen Advertising

Pages Test
s o)
Login page
No-perception login page E
Ad page
Components
om ) [a
Ad place name, News
Head Nolice  Sider
Adtype Adplace v
= News  Activity  Topic  Contact
=6 = = Advanced Setting
Icon bar Tab Advertising Aboutus Sendce Soclal
wall
=
Save
i \Q, / ary. the content length is

Dounload  Pop-up  Hyperlink
bar.

Article title 2
Article summary. the content length is
15-50 characters.

Article title 3

Figure 11-1-9 Template icon bar decoration

Tab: Tab is one switchable tab, supporting setting four tabs at most. After setting one tab,
you can add the advertisement for each tab at the advertising. The component can be
enabled and disabled..
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Marketing Platform 5i il Advertising admin - €y Bac
Pages Test
Home page Tab(Maximum support 4) [ o]
Loainpage Site Namew Tab Narme| About us L
Nao-perception login page : : Tab Name | service T
Notice : Sample notice 2 2016-05-11
Bdipage Tab Name | Social o
Companents Add
wores My ==
) [
Activate Color |l ¥
Head Notice Slicer
a9 o
L) E a save |
leon bar Tab Advertising
wiall
Article title 1
& < Article sumrmary. the content length is
- » 00 15-50 characters.
Download Pop-up Hyperlink
ar Article title 2
Article summany. the content length is
15-50 characte
Article title 3

Figure 11-1-10 Template tab decoration

Advertising wall: Advertising wall is to directly display the set advertisements, displaying
the advertisement image, title and brief introduction by blocks. The component can be
enabled and disabled. By default, it is disabled.

Marketing Platform

Pages Test

Login page

No-perception login page

Ad page

Components

o= ) [

Head Slider

Notee

as

@ =
™A

avetising
veall

+ & 7

Download  Pepup  Hyperink APP Download

w App download Download

Figure 11-1-11 Template advertisement wall decoration

Downloads bar: Downloads bar provides the app download function for the site. The
download bar supports downloading 10 applications at most. You can set the application
name, application icon, and downloading mode for each application. The download mode
supports downloading the applications of the Android system, 10S system and windows
system. The component can be enabled and disabled.
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Marketing Platform

Pages

Home page
Login page g
fa-pereeption ogin page
View mare
Ad page
Companents App| App download
w [ =
em o) aa)
o Download URL
e MewE o Nl Tk Yoo b raveln B
aipu Takes You to Travel in Bejing el
¢ = @
s e Maipu ISN20 national tourwill open soon.
e T e
!
e When th
e /
Download  Pop-up  Hyperlink Up
|

Figure 11-1-12 Template download bar decoration

Pop-up: Pop-up is one advertising place, and can be enabled and disabled. The pop-up
interface can display the countdown and skip button at the same time. The “Skip” button
can be disabled. The Pop-up can control the enable policy of the pop-up by configuring

“Interval”.

Marketing Platform 5 el Advertising

Pages Test
Home page Pop-up [ @)
Login page

No-perception login page

At page
Components o
em o) Ga
Hed Natie B Ad place name  Bullet agvertising
a8 Adtype Adplace v
o0 = =
URL
fcon bar Tab  Adverlising

Skip button @ Enable

v #

Downioad  Popup  Hyperlink
bar Interval es—y 20 min

Figure 11-1-13 Template pop-up

Hyperlink: Hyperlink is disabled by default. After enabling the component, you can
configure the Hyperlink name, link type, link address and so on at the right configuration

area.
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Marketing Platform s i Advertising
Pages Test
Home page Hyperlink (Maximum support 5) [ @)
Logi page Words| Link name
No-perception login page Link Type| Externallink v
Ad page URL s
Components
Add
Malpu Takes You to Travel In Befjing.
mm o) [
Wead  Nofce  Sider Mafpu ISN20 national tour will open soon.
ap
$ = @
lonbar  Tab  Advetising
wall
APP Download
¥ & Wy
Download  Popun  Hyperlink

Link name |

Figure 11-1-14 Template Hyperlink

Click Login page to enter the decoration of the login page. The login page totally includes
Image, Login type, Internet Agreement, and Background. The components of the login
page cannot be sorted by moving up and down. The following describes the configuration
of the components in the authentication page.

Image: Image is one image display at the head of the authentication page, supporting
customizing the uploaded image.

Marketing Platform emen Advertising admn - ¥ Bal
Pages Test £le s
Horme page Image
Login page
No-perception login page LO Tn Login
g
Adpage Restare the default
Components

Getverification code
@ ID

Image  Background Login type
1 have read and agreed Internet
Agreement

Use other account to login

Inbuiltaccount  Secury  Authorization
certifcation  scan code

Figure 11-1-15 Template image component

Login type: Login type is the most important configuration of the login page. The login
authentication mode includes authentication-free, phone, inbuilt account, security login,
and so on. On the login authentication page, you can set the preference, default login
mode of the user, button word, color, background and so on.
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Marketing Platform = GEMEN Advertising admin €% Backhome
Pages Test
Home page Login authentication configuration
Login page Enable authentication-free
—
No-perception login page LO i n Inbuilt authentication moce v
Ad page g (@ Phene
Securiy Authentication set
Companents
D) inbuit Set
d Set
Button set
Image  Backgiound Login tpe
@ | have read and agreed nternet Set preferences| Phone
Agreement
Internet
Agreement t

Use ather account to login

Inbuiltaccount  Secury  Autharization
cerfification  scan cade:

Figure 11-1-16 Template login mode component

When enabling the authentication-free, the other authentication modes cannot be
configured. After the terminal users ticks Internet agreement and clicking Authentication-
free, directly pass the authentication. When not enabling authentication-free, you can tick
the other authentication modes. For the phone authentication, the user inputs the phone
number and click “Get verification code” to get one SMS verification code. The login
authentication checks the input phone number and got verification code to authenticate.
The inbuilt account authentication provides the user with the function of using the set
inbuilt account and password in the portal system for authentication. The security login
provides the security authentication login mode for the user. For details of the login
authentication mode, refer to the section of Authentication Configuration.

Internet Agreement: Internet Agreement is to set the content displayed after the user
clicks Internet Agreement. The agreement content can be edited in the text box.

Marketing Platform Si ermen Advertising admin ¥  Back home
Pages Test
Home page Internet Agreement setting
Login page
9in pag Internet Agreement
=
No-perception login page L 0 ® Tickbydefaul  Uniickiby default
24
Componerts
Dear customer:
I have read and agreed Internet
Agreem
Internet
Agreement t
Use ather account to lagin
Inbuilaccount  Secuy  Authorization
certification sean code

Figure 11-1-17 Template Internet agreement
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Background: Set the bottom background image of the login page.

admin €3 Backhome Ext

Marketing Platform Site gemen Advertising
Pages Test
Home page Background
Login page
=
No-perteption Ingin page Lo i n
Ad page g
Components
Image  Background Legintype
I 1 have read and agreed Internet
Agreement
Intermet
Agreement
Use other account to login

Restore the default

Inbuiltaccount  Security  Authorization
cerfiication  sean code

Figure 11-1-18 Template background image setting

Click No-perception login page at the left to enter the setting of the no-perception
authentication page. The page has only one advertisement image and you can customize

the advertisement image.

admin ¥ Backhome Ext

Marketing Platform Site Management Advertising

Pages Test
Home page Image
Login page
No-perception login page
Ad page

Companents

image Intemet Buttor
Agreement

f"l

# I have read and agreed Intermet Agreem

Figure 11-1-19 No-perception authentication page

Click Ad page at the left to enter the setting of the advertisement page. The page also
have only one advertisement image component. The component can set the ad
countdown time and whether to display the skip button setting. The image in the
component is the image of the advertising place type, supporting five slider images at
most. Each image can set the advertisement link.
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Marketing Platform Site Management Advertising

No-perception lagin page

Ad page oy

Ad place name
WELEOME TD L
PRINT CO! -
Switch speed em— ses
Skip button @ Enable Di

Figure 11-1-20 Template countdown advertisement page setting

11.2 Authentication Configuration

11.2.1 SMS Authentication

SMS authentication is one common authentication mode. The basic steps are as follows:

Step 1: Configure the SMS authentication policy. For the details, refer to section 10.4.1.

Step 2: Enabling the authentication mode and setting the authentication content are both
associated with the site, that is to say, you can customize different authentication modes
for different sites. Enter the site decoration interface, and click Login page->Login type,
as follows:

Marketing Platform Site gement Advertising
Pages Test
Home page Login authentication configuration
Lagin page Enable authent

No-perception lagin page Inbuilt aus

Ad page (@) prone

[ (&) Security Authentication set
Components
¥ (2) mbuiltaccount sat
@ =@ 2 2 2t ¥ () Authorization GR tade set
Verfical Button get
Image  Background  Login
pe # | have read and agreed Intermzt Set preferences| Phone v
Agreerent
= Save
Internet
Agreemer t Use other acsount to login
Inbit Seciity  Authorizat
cccccc t cetincation
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Figure 11-2-1 Enable the SMS authentication function

To enable the SMS authentication, you just need to tick “Phone” authentication mode.
After clicking Save, release.

After enabling the SMS authentication mode, you can set the SMS content, the length of
the verification code, and the number of the sent SMS. For the setting details, refer to
section 8.2.5.

Step 3: After setting the related content, connect the hotspot of the site, and click Login
in the site page to enter the authentication page. Select the SMS authentication, input the
phone number to get the verification code, and at last, input the verification code to
authenticate, as follows:

# | have read and agreed Internet Agreement

Llsg other actcount 1o login

Inbuilt account Security Authorization
cerification scan code

Figure 11-2-2 Main interface of the SMS authentication
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On the interface, you can view the Internet agreement, and also can select other
authentication mode. By default, it is the SMS authentication mode.

1
1
I
I
]
]
1
1
1
1
1
L]

Figure 11-2-3 Enter the countdown page after authenticating successfully

The page order of the authentication process is consistent with the page order selected
when creating the site. In the example, after authenticating successfully, enter the
countdown page, return to the site home page after countdown ends, and the site home
page displays the “Exit” button.

Step 4: After authenticating successfully, you can enter the authentication platform, and
view the authentication account status, authentication result, and so on, as follows:
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Online User > Online User Monitoring

@ Search condition v

Account Muthentication seenario |All | Teminal mac/Caling station | ss10

Terninal TP Search

[ Orline wser 2ist i)

W61 412 |3 ) total 0 page Go torl pige | Go Records:0

Figure 11-2-4 User logs

Step 5: After authenticating successfully, the terminal opens the browser to access the
website, and view whether the network can be connected. The user already has the
network access authority and the whole authentication process ends.

11.2.2 Inbuilt Account Authentication

The inbuilt account authentication is applicable to the internal staff of the merchant. The
authentication mode is simple and the operation steps are as follows:

1. The user access system creates or imports the account and password.

2. The terminal user connects the hot spot and enters the authentication page.

3. Select the inbuilt account authentication, and input the user name and password.
4. Complete the authentication, and check the result.

Seeing from the above four steps, the biggest difference between the inbuilt account
authentication and the other authentication modes is that it is necessary to create the
account at the user access system before authenticating. The administrator logs into the
authentication platform, and enters Basic Configuration->User and User Group, as follows:
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Authentication platform

Usermanagerent | &) Usergroup managernent

& Or gamization @ Search condition

O Headmarters heeout | ] stews (& [v] e | | Phone mombar ser grow (Al [~
B-Oreanization 1

- i S s I —
User Tist e}
O/ BEL P [ Disable || Enable || Dawnloa

[0 hecomt Hame Phone mumber | Orgemization  User grow | Status Reason for dissbling  User data sowrse

[

ters  Dafwdt v Enable Locdl ser 10 Valid foraver Mot enabled

()¢ ]« ][»][»u]mil 1opas Gootell pame Records 1

Figure 11-2-5 Inbuilt account list

When adding the inbuilt account, you can configure the inbuilt account as desired.
Meanwhile, when adding the account, you also can list the using life of the account.

Local user ] «
e Valid forever v

tine § [2017-DB-30 15:05144], Phack the Local tine]

Default groy Select group |
group greup,

. gemerate Gk code, the adninistrator sweeps the code to open the guest access suthority)

i
@1 szt [T i ot scseplsd 19216911255
(TP addrass posl Tnput address pool name configared on MAS

Edit binding itern
LEdkbindingfiem)

Figure 11-2-6 Add the inbuilt account

After the inbuilt account is created successfully, input the account and password at the
terminal to authenticate. The operation of viewing the log and online user information is
the same as the previous authentication modes.

11.2.3 No-perception Authentication

If the network access time of the authenticated user exceeds the single network access
time, it will get offline automatically. Here, the user needs to authenticate again. The re-
authenticated used does not need to input the account and other information again to

authenticate, but just needs to agree the Internet agreement so that it can continue to
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access the network. The process is called no-perception authentication.

The no-perception authentication mainly depends on the configuration of the duration
policy. For the configuration of the duration policy, refer to section 10.5.1.

The duration policy can configure the network access time of the terminal, mainly including
daily network access duration, single network access duration, no-perception duration,
and no-perception push configuration, and terminal quantity limit. Here, you can control
the access duration of the SMS, authentication-free, and inbuilt account.

11.2.4 Authentication-free Mode

After enabling the authentication-free mode, all authentication modes will not be displayed
in the authentication interface. The user can access the network after clicking Agree in
the authentication interface. The operation is simple. Click Site Management >
Authentication Page > Login Mode, and tick to enable the authentication-free.

The authentication-free mode is also bound with the site, that is to say, some sites in one
system cannot enable, and some sites can enable. The site can customize whether to
enable authentication-free.

The terminal user connects the hot spot. In the site homepage, click | want to access
Internet to enter the login page.

Lo ng

¢ | have read and agreed Internet
Agreament

Authentication-free Login
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Figure 11-2-7 Authentication-free login page

After agreeing the Internet agreement, click Authentication-free Login, and you can
pass the authentication to access the network.

In the authentication platform, you can view the online information of the authentication-
free user, authentication log information, and so on. The query operation is the same as
the user of the other authentication mode.

11.2.5 Security Authentication

The security authentication is one authentication mode of two authentications for the local
user (including the LDAP user and local user), that is, if the security authentication is
enabled, the user selects the security authentication mode at the login homepage pushed
by the terminal, inputs the account and password of the local user, clicks Login to send
the verification code to the preset phone number, and inputs the correct verification code
so that the user can be authenticated successfully.

The steps of the security authentication:

1. The user access system configures the external authentication source, and adds the
local user (LDAP authentication source, inbuilt account).

2. In the site of the WIFI marketing system, open the login mode of the security
authentication.

3. Connectthe hot spot, enter the authentication page, select the security authentication,
and input the account and password of the local user.

4. The preset phone number will receive the verification code. Input the verification code,
and click Login.

5. Open the Internet connection to check if you can access the Internet.
Step 1: The administrator logs into the authentication platform, and adds the local user:

A: Enter Basic Configuration-> External Authentication Source, and add the LDAP
external authentication source.
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Microsoft AD ]+

|Headguarters

[Defautt group
I *

Figure 11-2-8 Add the LDAP external authentication source

B: Enter Basic Configuration->User and User Group, and add the inbuilt account.

Headquarters ~ ]
o —

e 15[2017-09-30 15:02-30], Chack the Local tine)

[Befauit grovp | [ seleot group |+

Modify passverd for first tine [ [Enable
AR code anthorizer Denaste
(Guest access ¥i-Fi, generate R code, the admimisirator sreeps the code: to open the guest access muthority)

Authorization information

@ aesssegment [ ] Ip/sument formet exangle 192 168 11255
Orattress ot [ Tt address posl nene confismed on B
ing information | Edit binding item

oK | | cancel |

Figure 11-2-9 Add the inbuilt account

Step 2: If the added is LDAP authentication source, set the reserved phone number for
the account that needs the security authentication.

Step 3: Enter the marketing platform, enter the site decoration page, and select Security
Authentication in the login mode.
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admin €8 Backhome

Marketing Platform 5 el Advertising

Pages Test
Hame page Login authentication configuration
Login page Enable authentication-free
-
No-perception Iogin page I_O i n Inbuilt authentication mode
A
pr— g9 @
Security Authentication Set
Components 2
() mbuit account set
D I D %) Authorization QR code set
‘l Button set
Image  Background Login tyre =
91 have read and agreed Internet Set preferences  Security authentication v
Agreement
Intemet
Agreement

Use ather account to login

Phone Inbuiltaccount  Authorization
scan code

Figure 11-2-10 Security authentication configuration

Step 4: The phone connects the wifi hot spot. After pushing, select Security certification.

Log?n Long

Getverification code

Mocify password Retrieve password ¢ | have read and agreed Internet Agreement
niiiieindiibiodiiads
ogin

Secure Login

Use other account to login

Lise ather account tologin

Inbuilt account Security Authorization
cerification Scan code

Phone Inbuitaccaunt  Authorization
scan code

Figure 11-2-11 Security authentication
Step 5: Input the LDAP account and password, and click Get verification code.

After inputting the verification code, click Login, authenticate successfully, and then, jump
to the advertisement page.

11.2.6 Authorization QR Code Authentication

Authorization QR code authentication needs the visitor to fill in his own information, and
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then, click to generate the QR code. At last, the authorizer scans the QR code to open the
network.

On the site decoration page, you can configure the authorization QR code information.
After enabling the SMS authentication, the authentication process adds the SMS
authentication. After the verification code of the visitor is checked, you can get the
authorization QR code. The configuration can refer to the following figure:

Marketing Platform

Pages Default site
Harne page Login authentication configuration

Login page

— Enable authentication-free
Login
A
Ad page /] (@) Phane
] Security Authentication Set
Components =
Name: ® (2) Inbuitaccount Set
T Phone [] Authorization @R code set
P [a) |»
LA Verfication
L ’“j Tickthe desired informatian ofthe customer, o as
1o generate the GR code.
Image Backaround  Login type Company = i _
Fulname @ Phone [ Company
el Email Application reason

User I UserID(8upportID card, passport, etc)

Authenticate by SMS(Ater enabling the SMS
authenticafion, the customer needs to authenicate

by EMS frsty
¥l 1have read and agreed Internet
Agreement Enable SMS authentication

Agreemen t Reason

the authentication Button set

Set preferences  Authorization QR code ¥

Use ather account to login

) NN

Figure 11-2-12 Authorization QR code authentication configuration

(@ Caution

® Authorization QR code authentication needs to enable the guest QR code
authorizer on the authentication platform.

11.3 Advertising

The advertising function mainly uses the corresponding control to realize better and more
correct site advertising. For example, you can advertise the slider advertisement, tab
advertisement, advertisement page, and other advertisement information. When
advertising, you select according to the corresponding site. After the advertisement is
delivered to the corresponding site, use the terminal device to connect the network. When
pushing the site, you can view the delivered advertisements.

11.3.1 Advertisement List

The advertisement list is mainly used to display and manage the delivered advertisements.
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You can add, edit, get online, get offline, view, and delete the advertisement, query the
advertisement by status, and query the advertisement by advertising place. First, enter
the advertisement list module:

Marketing Platform Site Management Advertising admin €Y Backhome  Edt

Advertising I Q

Default site
Prierity Thumbnail Caption Affiliated column Al v Operatien
All dotvertsements

@l i ancthertesting ad -
Home page Slider ddd 1 f&‘ ‘ﬂ UL S Home page lcon bar News oniing i

Home page lcon bar A

Testing Ad ;
Horme page lcon bar C 1 * B, Home page loon har News: Offline t

Home page Icon bar M

I,
Bl

Home page lcon bar T Selected 0 /otal 2 Delete.

Home page Tab About First Last  Total 2records
Home page Tab Service

Home page Tah Social

Ad page Advertising Im

Test

Other advertisements

Figure 11-3-1 Advertisement list

After logging into the platform, click Advertising, and you can enter the advertising
module. On the advertising module page, display all delivered advertisements, and you
can query the advertisements by pages.

11.3.1.1 Add an Advertisement

The advertisement is delivered based on the site. Select the corresponding advertising
place and you can advertise. Click the advertisement image, and you can open the
material library to select the image.

Click Enable advanced functions (accurate delivery), and you can enable the accurate
delivery. After filling in the advertisement information, click Submit.
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Marketing Platform

admin ¥ Back hame

Add Ad

*Site | Dofault site r

= Ad place

* Caption  Testing Ad *frithin 40 characters)
* Summary Testing Ad *{Within 100 characters),you also can input 80 characiers
* Thumbnail

*Picture size: 640px*240px

MNote: This picture will be digplayed as a thumbnail in the list of articles

* Link type Cantent -

* Prompt: click the right mouse button in the edit bodio use more functions.

amc | ) @ B I UR&X X Q8| FF V-l A-w-i=-i=-a

=
FontFamil - Fonisize - E EEEE £-F-15- £ A= %
E=Du===
Testing Ad

Enable advanced functions (accurate delivery) |

Drarft

Figure 11-3-2 Add the advertisement
1. Caption: The title content of the advertisement
2. Summary: The information displayed on the list page during advertising

Inject advertisement to the site: When injecting the advertisement, select the desired site,
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and the desired advertising place. When pushing the site, display the advertisement.

Inject the image and text to the advertisement: The injecting of this kind of advertisements
takes effect for all sites, and the injected advertising place only has the bottom
advertisement.

3. Image: The image of the injected advertisement; click the advertisement image to
select the image from the material library.

Click New group, and you can create the material group and perform the classification
management for the materials.

Click Upload the material, and you can upload the materials to the current group.

Wty rnaterial

test]

Desert

haterial arrangement

Figure 11-3-3 Image material library
1. Link type: Include Content and External link.
Content: The site advertisement, pushed by the administrator

External link: When it is necessary to configure the third-party advertisement link, you
can select this type.

2. Advertisement details: When the link type is selected as Content, you can add
additional advertising details

3. Enable advanced functions (accurate delivery)

Click Disable advanced functions (accurate delivery), and you can open the advanced
functions (accurate delivery).
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ng Platform

Add Ad
*Site | Default site v
* Ad place Home page lcon bar Mews v
= Caption  Testing Ad *0iithin 40 characters)
* Summary Testing Ad *{Within 100 characters),you also can input 80 characiers
= Thumbnail
*Picture size; B40px*240px
Mote: This picture will be displayed as a thumbnail in the list of articles
*Linktype  Copjent m
wm | ) B I U [@A =X X e s6 | A-aveS.i=. a &
Arial - 16p% - - B =
B B=

Disable advanced functions (accurate delivery)

Start time
End time
Priority | | Prompt: Ifthe advertizing time averlaps, you can setthe priority. The higher the number, the higher the priority. itis an integer of 1-98

*Push range Set

Draft

Figure 11-3-4 Accurate delivery of the advertisement

139 copyright©2016Maipu Communication Technology Co., Ltd,

All Rights Reserved



11 WiFi Marketing System Maipu AAS User Manual

Enable the advanced advertising, and you can set the advertising time range, priority,
push range, and other conditions to perform more accurate advertisement delivery.

Time range: You can set the advertising time so that the advertisement can automatically
get online and offline.

Push range: Push the target site accurately.

After filling in the advertisement information, you can click Draft to save the advertisement.
In the advertisement list page, click the draft box and you can query. You also can click
Submit. After being submitted for auditing, the advertisement is released immediately.

11.3.1.2 Query the Advertisement

Query by the advertising place: Query by the advertising place in the navigation bar.

Marketing Platform S men ng admin €3 Backhome  Ext

Advetising

Default site
Priority Thumbnail  Caption Affiliated column Al v Operation

All advertisements

Testing Ad =
Home page Slider ddd 1 e T 5 Horme page lcon bar News Online +
pdate fime: 2017-08-301119:33

Haome page Ican har A

Selected 0 total | [

Home page lcon bar C

Home page |con bar N

Home page lcon bar T

Home page Tab About

Home page Tab Service

Home page Tab Social

Ad page Advertising Im

Test

Other advertisements >

Figure 11-3-5 Query the advertisement by the advertising place
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11.3.1.3 Get the Advertisement Offline

Marketing Platform Site gEeme ng admin €  Backhome Exit
Advertising captionisummary qQ
Default site
Priority Thumbnail Caption Affiliated column All v Operation

All advertisements

Testing Ad .
Haome page Slider ddd 1 s o Home page lcon bar News online
Update time: 201 7-08-3011:18:33

Home page lcon bar A

Home page lcon bar C Selected 0 /total 1
Home page |con bar h..

Home page [con bar T..

Home page Tah About...

Home page Tab Service

Home page Tab Social

Ad page Advertising Im

Test

Other advertisements >

Figure 11-3-6 Get the advertisement offline

In the advertisement list page, click the Offline button, and you can get the advertisement
offline. The offline advertisement is invisible in the corresponding site.

11.3.1.4 Edit the Advertisement

Edit the content of the released advertisement.

Marketing Platform Site Management Acvertising admin €@ Back

Advertising — ; Q

Default site

Priority Thumbnail  Caption Affiliated column Al v Operation
All advertisements

Ad =
Home page Slider dod — Home page Icon bar News Offling & @ m
£ 2017-08-30 11:23:22

Home page lcon bar A...

Home page Icon ar © Selected 0 J/total 1
Home page lcon bar M

Home page Icon bar T

Home page Tahb About.

Home page Tah Service

Home page Tab Social

Ad page Advertising Im

Test

Cther advertisements >

Figure 11-3-7 Edit the advertisement
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In the advertisement list page, click the Edit button, and you can edit the advertisement.

11.3.1.5 Get the Advertisement Online

Marketing Platform s en ng admin ¥  Backhome Bt

Adverlising caption/summary Q Add

Default site -
Priority Thumbnail Caption Affiliated column Al v Operatien
All advertisements

Testing Ad 5 i
Home page Slider ddd 1 —— s Home page lcon bar News Offline @ £ W
Update time: 2017:08-30 11:23:22

Home page lcon bar A

Home page lcan bar © Selected 0 /otal 1
Home page Icon bar M

Home page lcon bar T

Home page Tab About...

Home page Tab Service

Home page Tab Social

Ad page Advertising Im...

Test

Other advertisements

Figure 11-3-8 Get the advertisement online

In the advertisement list page, click the Online button, and you can push the
advertisement to the corresponding site again.
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11.3.1.6 View the Advertisement

Marketing Platform Site Manageme A admin £ Backhome  Exit
Advertising Q
== Default site
Priority Thumbnhail Caption Affiliated column Al v Operation

All advertisements

Testing Ad oo
Home page Slider ddd 1 Home page lcon bar News Offline LI ]

Update time: 2017-08-30 11:23:22

Home page lcon bar A

Hatra page jcon barts Selected o ftatal 1
Hame page lcan bar i

Home page lcon bar T...

Home page Tab About.

Home page Tab Service

Home page Tab Social

Al page Atvertsing Im

== Test 2

== Other advertisements >

Figure 11-3-9 View the advertisement

Click the title of the advertisement in the list, and you can view the advertisement, as
follows:

article titile 2

Date: Z017-05-30 13:51:08

From Oct. 21 to OCT. 23, 2014, as the last mile access solution expert,
Maipu attends the Broadband World Forum in Amsterdam, Netherland with the
WLAN Solution, GPON Solution, Switch Solution and Eouter Solution.

Figure 11-3-10 Preview the advertisement
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11.3.1.7 Delete the Advertisement

You can delete one advertisement or delete the advertisements in batches. The online
advertisement cannot be deleted. To delete the online advertisement, you need to get the
advertisement offline first.

Marketing Platform Site : ng atmin - £ Backnhome  Exit
Advertising caption/summary Q
Default site e
Priority  Thumbnail Caption Affiliated column All v Operation

All advertisements

another testing ad "
Home page Slider ddd 1 o Home page lcon bar News Cnline +
Update fims: 2017-08-30 11:31:36

Home page |con bar A

Testing Ad
Horne page lcon bar C.. 1 . i 2 i Home page |con bar News Ofline t 7/
Updats time: 2017-08-3011:23:22

Home page lcon bar N

Home page Ican bar T Selected 0 ftotal 2 -I

Home page Tab About First 1 Last Tolal 2 records

s,
®

Home page Tah Service
Home page Tab Social
Ad page Advertising Im
Test >

Other advertisements >

Figure 11-3-11 Delete the advertisement
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