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Copyright 

Copyright ©2017, Maipu Communication Technology Co., Ltd. All Rights Reserved. 

No part of this manual may be reproduced or transmitted in any form or by any means 

without prior written consent of Maipu Communication Technology Co., Ltd. 

 and  are trademarks of Maipu Communication Technology Co., Ltd. 

All other trademarks that may be mentioned in this manual are the property of their 

respective owners. 

The information in this document is subject to change without notice. In no event shall 

Maipu be liable for any direct, indirect, incidental, special, exemplary, or consequential 

damages (including, but not limited to, procurement of substitute goods or services; loss 

of use, data, or profits; or business interruption) however caused and on any theory of 

liability, whether in contract, strict liability, or tort (including negligence or otherwise) arising 

in any way out of the use of this manual or the related content on the website, even if 

advised of the possibility of such damage. 

Security Statement 

Important! Before powering on and starting the product, please read the security and 

compatibility information of the product. 

Environmental protection 

This product has been designed to comply with the environmental protection requirements. 

The storage, use, and disposal of this product must meet the applicable national laws and 

regulations. 
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Preface 
Manual Introduction 

The manual mainly describes how to use Maipu AAS (enterprise edition), including three 

parts: 

Part 1: Overview, mainly describing the basic information of the product; 

Part 2: Configuration wizard, describing how to set up and complete the basic 

configuration of the system via one typical networking mode. You can refer to the 

networking mode to set up your system fast; 

Part 3: Functions, you can get to know our special functions and apply to your business 

better. 

 

Product Version 

The product version of the manual is as follows 

Product Name Software Version 

Maipu AAS(V4) AAS-V3R2C03 

 

Audience 

This documentation is intended for: 

 Commissioning engineers 

 Field maintenance engineers 

 System maintenance engineers 

Conventions 

Symbol conventions: 

Format Description 

 

An alert that contains additional or supplementary 

information. 

 

An alert that calls attention to important information that if 

not understood or followed can result in data loss, data 

corruption, or damage to hardware or software. 
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Format Description 

 

An alert that calls attention to important information that if 

not understood or followed can result in personal injury or 

router damage. 

 

Command conventions: 

Convention  Description  

Boldface  
Bold text represents commands and keywords that you enter literally 

as shown.  

Italic  Italic text represents arguments that you replace with actual values.  

[ ]  
Square brackets enclose syntax choices (keywords or arguments) 

that are optional.  

{ x | y | ... }  
Braces enclose a set of required syntax choices separated by 

vertical bars, from which you select one.  

[ x | y | ... ]  
Square brackets enclose a set of optional syntax choices separated 

by vertical bars, from which you select one or none.  

{ x | y | ... } *  
Asterisk marked braces enclose a set of required syntax choices 

separated by vertical bars, from which you select at least one.  

&<1-n> 

The argument or keyword and argument combination before the 

ampersand (&) sign can 

be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 

 

Obtaining Documentation 

You can access the most up-to-date Maipu product documentation on the World Wide 

Web at www.maipu.cn. 

Technical Support 

 Technical supporting hotline: 400-886-8669 

 Fax: (+8628)85148948 

Documentation Feedback 

You can feed back your opinions and suggestions by: 

 Email: techsupport@maipu.com 

 Technical hotline: 400-886-8669 
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Part 1 Overview 

 

1Usage 
The enterprise-version software of Maipu network access system provides the user ID 

authentication, user access authorization, WiFi online marketing, service data analysis 

and other functions, applicable to 3G/4G, WLAN, wired network, and other user access 

scenarios. Combined with Maipu AC, AP, ISG, and other products, it provides the 

integrated solution of the user authentication and WiFi marketing for the enterprise. 

The enterprise-version software of Maipu network access system supports the current 

mainstream authentication technologies, including PPP authentication, 802.1X 

authentication, web authentication, and so on, and supports the IMSI information binding 

of the SIM card in the 3G/4G access, SSID binding in the WLAN scenario, IP address 

delivering, and other specifical authentication binding functions. 

The enterprise-version software of Maipu network access system provides the rich 

industry templates, helping the enterprise create the micro portal fast, and rapidly 

promoting the enterprise brand image. The platform provides the self-service marketing 

function for the user, allowing customers to quickly promote hot products and preferential 

information. 

The enterprise-version software of Maipu network access system provides SMS, 

authentication-free, and other authentication modes, solving the problem of fast accessing 

Internet for the user, so that more users can access Internet conveniently. At the same 

time, accumulate more users for enterprises, and expand the subsequent marketing value. 

The enterprise-version software of Maipu network access system provides an integrated 

solution of user identity authentication and WiFi online marketing, which can meet the 

requirements of the user for different application scenarios. 
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2 Names of Product Parts 

 

System Description 

Basic platform 
The basic platform provides the functions of organization 

management, user&authority, log and license 

management for the user. 

Marketing platform Provide site generating, advertising, and site display 

service. 

Authentication platform Provide user access control authentication, authorization, 

and so on. 
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3 Basic Configuration of the Server 
 

Server CPU Intel Xeon(R) 3.1GHz 4 core above 

Server memory >=16G 

Hard disk space of the server >=500G 

Server network card Gigabit dial network cards 

Operation system SLES-11-SP3(x86_64) 
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Part 2 Configuration Wizard 



4 Step 1: Installation Deployment
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4 Step 1: Installation Deployment 
Refer to Maipu Network Access Authentication System Installation Manual V5.0.1. 

5 Step 2: Basic Configuration 

5.1Fast Configuration of Authentication Device 

This chapter mainly describes the basic configuration of the authentication on S3320. For 

the other configurations of S3320, refer to the configuration manual of S3320. 

 

Figure 5-1-1 

Step 1: Log into S3320 via the serial port, as shown in Figure 5-1-2. 
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Figure 5-1-2 Enter S3320 management interface 

Step 2: Configure the authentication server for S3320, as follows: 

poe-sw-93#conf t 

poe-sw-93(config)#radius-server host 172.16.10.115 auth-port 1812 acct-port 

1813 priority 0 key 0 admin 

“172.16.10.115” is the IP address of the AAS server. If it is the HA deployment mode, it is 

necessary to configure the virtual IP address. “admin” is the authentication key. By default, 

fill in admin for both. 

Enable the AAA authentication, as follows: 

aaa new-model 

aaa authentication login wen none 

aaa authentication connection default radius 

aaa accounting update periodic 1 

aaa accounting connection default start-stop radius 

If the uplink port of S3320 is configured with dhcp server, it is necessary to add the 
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corresponding DHCP configuration, as follows: 

1. Global configuration 

dhcp-snooping 

2. Enable the dhcp configuration on the uplink port of S3320 

dhcp-snooping trust 

3. Enable the access port of the terminal 

dot1x authorization ip-auth-mode dhcp-server 

If the PC is configured with IP address, do not need to enable the DHCP configuration. 

Step 3: As shown in Figure 5-1-1, the access terminal is PC1 (Win7 system), and it 

is necessary to enter port 1 of S3320 to configure the following command: 

poe-sw-93#conf t 

poe-sw-93(config)#interface gigabitethernet 0/1 

poe-sw-93(config-if-gigabitethernet0/1)#dot1x port-control enable 

poe-sw-93(config-if-gigabitethernet0/1)#dot1x timeout quiet-period 1 

poe-sw-93(config-if-gigabitethernet0/1)#dot1x eap-relay enable 

By default, PC1 is configured with IP address. 

Step 4: As shown in Figure 5-1-1, the access terminal is MAC Pro (Apple system), 

and it is necessary to enter port 3 of S3320 to configure the following commands: 

poe-sw-93#conf t 

poe-sw-93(config)#dhcp-snooping  

poe-sw-93(config)#interface gigabitethernet 0/2 

poe-sw-93(config-if-gigabitethernet0/2)#dot1x authorization ip-auth-mode dhcp-

server 

poe-sw-93(config-if-gigabitethernet0/2)#dsot1x port-control enable 

poe-sw-93(config-if-gigabitethernet0/2)#dot1x timeout quiet-period 1 

poe-sw-93(config-if-gigabitethernet0/2)#dot1x eap-relay enable 

By default, Apply MAC is the auto got IP address, so configure dot1x authorization ip-

auth-mode dhcp-server on the access port, and enable dhcp-snooping globally. Here, the 

uplink port of S3320 is port 24. The configuration is as follows: 

interface gigabitethernet0/24 



5 Step 2: Basic Configuration
 

Maipu AAS User Manual 

 

16 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

dhcp-snooping trust 

exit 

5.2 Fast Configuration of Authentication Platform 

This chapter mainly describes the basic authentication configuration of the authentication 

platform, including modify the administrator password, add an organization, add a user, 

add a policy, and other related authentication service modules. 

Step 1: Input the address in the browser, and jump to the login interface. 

 

Figure 5-2-1 Maipu network access system 

 

Step 2: Modify administrator password 

When logging into the system for the first time, the system requires modifying the default 

administrator password. After modifying the password successfully, the system will re-

jump to the login interface, input the user name and new password, and you can log into 

the system. The interface for modifying the password is ashown in Figure 5-2-2. 
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Figure 5-2-2 Modify the administrator password 

 

Step 3: Enter the home page of the system platform, and click the Setting icon at 

the top right corner to enter the platform interface (Figure 5-2-3). 

 

Figure 5-2-3 The home page of the system platform 

 

Step 4: Enter the organization management interface to add an organization 

Click Add. The organization is mainly used to distinguish different sites. For example, 

when the customer needs the authentication of office building A and office building B, it is 

necessary to add two organizations of office building A and office building B, so as to 

distinguish the subsequent site device, authentication policy, and authorization policy. If 

the customer has only one application place, you just need to add one organization or do 

not add the organization, but directly adopt the default organization. 

 

Figure 5-2-4 Organization management interface 



5 Step 2: Basic Configuration
 

Maipu AAS User Manual 

 

18 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

Import the organization or add an organization. To convenient for the subsequent 

introduction, add the organization “Orgnizaion_1”, and the organization code is “001001”. 

When there are many organizations, it is suggested to add by importing. Here, you just 

need to fill in the mandatory fields. 

 

Figure 5-2-5 Add an organization 

Step 5: Click “Back Home” to return to the home page of the platform and enter 

“Authentication Platform” 
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Figure 5-2-6 The home page of the system platform 

Step 6: Enter the “Device Management” interface to add a device 

Select Basic Configuration > Device Management to enter the device management 

interface, as shown in Figure 5-2-7. 

 

Figure 5-2-7 Device management interface 

During 802.1X authentication, VPN dialing and other authentications, select LNS for 

“Device type” and Organizion_1 for organization, “Device name” can be customized. Fill 

in the configured key on the device for “Pre-share key”. Refer to step 2 of section 5.1. The 

default value is admin. 

 

Figure5-2-8 Add a device 
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Step 7: Enter “User and User group” to add a user group and a user. 

 

Figure 5-2-9 User management 

Add a user group. The user group name is “group_1”. For Organization, select the created 

“Organiztion_1”, indicating that the user group “group_1” belongs to the organization 

“Organiaztion_1”. If it is not necessary to authorize by user group or implement different 

authentication policies by user group, you can ignore the step, as follows: 

 

Figure 5-2-10 User group management interface 

After adding a user group, add one user and add the user to the group “group_1”. If the 

function is not needed, you can directly adopt the default setting and do not need to modify. 

Here, add one user “user_1”, as follows: 
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Figure 5-2-11 Add a user 

 

Figure 5-2-12 Add a user successfully 
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6 Step 3: Site Decoration 
Super administrator, system administrator, and marketing system administrator can 

decorate the site. In the example, take the marketing system administrator as an example 

to describe the method of decorating the site. 

6.1 Home Page 

Enter the home page of the system platform, and click Marketing Platform to enter the 

marketing platform. 

 

Figure 6-1-1The home page of the system platform 

 

Click Site Management to enter the site management interface and add one site, as 

follows: 
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Figure 6-1-2 Create one site 

After creating one site, enter the interface of selecting the template, click the desired 

template, and you can preview the template in the displayed dialog box: 

 

Figure 6-1-3 Preview the site template 

After clicking OK in the displayed box of the interface for selecting the template, enter the 

interface of decorating the site home page. 
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In the red box ①, select the desired configuration interface. 

In the red box ②, select the desired components. 

In the red box ③, display the preview effect after configuring the components. 

After enabling the button of the red box ④ , the corresponding components can be 

displayed on the site interface. 

The red box ⑤ is used to configure the selected components at the left. 

 

Figure 6-1-4 The home page of decorating the site 

Figure 6-1-4 is the configuration interface of the site home page. The mobile phone model 

at the middle of the interface can preview the interface effect after decoration. The left of 

the mobile phone model can select the components to configure according to the interface. 

The right of the mobile phone model is the content configuration area of the left 

components. 

When decorating the site home page, the marketing system administrator can select the 

desired phone preview box interface according to the components, and also can click the 

interface part of the mobile phone preview box to jump to different components. After 

selecting the desired components, perform the corresponding configuration at the right of 

the mobile phone preview box, save, and then, you can see the effect after configuration 

in the mobile phone preview box. 

 

 After decorating each component at the home page, you need to click Save so that 
the decoration can take effect. 
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 When decorating the site, some components can be used normally only after 
enabling the switch at the top right corner of the interface, as shown in Figure 6-1-
4. 

 

6.2Decorate Login Page 

After decorating the site home page, you can continue to decorate the login page, as 

shown in the following figure: 

 

Figure 6-2-1 Login page 

The image and background figure of the site login page support customized uploading. 

The Internet agreement can use the default words of the system, and also can be modified 

(The Internet agreement mainly describes some disclaimer and legal information about 

your WiFi service, and it is suggested to modify according to the requirements of your 

enterprise). 

The system supports accessing Internet by various authentication modes, which can be 

configured in the login mode, as shown in the following figure: 
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Figure 6-2-2 Set login mode 

The authentication mode can be changed according to the service needs. By default, the 

system enables all authentication modes except for authentication-free. In the inbuilt 

authentication modes of the system, all other authentication modes except for mobile 

phone also can perform the personalized configuration for the page by clicking Set. 

 

 After decorating each component of the login page, you need to click Save so that 
the decoration can take effect. 

 

6.3 Decorate No-perception Login Page 

The no-perception login indicates that when logging in again after being forced to get 

offline, the visitor does not need to input the account information to log in via the login 

interface, but directly clicks Login (no perception intervention) to get online without 

inputting the account information or directly logs in and gets online without any perception 

(no perception and no intervention). For details, refer to section 11.2.3. 

The no-perception login page is the no-perception intervention page. With the page, the 

visitor can log in and access Internet quickly without inputting the user name and 

password, as shown in the following figure: 
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Figure 6-3-1 No-perception login page 

 

 After decorating the no-perception login page, you need to click Save so that the 
decoration can take effect. 

 

6.4 Decorate Ad Page 

After authentication, the visitor jumps to the advertising page, used to display the business 

advertising, as shown in the following figure: 
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Figure 6-4-1Decorate the advertising page 

When decorating the advertising page, you can set the time of displaying the advertising 

page (that is the switch speed) and whether to skip. The advertising page can be added 

with five carousel figures at the same time. For the advertising of each carousel figure, 

you can select the advertising type. If setting it to the fixed advertising place, you can 

configure the advertising of the internal or external link. 

 

 After decorating the advertising page, you need to click Save so that the decoration 
can take effect. 

 The proxy server used by the traffic-save mode of Opera browser is not stable, and 
as a result, the countdown advertising page will stop at 0s for a long time before 
jumping. It is suggested to close the traffic-save mode of Opera browser. 

 

6.5 Release the Site 

After completing all decorations of above chapters, you need to click Release at the right 

top corner of the following figure so that the decorations can take effect at the visitor 

terminal. 

 

Figure 6-5-1 Release the site 
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7 Step 4: Advertising 
Super administrator, system administrator, marketing system administrator, and content 

administrator can advertise. In the example, first create one marketing system 

administrator to describe how to advertise. 

The marketing system administrator enters Advertising to add one advertisement, as 

shown in the following figure: 
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Figure 7-1-1 Advertising 

When adding one advertisement, you can enable the accurate delivery of the 

advertisement. After enabling, you can set the start time and end time of the advertising 

(the start time and end time of the advertising indicates the effective time of the advertising. 

If the start time and end time are set, the advertisement is delivered only within the time 

period), priority, and pushing range of the advertisement. 

Priority: If the advertising time overlaps, you can set the priority. The larger the number, 

the higher the priority. 

Pushing range: If the pushing range is set, the advertisement is only pushed to the 

selected pushing range, and the other organizations do not display the advertisement. 

After adding the advertisement information, the user can select Draft or Submit. 

If selecting Draft, the advertisement has the “draft” suffix in the advertisement list. You 

can re-edit draft advertisement, and then, click Submit to deliver. The draft advertisement 

cannot be delivered, and the terminal does not display the draft advertisement. 

If selecting Submit, the advertisement will be submitted to the same level or superior 

administrator with the audit authority for auditing. 

For the auditing advertisement, you need to click the check mark in the following figure to 

audit, and then, the advertisement can be delivered. If the advertisement does not pass 

the auditing, you can click the question mark in the following figure to view the reason. 

The advertisement that does not pass auditing is not delivered, and the terminal does not 

display it. 
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Figure 7-1-2 Audit advertising 

 

 

 The advertisement delivered by the super administrator passes auditing 
automatically after being submitted. 
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8 Step 5: Internet Experience 

8.1 win7 Configuration and Authentication 

Step 1: By default, win7 does not enable the 802.1x wired authentication, and you need 

to perform the following operations to open the windows server management, as shown 

in Figure 8-1-1. 

 

Figure 8-1-1 Open windows service management 

Step 2: Find the Wired AutoConfig server, and enable the server, as shown in Figure 8-1-

2. If the server is enabled successfully, Figure 8-1-3 is displayed. 
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Figure 8-1-2 Enable the Wired AutoConfig service 

 

Figure 8-1-3 Enable the Wired AutoConfig service successfully 

To enable MD5 authentication, you need to download the plug-in component to install. 
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Copy the following attachment to the PC disk, and double-click dot1xMD5.reg to install. If 

the MD5 authentication is not needed, ignore the step. 

dot1xMD5.reg

 

 

Figure 6-1-5 Enable the MD5 authentication 

Step 3: In windows7, configure the network card, find the network card directly connected 

with port 1 of S3320, right-click and select Properties. 
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Figure 8-1-4 Network card properties 

Step 4: Click Properties > Authentication: 

Tick Enable IEEE 802.1X authentication, select EAP (PEAP) from the drop-down list, 

click Settings, un-tick Validate server certificate, and select MS-CHAPV2, as follows: 

 

Figure 8-1-5 Network card authentication configuration 1 
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After click OK, perform the following setting. 

 

Figure 8-1-6 Network card authentication configuration 2 

Step 5: At the lower right corner, display the window, click the window, and input the user 

name and password to authenticate. 

If the window is not displayed, cancel Enable single sign on for this network > OK > 

OK in above Step 4. 

Here, the user name is the previous created test-user, and the password is the password 

of the user. 

 

Figure 8-1-7 Perform authentication 
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Figure 8-1-8 Input the user name/password 

Step 6: Log into the AAS, and view whether the authentication succeeds in User Logs 

and Online User. 

 

Figure 8-1-9 View the login log 

In the online list, there is the corresponding user information, as follows: 
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Figure 8-1-10 Online user information 

Up to now, the user test-user is authenticated. 

 

8.2 MAC System Configuration and Authentication 

Step 1: Enter MAC Pro System Setting, and find Network. 
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Figure 8-2-1 System setting 

Step 2: Set the network card directly connected with port 3 of S3320, and set Ipv4 to get 

IP automatically. 
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Figure 8-2-2 Network card configuration 1 

Step 3: In the 802.1X configuration of the network card, tick Enable automatical 

connection. 
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Figure 8-2-3 Network card configuration 2 

Step 4: After inputting the user name and password, MAC Pro automatically connects to 

the network. 
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Figure 8-2-4 Network card connection 

For the remaining check step, refer to step 6 of section 8.1. 

 

8.3 Portal Authentication 

After completing the above steps, you can start accessing Internet. 

1. Use the mobile phone (or PC) terminal to connect the specified SSID. After 

connecting successfully, display the site home page. When the site is not displayed 

automatically, you need to manually open the browser to access any address (non-

https website) and jump to the site home page. On the home page, you can see the 

home carousel figure, and tab advertisement. Click the advertisement, and you can 

see the specific advertisement content. 
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Figure 8-3-1 Site home 
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Figure 8-3-2 Advertisement details 

2. On the site home page, you can click Login to enter the authentication page, as 

shown in the following figure, including mobile phone SMS authentication, inbuilt 

account authentication, and security authentication. Here, we just describe the 

authentication process via phone SMS. 

3. Authentication by mobile phone: Open the mobile phone SMS authentication 

interface, input the phone number, click Get verification code, input the SMS 

verification code received by the mobile phone, tick I have read and agreed Internet 

Agreement, click Login, and the authentication succeeds. 
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Figure 8-3-3 Authentication via mobile phone 

4. After authenticating successfully, and if the advertisement countdown page is set, 

stop several seconds at the advertisement countdown page, and you can click the 

advertisement to read the advertisement content. 
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Figure 8-3-4 The page after authentication 

5. The countdown of the advertisement page ends, jump to the home page. Here, the 

Internet authority is opened, and you can access other extranet addresses. 

Meanwhile, you can click Exit to end the Internet. 

 



Part 3: Functions
 

Maipu AAS User Manual 

 

47 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

Part 3: Functions 

 

9 Basic Platform Functions 
Basic platform provides the functions of organization management, user and authority, log 

and system configuration for the user. The following describes the configuration of the 

basic platform. 

9.1Organization Management 

Click Organization Management to enter the organization management interface, 

providing the functions of querying, adding, modifying, deleting, importing and exporting 

the organization. 

 

Figure 9-1-1Organization management 

 

Query the organization 

You can query the organization according to the organization name, organization code 

and organization abbreviation, and also can only display the current organization. The 

queried content is displayed in the lower organization list by pages, as shown in Figure 

9-1-2. 
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Figure 9-1-2 Query the organization 

Add an organization 

Click Add to open the Add/Edit Organization dialog box. Fill in the information 

according to the actual demand, click OK and the organization is added. 

 

Figure 9-1-3 Add/modify the organization 

 

Modify an organization 
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In the organization list, select one desired organization (you can only modify one 

organization at the same time), and click Edit to open the Add/Edit Organization 

dialog box (Figure 9-1-3). You can modify the organization name, organization 

abbreviation, organization code, parent organization, organization address, longitude, 

latitude, and description, and then, click OK to save the modified information. 

Delete an organization 

In the organization list, select one desired organization (you can select multiple 

organizations), click Delete, and click OK in the displayed dialog box (Figure 9-1-4). 

The system requires inputting the administrator password (Figure 9-1-5). After 

inputting the administrator login password correctly, you can delete the selected 

organization. 

 

Figure 9-1-4 Delete an organization 

 

Figure 9-1-5 Input the login password when deleting an organization 

 

 You cannot delete the default organization, that is, headquarters. 

 The operation will delete the organization and the administrator user, online user, 
user group, authentication user, external authentication source, device, 
authentication policy, intelligent binding, black/white list, authorization policy and 
other data of its sub organization at the same time, so if you want to reserve the 
data, please move the data to other organization. If you do not want to reserve the 
data, click OK to delete. 
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Import the organization 

Before importing the organization, click Download Template, fill in according to the 

template content, and then, click Import to import the organization, as shown in Figure 9-

1-5. 

 

Figure 9-1-6 Import the organization 

Export the organization 

Click Export to export all available organizations of the current user. 

9.2User & Authority 

The basic platform adopts the matrix authority management, and the user needs to have 

the authority of the role authority and management area. User and authority management 

provides the centralized management for users and their authorities. 

Click User & Authority to enter the user and authority management interface. The 

authority management interface provides the functions of querying, adding, modifying, 

and deleting the user. 

 

Figure 9-2-1 User and authority management 

Query the user 
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The user query supports the fuzzy query of the user name, as shown in Figure 9-2-2. 

 

Figure 9-2-2 User query 

Add a user 

Click Add to add a new user. The user role can be super administrator, system 

administrator, authentication system administrator, content administrator, content auditor, 

and marketing system administrator. Fill in the information according to the actual demand, 

and click OK, as shown in Figure 9-2-3. 

 

Figure 9-2-3 Add a user 
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 You cannot distribute the super administrator to the non-headquarter 

organization. 

 After selecting the organization, the user can only manage the authority of 

the organization and its subordinate organizations. 

 After selecting the organization when adding the administrator, the 

administrator can only have the authority of managing the organization and 

its subordinate organizations. 

 The super administrator has the highest authority. The super administrator 

user can perform any operation. 

 The system administrator has the system authorities of the organization and 

its subordinate organizations, except for import/export the organization, log 

management, system configuration, push policy management and external 

authentication source configuration, 

 The authentication system administrator has all authorities of the 

organizations that can be managed by the authentication platform. The 

authentication system administrator user can only view the related interfaces 

of the authentication platform, and perform the operations of the related 

functions. The authentication system administrator user cannot access or 

operate the interfaces of the basic platform. 

 The content administrator can advertise on the marketing platform and view 

and operate the online and offline services of the advertisement. 

 The content auditor can audit the advertisements delivered by the 

organization and its subordinate organization administrators in the marketing 

platform. 

 The marketing system administrator has all authorities of the services in the 

organization. The marketing system administrator can only access the 

marketing platform, and cannot view or operate other platforms. 

 If enabling Force modify initial password (enable or disable on the 

password policy configuration interface) after creating one user, the user 

needs to modify the initial password when logging into the system for the first 

time. 

 

Edit a user 

Select one user record from the user list, and click Edit to edit the user information. You 

can modify the user name, password, organization, role, contact, email, and description. 
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After modifying, click OK to save the modified information, as shown in Figure 9-2-4. 

 

Figure 9-2-4 Modify one user  

 

 

 After enabling Force modify initial password (by default, it is enabled), and 
modifying the password of the subordinate administrator, the administrator 
needs to re-modify the password when logging into the system again. 

 

Delete a user 

Select one desired user from the user list, click Delete, and click OK in the displayed 

dialog box to delete the selected user, as shown in Figure 9-2-5: 

 

Figure 9-2-5 Delete one user 
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 You cannot delete the default super administrator admin. 

 

9.3 Log Management 

Click Log Management to enter the log management interface, providing the functions of 

querying, exporting, and view the log. 

 

Figure 9-3-1 Log management 

Log query 

The log management provides the management for the log information. You can search 

for the desired log information by the user, start time, end time, log type and log level, 

advanced query. The advanced query can perform the fuzzy query for the user name, log 

type, level, and content at the same time. 
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Figure 9-3-2 Log query 

Export the log 

Click Export, and you can export the log information in the list to the csv file. 

Log details 

The Content field of the log list lists the summary content of the log. To view the 

details of the log, you can click Log Detail to open the Log Detail dialog box, as 

shown in Figure 9-3-3. 

 

Figure 9-3-3 Log details 

9.4 System Configuration 
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9.4.1 License 

Select System Configuration > License to enter the License management interface, as 

shown in Figure 9-4-1. 

The license management provides the functions of viewing the license and importing the 

component license, as shown in Figure 9-4-1. 

 

Figure 9-4-1 License management 

View the License 

Click Refresh and you can view the latest license information (Figure 9-4-1). 

Import the license 

Click Import license to open the License Import dialog box, as shown in Figure 9-4-2. 

Click Browse, and select the .lic file. After selecting the correct.lic file, click Import and 

you can complete the operation of importing the new license. 
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Figure 9-4-2Import the license 

9.4.2 Password Policy Configuration 

Select System Configuration > Password Policy Configuration to enter the password 

configuration interface, as shown in Figure 9-4-3. 

The password policy configuration interface provides the function of setting the password 

rule and password complexity. On the interface, you can configure whether to force modify 

original password, minimum length of the password, whether the password contains the 

upper case letter, lower case letter, number, special character, or user name, and whether 

the new password is the same as the original password, as shown in Figure 9-4-3. After 

configuring the password policy, click Save to complete the configuration of the password 

policy. 
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Figure 9-4-3 Password policy configuration 

 

 

 The complicated password policy can improve the system security. 

 By default, the system enables the high-level password configuration policy. 

 

9.5 Service Management 

The following commands need to enter the Linux server command line terminal to execute. 

Configuration Command Description 

service srvmgt init Initialize the local service 

service srvmgt status View the configured service operation status of the 

system 

service srvmgt start Enable all services of the system 

service srvmgt start 

{srv_name} 

Enable one service, such as service srvmgt start 

aasnode 

service srvmgt stop Stop all services of the system 

service srvmgt stop 

{srv_name} 

Stop one service, such as service srvmgt stop aasnode 

service srvmgt restart Restart all services of the system 

service srvmgt restart 

{srv_name} 

Restart one service, such as service srvmgt restart 

aasnode 

service srvmgt list View which services are configured 

service srvmgt config srvlist Customize the service starting list 

Servicesrvmgt config db 

dbload-frompeer 

In the HA mode, completely synchronize the data of the 

peer database to the local 
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 The command service srvmgt config srvlist is the high-risk command, and 
should be executed carefully. 

 

9.6 HA Configuration and Management 

HA configuration and management is used when there are the standby and active servers, 

and provides the commands for configuring and managing HA. The commands need to 

be executed in the command line of Linux server. 

Configuration Command Description 

service mpha show View the HA configuration 

service mpha takeover Switch the standby server to the active server 

service mpha standby Switch the active server to the standby server 

service mpha start Start HA 

service mpha stop Stop HA 

service mpha status View the HA status 

service mpha shutdown Force to stop HA 

9.7 Backup, Recover and Dump 

Configuration Command Description 

/home/mpup/mpupdefault/bin/backup.sh 

config 
Back up the parameter configuration 

/home/mpup/mpupdefault/bin/backup.sh 

backup 

Back up the current configuration and 

database 

/home/mpup/mpupdefault/bin/backup.sh 

resume {filepath} 

Restore the current configuration and 

database from the file 

/home/mpup/mpupdefault/bin/db.sh 

dumpconfig 
Dump the parameter configuration 
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/home/mpup/mpupdefault/bin/db.sh backup Back up the database 

/home/mpup/mpupdefault/bin/db.sh resume 

{filepath} 

Restore the current database from the 

file 

/home/mpup/mpupdefault/bin/db.sh dump Dump the current database 

Back up configuration file and data 

The system supports backing up the data and configuration file in the database manually 

and automatically. The auto backup of the system needs to be configured and enabled in 

advance. 

On the server installed with the software, execute the following command to configure the 

timing backup function: 

/home/mpup/mpupdefault/bin/backup.sh config    

 

Figure 9-7-1 Configuration file and data backup 

 

 ①  indicates the maximum directory storage space. When the backup 

directory size is larger than the maximum, the backup tool will automatically 

delete the earlier backup file in the directory, making the backup directory size 

smaller than the maximum and avoiding that the disk is used up. Meanwhile, 

reserve one backup file at least. 

 ② indicates the absolute path of backing up to the local device. 

 ③Crontab expression mode, indicating the period of executing backup. For 

the using mode, refer to the following description. 

 ④indicates the address of the FTP server, user name and password. 

 ⑤ indicates the absolute path of backing up to the FTP server. 

 

please input backup time[ 0 0 * * 6]: indicates the time of executing the timing backup; the 
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time format is Linux Crontab time format. The meanings of the crontab time format fields 

are as follows: 

The first field indicates the minute, ranging 0-59; 

The second field indicates the hour, ranging 0-23 (0 indicates midnight); 

The third field indicates date, ranging 1-31; 

The fourth field indicates month, ranging 1-12; 

The fifth field indicates weekday, ranging 0-6 (0 indicates the Sunday); 

For example: 

15 0 * * * indicates 0:15 every night 

0 0 * * 0 indicates 0 a.m. of every Sunday 

0 0 1,10,22 * * indicates 0 a.m. of 1st, 10th, and 22th in every month 

After setting, prompt executing the command crontab 

/home/mpup/mpupdefault/etc/cron.conf to enable the timing backup function. 

Execute the following command, and you can manually trigger the backup task 

immediately. After backup, display the path of saving the current backup file: 

/home/mpup/mpupdefault/bin/backup.sh backup 

 

Figure 9-7-2 execute the backup task 

Configuration and data recovery 

Use the system backup file, and you can perform the database and configuration file 

recovery. The recovery command should specify the relative or absolute path of the 

backup file: 

/home/mpup/mpupdefault/bin/backup.sh resume {filepath} 

{filepath} needs to be replaced as the correct backup file path. Before executing the 

command, you need to first stop the srvmgt service, as shown in Figure 9-7-3. Use the 

following command to stop the srvmgt service: 

service srvmgt stop 

 

Figure 9-7-3 Stop the service first before recovering the configuration file 

Database backup 
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The system supports that the command only backs up the data in the database. The 

backup command is as follows: 

/home/mpup/mpupdefault/bin/db.sh backup   

 

Figure 9-7-4Database backup 

Database recovery 

The system supports the command to recover the database from the backup database 

file: 

/home/mpup/mpupdefault/bin/db.sh resume {filepath} executes recovering the data of the 

database from the file. {filepath} indicates the absolute path of the complete backup file: 

 

Figure 9-7-5 Database recovery 

 

 

 If prompting “ERROR: before resume db, must stop srvmgt service at first!” 

when recovering the database, please first use the command service srvmgt 

stop to stop the srvmgt service. 

 

Database dump 

The system supports dumping the alarm data and log data timely, supporting manual 

dump and auto dump. The auto dump needs to be configured and enabled in advance. 

Execute the following command, and you can configure the auto dump: 

/home/mpup/mpupdefault/bin/db.sh dumpconfig  

After setting, you need to execute the command crontab 

/home/mpup/mpupdefault/etc/cron.conf to enable the timing dump function. 



9 Basic Platform Functions
 

Maipu AAS User Manual 

 

63 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

 

Figure 9-7-6 Configure auto dump 

 

 ① indicates the threshold of the maximum dump file. When multiple dumping 

generate multiple files, and the total size of the dump directory exceeds the 

threshold, the system automatically clears the oldest file until the total size of 

the dump directory is smaller than the threshold. 

 ② indicates the absolute path of dumping to the local device. 

 ③ indicates the auto dump period, and the format complies with the Linux 

crontab expression mode. 

 

After executing the dump configuration, you can execute the following command to dump 

immediately: 

/home/mpup/mpupdefault/bin/db.sh dump 
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10 Authentication Platform Functions 
The authentication platform provides the functions of viewing the online user, managing 

users, and configuring various authentication, pushing, and authorization policies for the 

user. The following describes the related function of the authentication platform. 

10.1Online User 

Online User provides the function of querying the online users of Portal, 802.1x, VPN, 

dialing and other authentication scenarios for the user. Meanwhile, the administrator can 

select one user to tick offline, as shown in the following figure: 

 

Figure 10-1 Online user 

 

 Users who are actively kicked cannot continue to access the Internet or 

perform the no-perception authentication, but need to re-authenticate, and 

then, can access the Internet. 

 

10.2 Basic Configuration 
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10.2.1User and User Group 

10.2.1.1 User management 

Click Basic Configuration > User and User Group to enter the User Management 

interface, as shown in the following figure: 

 

Figure 10-2-1 User Management 

User Management provides the management of the authentication account functions, 

including the basic functions of querying, adding, modifying, deleting, importing and 

exporting the account. Meanwhile, provide the advanced functions of batch editing 

accounts, batch disabling/enabling accounts, and synchronizing the external 

authentication source account and so on. 

Add a user 

Click Add to enter the Add the user dialog box, which provides the basic information of 

the user, as shown in the following figure: 
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Figure 10-2-2 Add the user 

1．Binding information 

Click Edit binding item to select the desired user information. Use the semicolon to 

separate multiple values, such as Nas IP attribute, 192.168.0.1;192.168.0.2 
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Figure 10-2-3 Binding information 

2．Guest two-dimensional code authorizer 

If configuring the login mode by “Authorization QR code” in the “Marketing Platform” login 

mode, you can select specifying one user as “QR code authorizer” in one organization 

when adding one user, that is, click the QR code authorizer button to process the network 

access request of the guest. 

The steps of using the authorization QR code: 

1. Configure the “Authorization QR code” login mode in “Marketing Platform”; 

2. After the guest selects the authentication mode, fill in the basic information and 

generate the QR code for the authorizer to scan; 

3. The authorizer scans the QR code to authorize the network access. 

Synchronize the user 

Select Basic Configuration > External Authentication Source, and add one LDAP or 

AD information, as shown in the following figure: 
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Figure 10-2-4 External authorization source 

Return to the “User management” interface and click Synchronize users to display the 

Synchronize users dialog box, as shown in the following figure: 

 

Figure 10-2-5 Synchronize the user 

After selecting the user data source type, select the desired server (the information added 

in “External Authentication Source”), and click “Synchronize immediately”. If there is the 

user of the external authentication source server in the user management list, it indicates 

that the user is synchronized successfully. 

 

 

 The organization of the synchronized user will keep consistent with the 

organization configured in the external authentication source. 

 If configuring the “Status” of the user as “Disable”, the authentication of the 
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user will fail, and as a result, the user cannot access the network. 

 When one user group is deleted, the related policies and instances will 

become invalid. 

 

10.2.1.2 User group management 

Select Basic Configuration > User and User Group to enter the User management 

interface. Click User group management to enter the User group management 

interface. The user group management interface mainly provides the functions of adding, 

deleting, and querying and so on, as shown in the following figure: 

 

Figure 10-2-6 User group management 

 

 

 When deleting one user group, the related policy and instance will become 

invalid. 

 

10.2.2External Authentication Source 

The user access system meets the demand of some customer that the internal staff does 

not need to create the account in the user access system separately, but directly uses the 
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account on the existing AD server or LDAP server to authenticate. The external 

authentication in the scenario includes the AD authentication, LDAP authentication, and 

Radius authentication. 

 

Figure 10-2-7 External authentication source 

AD authentication configuration 

The user access system supports the external AD authentication. Configure the AD 

authentication, and you can directly use the account on the AD server for authentication. 

The process of configuring the AD authentication is as follows: 

Add user access 
system to AD 

domain

Add NAS device 
in user access 

system

Add AD server in 
the external 

authentication 
source of user 
access system

The terminal 
performs the AD 
authentication

 

Figure 10-2-8 The process of configuring the AD authentication 

Add the AD server address in the etc/resolv.conf of the user access system, as shown in 

the following figure: 
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Figure 10-2-9 Add the AD server 

Add the AD domain in the SUSE of the user access system, and select User and Group 

Management, as shown in Figure 11-7: 

 

Figure 10-2-10 Add one AD domain 

Select Authentication Setting->Samba 
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Figure 10-2-11 AD selection option 

In Windows Domain Membership, configure AD, and input the corresponding information, 

as shown in the following figure: 

 

Figure 10-2-12 Fill in the domain name of AD 
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Click OK. 

 

Figure 10-2-13 Finish configuring the domain name of AD 

 

Figure 10-2-14 Input the account and password 
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Figure 10-2-15 Configuration succeeded 

In the external authentication source, add the AD server. 

 

Figure 10-2-16 Add the external authentication source 

The terminal performs the AD authentication. The supported AD authentication modes 

include PAP, PEAP-MSCHAPV2, PEAP-GTC, and TTLS-PAP. 
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 First build the AD domain server, create the AD account, and the AD account 

cannot be created in the root path of the AD domain. 

 When configuring the AD authentication, you should add the AD server 

address in the etc/resolv.conf on the master server and node of the user 

access system. 

 The master server and node of the user access system both need to be added 

to the AD domain. 

 The supported AD authentication modes include PAP, PEAP-MSCHAPV2, 

PEAP-GTC, and TTLS-PAP. 

 When synchronizing AD, you cannot synchronize the account in the root path 

of the AD domain. 

 When authenticating and synchronizing AD, match according to the matched 

user name and set user root DN when adding the AD server in the user 

access system. 

 When the AD and LDAP servers are connected and if the matched user 

names of the added AD server and LADAP server in the user access system 

have intersection, select the authentication on AD or LDAP according to the 

selected authentication mode plus the priority of the AD server and LDAP 

server in the external authentication source. 

For example, the AD and LDAP servers are connected to one server. In the user 

access system, when the external authentication source adds the AD server 

and LDAP server, the filled match user names are all with * (all users). The 

priority of the LDAP server is 1 and the priority of the AD server is 2, so the user 

selects the AD authentication mode PEAP-MSCHAPV2 on the terminal. If the 

user is the share user of AD and LDAP, the authentication will fail, because 

adopt the LDAP authentication according to the authentication priority, while 

the LDAP authentication does not support PEAP-MSCHAPV2. Therefore, the 

access log will prompt that the user failed to perform the LDAP authentication. 

In this case, you can select PAP, PEAP-GTC, TTLS-PAP on the terminal to 

authenticate, or change the priority of the AD server to 1 without changing the 

terminal authentication mode PEAP-MSCHAPV2 so that the authentication can 

succeed. 

 When the user access system communicates with the AD server, the used 

source IP address is the real address of the user access system, but not the 

configured virtual address of HA. If it is necessary to configure the firewall 
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policy, you should pay special attention. 

 

LDAP configuration 

The user access system supports the external LDAP authentication. Configure the LDAP 

authentication, and you can directly use the account on the LDAP server for authentication. 

If the LDAP account has ever performed the LDAP authentication successfully, 

automatically synchronize the authenticated LDAP account to the user access system. 

Meanwhile, support synchronizing the LADP account manually. The synchronization does 

not need the LDAP authentication, but directly synchronize the matched LDAP account 

(the account matching the filled user name and user root DN when adding the LDAP 

server in the access system) on the LDAP server to the user access system.  

The process of configuring the LDAP authentication is as follows: 

Ensure that user 
access system 
communicates 
with the LDAP 
server normally

Add NAS device 
in user access 

system

Add LDAP server 
in the external 
authentication 
source of user 
access system

The terminal 
performs the 

LDAP 
authentication

1 2 3 4

 

Figure 10-2-17 Configure LDAP 

During the LDAP configuration, configuring the AD domain and adding the device are the 

same as the AD authentication configuration. Refer to the related configuration in the AD 

authentication. 

Add the LDAP external authentication source, as follows: 
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Figure 10-2-18 Add the LDAP external authentication source 

The terminal performs the LDAP authentication, and the supported AD authentication 

modes include PAP, PEAP-GTC, and TTLS-PAP. 

The AD and LDAP authentication are both based on the AD domain and adopt different 

protocols. The setup of the AD domain can be single-node domain (single domain) and 

multi-node domain ( 

Both AD and LDAP authentication (forest domain), as follows: 

 

Figure 10-2-19 Single domain mode 



10 Authentication Platform Functions
 

Maipu AAS User Manual 

 

78 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

 

Figure 10-2-20 Forest domain mode 

Single-domain mode 

The mode contains one root domain node and DNS server, and the configuration of the 

DNS server is not mandatory. In the mode, usually configure the user root DN as one 

organization unit of the root domain, such as DC=aas,DC=maipu,DC=com. If configuring 

the root DN as the root domain, search for the sub domain and external domain in two 

DNS servers, that is, DomainDnsZone.maipu.com and ForestDnsZone.maipu.com, so it 

is necessary to ensure that the two DNS servers (DomainDnsZone.maipu.com and 

ForestDnsZone.maipu.com) can resolve correctly. Otherwise, there will be timeout error 

during authentication. 

Forest domain mode 

The mode contains one root domain node, multiple sub domains, or external domain 

nodes and DNS server, and the DNS server needs to be configured. You can correctly 

resolve all domain servers in the forest. In the mode, usually configure the user root DN 

as the root domain, such as DC=maipu,DC=com. During authentication, search for the 

account in the whole forest domain to authenticate. The mode is applicable to the scenario 

that the enterprise headquarters and the branches set up their own domain servers 

separately. 

Radius configuration 

Radius authentication mainly encapsulates the user information and sends to the third-

party system for authentication, and then, returns the authentication result. 
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Figure 10-2-21 Radius configuration 

 

 First build the LDAP domain server, create the LDAP account, and the LDAP 

account cannot be created in the root path of the LDAP domain. 

 When configuring the LDAP authentication, you should add the LDAP server 

address in the etc/resolv.conf on the master server and node of the user 

access system. 

 The supported LDAP authentication modes include PAP, PEAP-GTC, and 

TTLS-PAP. 

 When synchronizing LDAP, you cannot synchronize the account in the root 

path of the LDAP domain. 

 When authenticating and synchronizing LDAP, match according to the 

matched user name and set user root DN when adding the LDAP server in 

the user access system. 

 When the AD and LDAP servers are connected and if the matched user 

names of the added AD server and LADAP server in the user access system 

have intersection, select the authentication on AD or LDAP according to the 

selected authentication mode plus the priority of the AD server and LDAP 

server in the external authentication source. 

For example, the AD and LDAP servers are connected to one server. In the 
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user access system, when the external authentication source adds the AD 

server and LDAP server, the filled match user names are all with * (all users). 

The priority of the LDAP server is 1 and the priority of the AD server is 2, so the 

user selects the AD authentication mode PEAP-MSCHAPV2 on the terminal. If 

the user is the share user of AD and LDAP, the authentication will fail, because 

adopt the LDAP authentication according to the authentication priority, while 

the LDAP authentication does not support PEAP-MSCHAPV2. Therefore, the 

access log will prompt that the user failed to perform the LDAP authentication. 

In this case, you can select PAP, PEAP-GTC, TTLS-PAP on the terminal to 

authenticate, or change the priority of the AD server to 1 without changing the 

terminal authentication mode PEAP-MSCHAPV2 so that the authentication can 

succeed. 

 When the user access system communicates with the LDAP server, the used 

source IP address is the real address of the user access system, but not the 

configured virtual address of HA. If it is necessary to configure the firewall 

policy, you should pay special attention. 

 

10.2.3Device Management 

Click Basic Configuration > Device Management to enter the device management 

interface. The module mainly provides the functions of adding, modifying, querying, 

deleting, importing and exporting the device and downloading the device template, as 

shown in the following figure: 

 

Figure 10-2-22 Device management 
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There are totally five devices types, that is, ISG, AC, LNS, RADIUS-IETF and virtual 

device group. The device information is very useful when the user terminal pushes the 

site. The device is bound with the organization. Query the corresponding organization 

according to the device information, so as to judge to which site the device information is 

pushed. 

Creating the device is mainly used to calculate the affiliated organization, so as to judge 

the pushed site. The matching process of the organization is as follows: 

1. Input the parameters, including AcName (*), APMAC, APSN, SSID, UserIp(*), 

UserMac(*) and other key parameters. Query the organization base according to the 

AcName as the organization code, and search for the organization. If found, return 

the organization. Otherwise, enter the next step. 

2. Query the organization base according to the SSID as the organization code, and 

search for the organization. If found, return the organization. Otherwise, enter the 

next step. 

3. Query the device base according to APMAC+AcName or APSN+AcName. If finding 

the corresponding device, get the organization according to the device, If found, 

return the organization. Otherwise, enter the next step. 

4. Query the device base according to AcName+SSID. If finding the device, query the 

organization according to the organization of the device. If not existing, enter the next 

step. 

5. Query the device base according to the user IP address + AcName. If finding the 

device, query the organization according to the organization of the device. If not 

existing, enter the next step. 

6. Query the device base according to AcName. If the device exists, query the 

organization according to the organization of the device. If not existing, enter the next 

step. 

7. Query the device base according to NasIP. If the device exists, query the organization 

according to the organization of the device. If not existing, enter the next step. 

8. Return the root organization. 

Add/modify one device 
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Figure 10-2-23 Add a device 

As described in step 3 of the organization matching rules, to match the organization 

according to APMAC+AcName or APSN+AcName, you need to add the virtual group 

device. The adding and matching rules of the virtual group device are as follows: 

1. Group by ap 

Add the device information for the authentication platform: 

Virtual device information 1: apmac: 00-1F-C6-41-D8-CD; apsn: test1; Organization: 

Institution1 

Virtual device information 2: apmac: 00-1F-C6-41-D8-CE; apsn: test2; Organization: 

Institution2 

 

Configure the push site for the marketing platform: 

Site 1: Push range: Institution 1 

Site 2: Push range: Institution 2 

The user connects wifi to the authentication platform for authentication. Query the 

organization of the device according to the device information carried by the user (apmac, 

apsn). If matching institution 1, push site 1. 

2. Group by ssid/sub interface 

Add the device information for the authentication platform: 

Virtual device information 1: ssid: ssid1, acname: test1; Organization: Institution1 

Virtual device information 2: ssid: ssid1, acname: test2; Organization: Institution2 
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Configure the push site for the marketing platform: 

Site 1: Push range: Institution 1 

Site 2: Push range: Institution 2 

The user connects wifi to the authentication platform for authentication. Query the 

organization of the device according to the device information carried by the user (apmac, 

apsn). If matching institution 1, push site 1. 

3. Group by IP 

Add the device information for the authentication platform: 

Virtual device information 1: start ip: 1.1.1.1, end ip: 1.1.1.10, acname: test1; Organization: 

Institution1 

Virtual device information 2: start ip: 1.1.2.1, end ip: 1.1.2.10, acname: test1; Organization: 

Institution2 

Configure the push site for the marketing platform: 

Site 1: Push range: Institution 1 

Site 2: Push range: Institution 2 

The user connects wifi to the authentication platform for authentication. Query the 

organization of the device according to the device information carried by the user (ip, 

acname). If matching institution 1, push site 1. 

 

 

 The pre-share key of the device should be consistent with the configured key 

of the device. 
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10.2.4Certificate Management 

 

Figure 10-2-24 Certificate management 

To complete the certificate authentication configuration, prepare at least three certificates, 

as shown in the following figure: 

 

Figure 10-2-25 Certificate relation 

The three certificates are root certificate (root.cer), server certificate (server.pfx), and 

client certificate (client.pfx). The server certificate and client certificate are issued by the 

root certificate. 

1. Import the server certificate to the server certificate management interface, as follows: 
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2. Import the root certificate to the trust certificate list, as follows: 

 

3. Download the client certificate and import to the user authentication terminal. 

After the above configuration, you can perform the certificate authentication (EAP-TTLS). 

10.2.5SMS Policy 

SMS policy includes two modules, that is, “SMS Policy” and “Gateway Management”. 

“SMS Policy” provides the functions of adding, deleting, modifying, and querying the SMS 

policy. “Gateway Management” mainly provides the display query for the gateways 

synchronized from “Marketing Platform”, as shown in the following figure: 
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Figure 10-2-26 SMS policy 

 

Add/modify the SMS policy: 

 

Figure 10-2-27 Add the SMS policy 
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Figure 10-2-28 Add the SMS policy 

Instance: 

1. Authentication by mobile phone 

1) When selecting “Marketing Platform” as “Phone”, the part in the red box needs 

to configure “Scenario” as “SMS verification code” in the SMS policy of the 

authentication platform, as shown in the following figure: 

 

2) And then, you need to configure one SMS policy in “Authentication Platform”, as 
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shown in the following figure: 

 

3) When the visitor authenticates after connecting wifi, receive the verification code 

via the SMS. After inputting the verification code correctly, the visitor can log in 

and access Internet successfully. 

2. Modify the password 

1) When selecting the login mode as “Inbuilt account” in “Marketing Platform”, and 

if the function “Modify password” is configured, as shown in the following figure: 

 

2) And then, you need to configure one SMS policy in “Authentication Platform”, as 

shown in the following figure: 
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3) To modify the password when the visitor authenticates after connecting wifi, 

receive the verification code via SMS. After inputting the verification code 

correctly, the password can be modified. 

3. Visitor arrival notification 

Refer to the instance of section 11.5.2.3. 

4. Authorization scan code for authentication 

1) First enable the “Authorization QR code” authentication mode in “Marketing 

Platform”. 

 

2) After the visitor connects wifi, select “Authorization QR code” to log in, Input the 

basic information, and then, generate the QR code. 

3) Add one user in “User management” of “Authentication Platform”, and enable 
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“QR code authorizer”. Note that the organization needs to correspond to the 

organization of the current site. 

 

4) After the authorizer of the user scans the QR code, it has the authority of deciding 

whether to permit the user to access Internet. 

5) If permitted, the user accesses Internet successfully. 

 

 

 “Using scenarios” in the SMS policy correspond to different services, and 

different services need to add the policies of different “Using scenarios”. 

 

10.2.6System Configuration 

The module mainly provides the configurations of the timing offline, no-perception 

configuration and enabling portal push authentication using https protocol, as shown in 

the following figure: 
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Figure 10-2-29 System configuration 

Https configuration 

Enable the https function: Import the https certificate issued by the trusted organization 

to the system. Meanwhile, click “Enable HTTPS authentication” and specify the port. 

Currently, only support the “.p12” certificate. 

Disable the https function: After clicking “Enable HTTPS authentication”, the click button 

of the check box is cancelled, that is, disable the https function. After enabling or disabling, 

the site needs to issue again. 

No-perception configuration 

No-perception login: If the user does not actively click the offline button or is not ticked 

offline by the administrator on the authentication platform, the user can access Internet 

without re-logging in after connecting ssid, that is, the current authentication mode of the 

user is no-perception login. 

 

1. No-perception SSID isolation 

1) Not enable no-perception SSID isolation function 

The user adopts the account test1 to access Internet via the device with ssid name ssid1, 

and then, the user can access Internet with no-perception login, but does not need to log 

in again. Meanwhile, the user also can perform the no-perception login and access 

Internet on the device with the ssid name ssid2, but does not need to log in again. 

2) Enable no-perception SSID isolation function 

The user adopts the account test1 to access Internet via the device with the ssid ssid1, 
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and then, the user can access Internet with no-perception login, but does not need to log 

in again. However, the user cannot perform the no-perception login and access Internet 

on the device with ssid name ssid2, but needs to log in again. After the user adopts the 

account test2 to log in on ssid2, the user can perform the no-perception login and access 

Internet on ssid2. Here, the user can perform the no-perception login and access Internet 

on ssid1 and ssid2 via the account test1 and test2 respectively. If the user actively gets 

offline or is ticked offline by the administrator on ssid1, it cannot perform the no-perception 

login on ssid1, but still can perform the no-perception login and access Internet on ssid2. 

Fast no-perception configuration 

After enabling the fast no-perception, the configured “Push frequency” is “Not push” in 

“Authorization”->“Portal”->“Duration Policy” of the authentication platform, that is, not 

push the intervention interface. After the user terminal connects the device, the device will 

actively initiate one online packet to the authentication platform for authentication. After 

passing the authentication, the user can access Internet, that is, fast no-perception 

network access. 

 

 The pre-share key of the device should be consistent with the configure key of 

the device. 

 

10.2.7 Error Code Query 

The module provides the query function for the returned error code when the user 

authentication fails, as shown in the following figure: 
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Figure 10-2-30 Error code query 

 

10.3 Push Policy 

In the push policy module functions, you can specify pushing to one site or prohibited 

interface by the device AP MAC, AP SN, SSID, AC_NAME, IP address segment and 

terminal type, and also can combine several types of information as one policy. The 

combination includes two cases: 1: When the conditions do not repeat, it is necessary to 

meet all conditions so that the policy can be executed; 2: When the conditions have 

repetition, it just needs to meet any repeated condition. 

Push policy query 

The push policy query can take the push type, policy name, and site name as the query 

condition to query, as shown in the following figure: 
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Figure 10-3-1 Query the push policy 

Add/edit push policy 

 

Figure 10-3-2 Add/edit the push policy 

Adding the push policy of the IP address is mainly to make up for the scenario that the 

NAS device cannot carry the AP_MAC parameter. Pushing by the IP address segment is 

usually used by the combination of the IP address segment with AC_NAME and is mainly 

applicable to the scenario that the IP address segment is different, but the AC_NAME is 

the same or the IP address segment is the same, but AC_NAME is different. 
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The operation of the push policy realizing the push site is simple. First, add a site on the 

marketing platform. For details, refer to the chapter of Site Management. 

 

10.4 Authentication Configuration 

The authentication configuration mainly refers to the configuration of the related policies 

in the Portal authentication, 802.1X, VPN and dialing authentication, and also contains 

the configuration of the global effective black/white list. As shown in the following figure, 

click Authentication, and the following describes the functions in the authentication 

configuration menus. 

 

Figure 10-4-1 Authentication configuration 

 

 The matching rule of the policy adopts the recursive matching to higher 

organization, and then, matching the policy conditions. If matching successfully, 

the policy is matched successfully. 
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10.4.1 Authentication Policy 

The authentication policy mainly includes Portal scenario and 802.1X scenario. The 

authentication policy manages the time period of the user accessing Internet according to 

the organization, site, user group, ssid and other combined conditions, and controls 

whether the user can access Internet. Take the Portal scenario as an example, and the 

“Authentication policy” interface is shown in the following figure: 

 

Figure 10-4-2 Authentication policy 

Add/Modify the authentication policy 
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Figure 10-4-3 Authentication policy 

Example: 

1. Configure one authentication policy, as shown in the following figure: 
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2. When the user connects wifi for accessing Internet at organization 1, the configured 

in the authentication policy is that all authentication modes in organization 1 are 

refused, so no user can pass the authentication or access Internet. 

 

 

 The difference of the authentication policies in Portal scenario and 802.1X 

scenario is: In the Portal scenario, you can set the site; in the 802.1X scenario, 

when setting ssid, you cannot set the site option. 

 

10.4.2 Intelligent Binding 

The using scenario of the intelligent binding includes the Portal scenario and 802.1X 

scenario VPN and dialing and so on. The module contains “Binding Policy” and “Binding 



10 Authentication Platform Functions
 

Maipu AAS User Manual 

 

99 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

Instance”. The administrator configures one intelligent binding policy. If one user meets 

the set conditions of the policy and matches the policy during authentication, generate 

one binding instance corresponding to the user according to the user information, and you 

can query the instance in the “Binding Instance” interface. The module mainly provides 

the functions of adding, deleting, modifying, activating, and disabling the binding policy, 

as well as activating, disabling and clearing up the binding instance. Take the Portal 

scenario as an example, and the “Intelligent Binding” interface is as shown in the following 

figure: 

Binding policy 

 

Figure 10-4-4 Binding policy 

Binding instance 

 



10 Authentication Platform Functions
 

Maipu AAS User Manual 

 

100 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

Figure 10-4-5 Binding instance 

Binding configuration 

On the “Binding policy” interface, click Binding configuration, as shown in the following 

figure: 

 

Figure 10-4-6 Binding configuration 

After clicking the button, display the following dialog box: 

 

Figure 10-4-7SSID binding isolation 

Enable SSID binding isolation: After the user adopts the account test1 to authenticate via 

the device with ssid name ssid1 successfully and access Internet and if the user 

authenticates via the device with ssid name ssid2 to access Internet, it will fail. 

Disable SSID binding isolation: The user can access Internet after authenticating via any 

ssid and meeting the other policy conditions. 
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Add/modify the binding policy 

 

Figure 10-4-8 Add the binding policy 

 

 

 When adding one “Intelligent binding policy”, the administrator needs to enter 

the “Bind instance” interface manually, and find the generated binding instance 

of the user. After activating the instance, the user can be authenticated and 

access the network successfully. 

 

10.4.3 Black/White List 

Click Authentication > Black and White List to enter the Black and White List 

management interface. The module mainly provides the functions of adding, modifying, 

querying, deleting, importing and exporting the black and white list, and downloading the 

template, as shown in the following figure: 
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Figure 10-4-9 Black and white list 

Add/modify the black list or white list 

 

Figure 10-4-10 Add the black and white list 

 

 If the current organization is the root organization, it cannot continue to use the 

black list or white list of the parent organization. If it is not the root organization, 

it can continue to use the parent black/white list, and the blacklist or white list 
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will not be available at this time, If not wanting to continue to use the parent 

blacklist or whitelist, first cancel the “Continue to use the parent” option above 

the list. Meanwhile, click the “ON” button at the right of the list. After enabling, 

you can configure the blacklist or whitelist of this organization. 

 

10.5 Authorization Policy 

The module mainly contains the configuration of “Duration policy”, “Authorization policy” 

and so on. 

 

 

 The matching rule of the policy adopts the recursive matching to higher 

organization, and then, matches the policy condition. If matching successfully, 

the policy matches successfully. 

 

10.5.1 Duration Policy 

The module mainly provides the functions of adding, deleting, modifying and querying the 

duration policy, as shown in the following figure: 

 

Figure 10-5-1 Duration policy 
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Add/modify the duration policy 

 

Figure 10-5-2 Add the duration policy 

Instance: 

1. Add one duration policy, as shown in the following figure: 
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2. Add a user (user 1), as shown in the following figure: 
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3. When the user adopts the account user1 to access Internet at the organization 

“Headquarters” and if the site pushed by the system to the user is “Default site” and 

the used authentication mode is “SMS authentication”, the user condition can match 

the push policy “test”. And then, check whether the current user matches the “Daily 

network access duration”, “Once network access duration” and other conditions in 

the policy. If meeting, the user can authenticate and access the network successfully. 

Otherwise, authentication fails. 

 

 

 When adding the duration policy and if “No-perception authentication” is not 

enabled, the user cannot perform the no-perception authentication or access 

Internet. 

 If the “Push frequency” in the duration policy is configured as push every time 

when enabling “Fast no-perception” in the “System configuration”, the user 

cannot perform the fast no-perception authentication, but can perform the no-
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perception authentication. 

 

10.5.2 Authorization Policy 

According to the connected NAS device, match the corresponding authorization policy, 

and deliver the attributes of the policy configuration (ACL, QoS, VLAN, authorization group, 

attribute set and so on). 

In the Portal scenario, the authorization policy is shown in the following figure. 

 

Figure 10-5-3 Authorization policy in Portal scenario 

In the 802.1x, VPN and dialing scenarios, the authorization policy is shown in the following 

figure: 
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Figure 10-5-4 Authorization policy in the 802.1x, VPN and dialing scenarios 

Add/modify the authorization policy 

Step 1: 

 

Figure 10-5-5 Add the authorization policy 
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Step 2: In step 2 of adding the authorization policy, you can fill in the related attributes of 

the policy. Select at least one of “Basic attribute” and “Advanced attribute” at the top left 

corner, as shown in the following figure: 

 

Figure 10-5-6 Add the authorization policy 

When the AC device serves as Nas: Deliver the VLAN, ACL, QoS, and advanced attribute 

to the device. 

When the ISG device serves as Nas: Deliver the authorization group to the device, and 

ISG does not process the other attributes. 

Instance: 

1. Add one authorization policy, as shown in the following figure: 
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2. Add one user (user1), as shown in the following figure: 
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3. The user adopts the account user1 in the “Default group” and performs the login 

authentication in the “Headquarters” site. If the authentication authorization device 

type is ISG and the organization of the device is “Headquarters”, match the policy 

“test1”. After matching successfully, deliver the related attributes configured in Step 

2 of the policy to the device. 

 

 Take delivering vlan as an example. The configured VLAN in the authorization 

policy should be consistent with the configured vlan of the device. For example, 

if the configured VLAN of the authorization policy is 100, the VLAN delivered to 

the device should be 100. 

802.1X macbased+hybrid port+mac-vlan enable 

switch(config-if-gigabitethernet0/0/8)#sho run interface gigabitethernet 

0/0/8 
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Building Configuration... 

interface gigabitethernet0/0/8 

switchport mode hybrid 

switchport hybrid untagged vlan 1,100-101 

switchport hybrid pvid vlan 100 

mac-vlan enable 

dot1x port-control enable 

exit 

 

10.6 Logs 

10.6.1 User logs 

With the user log, you can view the login status of the user, and can archive and download 

the log. The main interface is shown in the following figure: 

 

Figure 10-6-1User log list 
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Click the “Archive logs” button of the main interface, and you can archive the log. After 

archiving, click “Export archived files” and you can download the archived log, as shown 

in the following figure: 

 

Figure 10-6-2 Export the archive log 

 

 The meaning of the error code 2051 in the user log: 

Unknown error 

1. Check whether the configured pre-share keys of the device and 

authentication server are consistent 

2. Check whether to perform the LDAP/AD/Radius proxy authentication, and 

check whether the proxy configuration is correct 

3. :Check whether to perform the certificate authentication, and check 

whether the server certificate/trust certificate/user certificate configuration 

is correct 

4. Check whether the password is correct. 
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10.6.2 Guest QR Code Authentication Audit 

Record the log for the network access action of the guest via the “Authorization QR code” 

authentication mode. The module mainly provides the functions of archiving, exporting the 

archived files, and querying. 

 

Figure 10-6-3 Audit the guest QR code authentication 

Click the “Archive logs” button of the main interface, and you can archive the log. After 

archiving, click “Export archived files”, and you can download the archived logs, as 

shown in the following figure: 

 

Figure 10-6-4 Export the archived file 
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11 WiFi Marketing System 

11.1 Site Decoration 

The site decoration contains the functions of adding one site, copying the site, modifying 

the basic information of the site, deleting the site, querying the site, and decorating the 

site page. After logging into the system, click Site Management, and you can see the site 

list interface. The system has one default site, which can be modified and maintained, but 

cannot be deleted. Click Add to display the New Site interface, and you can input the site 

name and push range. For the existing site, you can copy, edit or delete. 

 

Figure 11-1-1Site management home 
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Figure 11-1-2 Add one site 

With the function of copying the site, you can copy the configuration data of the existing 

templates except for the advertising place to the new site. 

The system supports the user to select the appropriate site template according to the 

service demand. The current supported templates only contain template1. 

 

Figure 11-1-3 Select the template for the site decoration 
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After selecting the template, directly enter the site decoration interface. For the issued 

sites, you can modify the page order in the corresponding site module of the site list. 

 

Figure 11-1-4 Select the order of the site decoration pages 

After selecting the template, enter the site decoration page. The “Page” navigation at the 

left of the site decoration interface is all page directory of the current site. Under the 

directory, there are all components of the current page. In the middle of the page, there is 

a mobile phone preview box, displaying the preview effect of the current decoration page. 

The preview effect image is the same as the final page effect seen on the mobile phone. 

The right of the interface is the edit interface of the current component. Click one 

component in the preview image or click one component in the left directory and switch to 

the edit interface of the component. Click Save of the right component to save the data 

and refresh the content displayed in the phone preview box. 

In red box ①, select the desired interface. 

In red box ②, select the desired component. 

In red box ③, display the preview effect after configuring the component. 

After enabling the button in red box ④, the corresponding components can be displayed 

on the site interface. 

Red box ⑤ is used to configure the selected component at the left. 
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Figure 11-1-5 The deployment of the site decoration interface 

The template includes the home page, authentication page, no-perception authentication 

page, and the advertisement page. 

Click Home page to display the preview image of the current home page. The home page 

includes Head, Notice, Slider, Icon bar, Tab, Advertising wall, Downloads bar, Pop-up, and 

Hyperlink components. Click the component name, or click the component on the preview 

image, and the right panel displays the configuration interface of the current component. 

On the component configuration interface of the right panel, click Save to save the data 

configuration of the current component to the database. When entering the interface next 

time, display the saved configuration. After clicking Release site, the saved configuration 

information of the database takes effect on the interface pushed to the mobile phone. On 

the preview image, click the Move up or Move down button on the component, and you 

can sort the component locations. After clicking the Move up or Move down button, 

automatically save to the database, but do not need to click Save at the right panel. The 

following describes the configurations of the components respectively. 

Head: The head component mainly displays the site name, phone number, address, and 

network access button. At the right configuration interface, you can configure the site 

name, phone number, address information, and word and button style. On the interface 

pushed to the phone, click the drop-down button at the right of the site title, and you can 

see the configured phone number, address information and so on. 
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Figure 11-1-6 Template head decoration 

Notice: By default, the Notice component is disabled. When it is necessary to use the 

component, you can enable the component via the button of the right configuration 

interface. After enabling the notice component, you can select the advertising place as 

notice, advertising the notice content. The notice style supports the individualized 

configuration. You can configure the notice word color, background color, and so on. The 

rolling quantity of the notice supports 1-10. 

 

Figure 11-1-7Template notice decoration 

 

Slider: Slider is the image advertisement displayed by the site home slider, supporting 

enabling and disabling the advertisement. You can add five image advertisements at most. 

The advertisement type can be advertisement place or fixed advertisement. For the 

advertisement place, you can configure the name, used to add the advertisement in the 

advertising. For the fixed advertisement type, you can set the advertisement link, 
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supporting the internal link and external link. The external link can be the customized link 

address. After selecting the internal link, you need to click “Select article” to display the 

interface of selecting the article, and then, select the desired advertisement. 

 

Figure 11-1-8 Template slider decoration 

Icon bar: Icon bar is also the advertising place, and it can be enabled and disabled. You 

can set the advertisement type and name, the same as the advertisement place in the 

slider. 

 

Figure 11-1-9 Template icon bar decoration 

Tab: Tab is one switchable tab, supporting setting four tabs at most. After setting one tab, 

you can add the advertisement for each tab at the advertising. The component can be 

enabled and disabled.. 
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Figure 11-1-10 Template tab decoration 

Advertising wall: Advertising wall is to directly display the set advertisements, displaying 

the advertisement image, title and brief introduction by blocks. The component can be 

enabled and disabled. By default, it is disabled. 

 

Figure 11-1-11 Template advertisement wall decoration 

Downloads bar: Downloads bar provides the app download function for the site. The 

download bar supports downloading 10 applications at most. You can set the application 

name, application icon, and downloading mode for each application. The download mode 

supports downloading the applications of the Android system, IOS system and windows 

system. The component can be enabled and disabled. 
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Figure 11-1-12 Template download bar decoration 

Pop-up: Pop-up is one advertising place, and can be enabled and disabled. The pop-up 

interface can display the countdown and skip button at the same time. The “Skip” button 

can be disabled. The Pop-up can control the enable policy of the pop-up by configuring 

“Interval”. 

 

Figure 11-1-13 Template pop-up 

Hyperlink: Hyperlink is disabled by default. After enabling the component, you can 

configure the Hyperlink name, link type, link address and so on at the right configuration 

area. 
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Figure 11-1-14 Template Hyperlink 

Click Login page to enter the decoration of the login page. The login page totally includes 

Image, Login type, Internet Agreement, and Background. The components of the login 

page cannot be sorted by moving up and down. The following describes the configuration 

of the components in the authentication page. 

Image: Image is one image display at the head of the authentication page, supporting 

customizing the uploaded image. 

 

Figure 11-1-15 Template image component 

Login type: Login type is the most important configuration of the login page. The login 

authentication mode includes authentication-free, phone, inbuilt account, security login, 

and so on. On the login authentication page, you can set the preference, default login 

mode of the user, button word, color, background and so on. 
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Figure 11-1-16 Template login mode component 

When enabling the authentication-free, the other authentication modes cannot be 

configured. After the terminal users ticks Internet agreement and clicking Authentication-

free, directly pass the authentication. When not enabling authentication-free, you can tick 

the other authentication modes. For the phone authentication, the user inputs the phone 

number and click “Get verification code” to get one SMS verification code. The login 

authentication checks the input phone number and got verification code to authenticate. 

The inbuilt account authentication provides the user with the function of using the set 

inbuilt account and password in the portal system for authentication. The security login 

provides the security authentication login mode for the user. For details of the login 

authentication mode, refer to the section of Authentication Configuration. 

Internet Agreement: Internet Agreement is to set the content displayed after the user 

clicks Internet Agreement. The agreement content can be edited in the text box. 

 

Figure 11-1-17 Template Internet agreement 
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Background: Set the bottom background image of the login page. 

 

Figure 11-1-18 Template background image setting 

Click No-perception login page at the left to enter the setting of the no-perception 

authentication page. The page has only one advertisement image and you can customize 

the advertisement image. 

 

Figure 11-1-19 No-perception authentication page 

Click Ad page at the left to enter the setting of the advertisement page. The page also 

have only one advertisement image component. The component can set the ad 

countdown time and whether to display the skip button setting. The image in the 

component is the image of the advertising place type, supporting five slider images at 

most. Each image can set the advertisement link. 
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Figure 11-1-20 Template countdown advertisement page setting 

11.2 Authentication Configuration 

11.2.1 SMS Authentication 

SMS authentication is one common authentication mode. The basic steps are as follows: 

Step 1: Configure the SMS authentication policy. For the details, refer to section 10.4.1. 

Step 2: Enabling the authentication mode and setting the authentication content are both 

associated with the site, that is to say, you can customize different authentication modes 

for different sites. Enter the site decoration interface, and click Login page->Login type, 

as follows: 
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Figure 11-2-1 Enable the SMS authentication function 

To enable the SMS authentication, you just need to tick “Phone” authentication mode. 

After clicking Save, release. 

After enabling the SMS authentication mode, you can set the SMS content, the length of 

the verification code, and the number of the sent SMS. For the setting details, refer to 

section 8.2.5. 

Step 3: After setting the related content, connect the hotspot of the site, and click Login 

in the site page to enter the authentication page. Select the SMS authentication, input the 

phone number to get the verification code, and at last, input the verification code to 

authenticate, as follows: 

 

Figure 11-2-2 Main interface of the SMS authentication 
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On the interface, you can view the Internet agreement, and also can select other 

authentication mode. By default, it is the SMS authentication mode. 

 

Figure 11-2-3 Enter the countdown page after authenticating successfully 

The page order of the authentication process is consistent with the page order selected 

when creating the site. In the example, after authenticating successfully, enter the 

countdown page, return to the site home page after countdown ends, and the site home 

page displays the “Exit” button. 

Step 4: After authenticating successfully, you can enter the authentication platform, and 

view the authentication account status, authentication result, and so on, as follows: 
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Figure 11-2-4 User logs 

Step 5: After authenticating successfully, the terminal opens the browser to access the 

website, and view whether the network can be connected. The user already has the 

network access authority and the whole authentication process ends. 

11.2.2 Inbuilt Account Authentication 

The inbuilt account authentication is applicable to the internal staff of the merchant. The 

authentication mode is simple and the operation steps are as follows: 

1. The user access system creates or imports the account and password. 

2. The terminal user connects the hot spot and enters the authentication page. 

3. Select the inbuilt account authentication, and input the user name and password. 

4. Complete the authentication, and check the result. 

Seeing from the above four steps, the biggest difference between the inbuilt account 

authentication and the other authentication modes is that it is necessary to create the 

account at the user access system before authenticating. The administrator logs into the 

authentication platform, and enters Basic Configuration->User and User Group, as follows: 
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Figure 11-2-5 Inbuilt account list 

When adding the inbuilt account, you can configure the inbuilt account as desired. 

Meanwhile, when adding the account, you also can list the using life of the account. 

 

Figure 11-2-6 Add the inbuilt account 

After the inbuilt account is created successfully, input the account and password at the 

terminal to authenticate. The operation of viewing the log and online user information is 

the same as the previous authentication modes. 

11.2.3 No-perception Authentication 

If the network access time of the authenticated user exceeds the single network access 

time, it will get offline automatically. Here, the user needs to authenticate again. The re-

authenticated used does not need to input the account and other information again to 

authenticate, but just needs to agree the Internet agreement so that it can continue to 
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access the network. The process is called no-perception authentication. 

The no-perception authentication mainly depends on the configuration of the duration 

policy. For the configuration of the duration policy, refer to section 10.5.1. 

The duration policy can configure the network access time of the terminal, mainly including 

daily network access duration, single network access duration, no-perception duration, 

and no-perception push configuration, and terminal quantity limit. Here, you can control 

the access duration of the SMS, authentication-free, and inbuilt account. 

11.2.4 Authentication-free Mode 

After enabling the authentication-free mode, all authentication modes will not be displayed 

in the authentication interface. The user can access the network after clicking Agree in 

the authentication interface. The operation is simple. Click Site Management > 

Authentication Page > Login Mode, and tick to enable the authentication-free. 

The authentication-free mode is also bound with the site, that is to say, some sites in one 

system cannot enable, and some sites can enable. The site can customize whether to 

enable authentication-free. 

The terminal user connects the hot spot. In the site homepage, click I want to access 

Internet to enter the login page. 
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Figure 11-2-7 Authentication-free login page 

After agreeing the Internet agreement, click Authentication-free Login, and you can 

pass the authentication to access the network. 

In the authentication platform, you can view the online information of the authentication-

free user, authentication log information, and so on. The query operation is the same as 

the user of the other authentication mode. 

11.2.5 Security Authentication 

The security authentication is one authentication mode of two authentications for the local 

user (including the LDAP user and local user), that is, if the security authentication is 

enabled, the user selects the security authentication mode at the login homepage pushed 

by the terminal, inputs the account and password of the local user, clicks Login to send 

the verification code to the preset phone number, and inputs the correct verification code 

so that the user can be authenticated successfully. 

The steps of the security authentication: 

1. The user access system configures the external authentication source, and adds the 

local user (LDAP authentication source, inbuilt account). 

2. In the site of the WIFI marketing system, open the login mode of the security 

authentication. 

3. Connect the hot spot, enter the authentication page, select the security authentication, 

and input the account and password of the local user. 

4. The preset phone number will receive the verification code. Input the verification code, 

and click Login. 

5. Open the Internet connection to check if you can access the Internet. 

Step 1: The administrator logs into the authentication platform, and adds the local user: 

A: Enter Basic Configuration-> External Authentication Source, and add the LDAP 

external authentication source. 
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Figure 11-2-8 Add the LDAP external authentication source 

B: Enter Basic Configuration->User and User Group, and add the inbuilt account. 

 

Figure 11-2-9 Add the inbuilt account 

Step 2: If the added is LDAP authentication source, set the reserved phone number for 

the account that needs the security authentication. 

Step 3: Enter the marketing platform, enter the site decoration page, and select Security 

Authentication in the login mode. 
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Figure 11-2-10 Security authentication configuration 

Step 4: The phone connects the wifi hot spot. After pushing, select Security certification. 

 

Figure 11-2-11 Security authentication 

Step 5: Input the LDAP account and password, and click Get verification code. 

After inputting the verification code, click Login, authenticate successfully, and then, jump 

to the advertisement page. 

11.2.6 Authorization QR Code Authentication 

Authorization QR code authentication needs the visitor to fill in his own information, and 
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then, click to generate the QR code. At last, the authorizer scans the QR code to open the 

network. 

On the site decoration page, you can configure the authorization QR code information. 

After enabling the SMS authentication, the authentication process adds the SMS 

authentication. After the verification code of the visitor is checked, you can get the 

authorization QR code. The configuration can refer to the following figure: 

 

Figure 11-2-12 Authorization QR code authentication configuration 

 

 Authorization QR code authentication needs to enable the guest QR code 
authorizer on the authentication platform. 

 

11.3 Advertising 

The advertising function mainly uses the corresponding control to realize better and more 

correct site advertising. For example, you can advertise the slider advertisement, tab 

advertisement, advertisement page, and other advertisement information. When 

advertising, you select according to the corresponding site. After the advertisement is 

delivered to the corresponding site, use the terminal device to connect the network. When 

pushing the site, you can view the delivered advertisements. 

11.3.1 Advertisement List 

The advertisement list is mainly used to display and manage the delivered advertisements. 
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You can add, edit, get online, get offline, view, and delete the advertisement, query the 

advertisement by status, and query the advertisement by advertising place. First, enter 

the advertisement list module: 

 

Figure 11-3-1 Advertisement list 

After logging into the platform, click Advertising, and you can enter the advertising 

module. On the advertising module page, display all delivered advertisements, and you 

can query the advertisements by pages. 

11.3.1.1 Add an Advertisement 

The advertisement is delivered based on the site. Select the corresponding advertising 

place and you can advertise. Click the advertisement image, and you can open the 

material library to select the image. 

Click Enable advanced functions (accurate delivery), and you can enable the accurate 

delivery. After filling in the advertisement information, click Submit. 
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Figure 11-3-2 Add the advertisement 

1. Caption: The title content of the advertisement 

2. Summary: The information displayed on the list page during advertising 

Inject advertisement to the site: When injecting the advertisement, select the desired site, 



11 WiFi Marketing System
 

Maipu AAS User Manual 

 

138 copyright2016Maipu Communication Technology Co., Ltd,  

All Rights Reserved 

 

and the desired advertising place. When pushing the site, display the advertisement. 

Inject the image and text to the advertisement: The injecting of this kind of advertisements 

takes effect for all sites, and the injected advertising place only has the bottom 

advertisement. 

3. Image: The image of the injected advertisement; click the advertisement image to 

select the image from the material library. 

Click New group, and you can create the material group and perform the classification 

management for the materials. 

Click Upload the material, and you can upload the materials to the current group. 

 

Figure 11-3-3 Image material library 

1. Link type: Include Content and External link. 

Content: The site advertisement, pushed by the administrator 

External link: When it is necessary to configure the third-party advertisement link, you 

can select this type. 

2. Advertisement details: When the link type is selected as Content, you can add 

additional advertising details 

3. Enable advanced functions (accurate delivery) 

Click Disable advanced functions (accurate delivery), and you can open the advanced 

functions (accurate delivery). 
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Figure 11-3-4 Accurate delivery of the advertisement 
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Enable the advanced advertising, and you can set the advertising time range, priority, 

push range, and other conditions to perform more accurate advertisement delivery. 

Time range: You can set the advertising time so that the advertisement can automatically 

get online and offline. 

Push range: Push the target site accurately. 

After filling in the advertisement information, you can click Draft to save the advertisement. 

In the advertisement list page, click the draft box and you can query. You also can click 

Submit. After being submitted for auditing, the advertisement is released immediately. 

11.3.1.2 Query the Advertisement 

Query by the advertising place: Query by the advertising place in the navigation bar. 

 

Figure 11-3-5 Query the advertisement by the advertising place 
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11.3.1.3 Get the Advertisement Offline 

 

Figure 11-3-6 Get the advertisement offline 

In the advertisement list page, click the Offline button, and you can get the advertisement 

offline. The offline advertisement is invisible in the corresponding site. 

11.3.1.4 Edit the Advertisement 

Edit the content of the released advertisement. 

 

Figure 11-3-7 Edit the advertisement 
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In the advertisement list page, click the Edit button, and you can edit the advertisement. 

 

11.3.1.5 Get the Advertisement Online 

 

Figure 11-3-8 Get the advertisement online 

In the advertisement list page, click the Online button, and you can push the 

advertisement to the corresponding site again. 
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11.3.1.6 View the Advertisement 

 

Figure 11-3-9 View the advertisement 

Click the title of the advertisement in the list, and you can view the advertisement, as 

follows: 

 

Figure 11-3-10 Preview the advertisement 
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11.3.1.7 Delete the Advertisement 

You can delete one advertisement or delete the advertisements in batches. The online 

advertisement cannot be deleted. To delete the online advertisement, you need to get the 

advertisement offline first. 

 

Figure 11-3-11 Delete the advertisement 


