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Copyright 

Copyright ©2023, Maipu Communication Technology Co., Ltd. All Rights Reserved. 

No part of this manual may be reproduced or transmitted in any form or by any means without 

prior written consent of Maipu Communication Technology Co., Ltd. 

 and  are trademarks of Maipu Communication Technology Co., Ltd. 

All other trademarks that may be mentioned in this manual are the property of their respective 

owners. 

The information in this document is subject to change without notice. In no event shall Maipu 

be liable for any direct, indirect, incidental, special, exemplary, or consequential damages 

(including, but not limited to, procurement of substitute goods or services; loss of use, data, or 

profits; or business interruption) however caused and on any theory of liability, whether in 

contract, strict liability, or tort (including negligence or otherwise) arising in any way out of the 

use of this manual or the related content on the website, even if advised of the possibility of 

such damage. 

Security Statement 

Important! Before powering on and starting the product, please read the security and 

compatibility information of the product. 

Environmental Protection 

This product has been designed to comply with the environmental protection requirements. 

The storage, use, and disposal of this product must meet the applicable national laws and 

regulations. 
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Manual Introduction 

This document mainly introduces how to quickly use the WEB configuration function of the 

WNC6600 series wireless controller, including the configuration wizard and the introduction of 

specific functions. This document cooperates with "MyPower WNC6600 Series Wireless 

Controller Configuration Manual" and "MyPower WNC6600 Series Wireless Controller 

Command Manual" to help readers master the use of specific commands. 

product version 

The product version corresponding to this manual is shown below. 

Product Name Product Model 

MyPower WNC6600 Series Wireless 

Controller 

WNC6600-100-AC (V1) 

WNC6600-200 - AC (V1) 

WNC6600-500-AC (V1) 

WNC6600-1000-AC (V1) 

WNC6600-2000-AC (V1) 

Readers 

This manual is mainly applicable to the following persons: 

 ̧ On-site technical support and maintenance personnel 

 ̧ Administrators responsible for network configuration and maintenance 

 

Conventions 

Conventions of screen output format: 

Format Description 

Screen print Represents the output information of the screen 

Keywords of Screen 

print 

The red part represents the key information in the screen 

output 

 

Symbol conventions: 

Format Description 

 
An alert that contains additional or supplementary information. 
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Format Description 

 

An alert that calls attention to important information that if not 

understood or followed can result in data loss, data corruption, 

or damage to hardware or software. 

 

An alert that calls attention to important information that if not 

understood or followed can result in personal injury or device 

damage. 

 

Command conventions: 

Convention  Description  

Boldface  
Bold text represents commands and keywords that you enter 

literally as shown.  

Italic  
Italic text represents arguments that you replace with actual 

values.  

[ ]  
Square brackets enclose syntax choices (keywords or 

arguments) that are optional.  

{ x | y | ... }  
Braces enclose a set of required syntax choices separated by 

vertical bars, from which you select one.  

[ x | y | ... ]  
Square brackets enclose a set of optional syntax choices 

separated by vertical bars, from which you select one or none.  

{ x | y | ... } *  

Asterisk marked braces enclose a set of required syntax 

choices separated by vertical bars, from which you select at 

least one.  

&<1-n> 
The argument or keyword and argument combination before 

the ampersand (&) sign can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 

 

The icons used in the manual and the meanings: 

Icon Description 

 

Represents a generic switch 
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Icon Description 

 

Represents a generic router 

 

Product supporting manual 

The accompanying manuals for this product are as follows: 

Manual Name Overview 

"MyPower WNC6600 Series 

Wireless Controller Installation 

Manual" 

Introduces the hardware specifications and 

installation methods of the device in detail, and 

guides you to install the device. 

"MyPower WNC6600 Series 

Wireless Controller Configuration 

Manual" 

Introduces the configuration method and 

configuration steps of the device software functions 

in detail, and provides typical cases for reference. 

"MyPower WNC6600 Series 

Wireless Controller Command 

Manual" 

Introduces the commands of WNC6600 series 

devices in detail, which is equivalent to a command 

dictionary, which is convenient for consulting the 

functions of each command. 

Data Acquisition Method 

Obtain the latest product manuals from Maipu's website (www.maipu.com). 

Technical Support 

If you encounter difficult-to-determined or difficult-to-solve problems in the process of 

equipment operation and maintenance, and you still cannot solve them through the guidance 

of the manual, please contact Maipu Technology Service Center directly, and we will provide 

you with technical support services. 

http://www.maipu.com/
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1 Log into Device 

The login methods include WEB page, console port login, Telnet login, and SSH login. Currently, the 

most commonly used login method is the WEB page. This method is easy to use, has strong 

visualization and operability, and can manage and configure the AC quickly and conveniently. 

Console port login: 

Use a serial cable to connect the console ports of the PC and the AC, select the Serial protocol and 

the corresponding COM port, and change the baud rate to 9600 to log into the AC. 

Telnet login: 

Use a network cable to connect the control PC (configure the static address of192.168.1.0/24 on the 

PC side) to the DC0 port of the AC (the default address is192.168.1.100), and the Telnet address 

is192.168.1.100. 

SSH login: 

Use a network cable to connect the control PC (configure the static address of192.168.1.0/24 on the 

PC side) to the DC0 port of the AC (the default address is192.168.1.100), and the SSH address 

is192.168.1.100. 

WEB page login: 

Use a network cable to connect the control PC to the DC0 port of the AC (configure a static address 

of192.168.1.0/24 on the PC side), open a WEB browser on the PC side, and enter:192.168.1.100 in 

the address bar to access the WEB login of the AC page, as shown in Figure1.1. 
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Figure 1.1 Web login page 

In the opened login interface, enter the default user name and password (user name: admin, 

password: admin), and the system will prompt that the password needs to be changed, after 

successfully changing the password, log in again and enter the WEB page of AC, as shown in 

Figure1.2. 

 

Figure 1.2 WEB page 

After entering the page, you can modify the management address of the AC according to the 

networking requirements, as shown in Figure1.3. 
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Figure 1.3 AC management address 

You can also modify the country code of the AC according to the country and region. 

CN/HK/Russia/Belarus/Indonesia/Malaysia/Turkey/Thailand are currently supported, as shown in 

Figure1.4. 

 

Figure 1.4 Configure the AC country code 

The priority in the basic settings is the default priority, and the AC will carry this field in the packet for 

the AP to select the AC. If the AP joins the backup group, it carries the priority in the backup group, 

as shown in Figure1.5. 
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Figure 1.5 Configure AC priority 

 

 

 ̧ The current browser version is recommended to use IE8 and above. 
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2 Quick Configuration Guide 

2.1 Local Forwarding-wpa2-personal Authentication Configuration 

Guide 

2.1.1 Networking Requirements 

The AC connects to the L2 LAN through the bypass mode, the AP supplies power through the POE 

switch, the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a 

wireless network with the name "abc" and enabled with wpa2-personal authentication. 

2.1.2 Network Topology 

 

Figure2.1 wpa2-personal authentication in local forwarding mode 

Topology introduction: 

Wi-Fi security wpa2-personal authentication, encryption 

type is AES 

WLAN wireless service set Wireless service set name: wlan1 

SSID: abc 

Data forwarding mode: local forwarding 

AP management VLAN vlan10 

AP service VLAN vlan100 

AP management IP address pool 192.168.10.10ð192.168.10.100 

AP management gateway 192.168.10.254 (on the core switch) 

User IP address pool 192.168.100.10ð192.168.100.100 
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User gateway 192.168.100.254 (on the core switch) 

DHCP server The core switch acts as a DHCP server for 

APs and users 

Table2.1 Topology introduction 

2.1.3 Configuration Ideas 

1. Configure intermediate network devices, including POE power supply switches and L3 core 

switches; 

2. Configure DHCP server to provide IP address for AP; 

3. Statically configure the IP address of the AC on the AP; 

4. Create a wireless service set on the AC, and the authentication method is wpa2-personal; 

5. Create an AP template on the AC, bind the wireless service set and apply it to the AP; 

6. The wireless terminal accesses the wireless network, and the entries on the AC are normal; 

2.1.4 Configuration Steps 

1. POE switch (SW1) configuration 

#Create vlan10 and vlan100 on SW1, and configure the link type of gigabitethernet0/1 connected to 

the AP as Trunk, allowing vlan10 and vlan100 to pass through, and the PVID is10. 

SW1#cont 

SW1(config)#vlan10,100 

Please wait...... 

Done. 

SW1(config)# 

SW1(config)#interface gigabitethernet 0/1 

SW1(config-if-gigabitethernet0/1)# switchport mode trunk 

SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,100 

SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10 

SW1(config-if-gigabitethernet0/1)# exit 

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and 

vlan100 to pass through. 

SW1#cont 

SW1(config)#vlan10,100 

Please wait...... 

Done. 

SW1(config)# 
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SW1(config)#interface gigabitethernet 0/24 

SW1(config-if-gigabitethernet0/24)# switchport mode trunk 

SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100 

SW1(config-if-gigabitethernet0/24)# exit 

2. Core switch (SW2) configuration 

#Create vlan10, vlan100 and their corresponding vlan interface on SW2, and configure IP address 

for this interface, which will be used as the gateway between AP and wireless terminal. 

SW2#cont 

SW1(config)#vlan10,100 

Please wait...... 

Done. 

SW2(config)# 

SW2(config)#interface vlan10 

SW2(config-if-vlan10)# ip address192.168.10.25424 

SW2(config-if-vlan10)# ip dhcp server 

SW2(config-if-vlan10)# exit 

SW2(config)# 

SW2(config)#interface vlan100 

SW2(config-if-vlan100)# ip address192.168.100.25424 

SW2(config-if-vlan100)# ip dhcp server 

SW2(config-if-vlan100)# 

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and 

configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically 

allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254. 

SW2#cont 

SW2(config)#ip dhcp pool ap-pool 

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.10.254 

SW2(dhcp- config)# exit 

SW2(config)#ip dhcp pool sta-pool 

SW2(dhcp- config)# range192.168.100.10192.168.100.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.100.254 

SW2(dhcp- config)# dns-server 8.8.8.8 

SW2(dhcp- config)# exit 
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#On SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10 

and vlan100 to pass through; configure the link type of gigabitethernet0/10 connected to AC as 

access, and vlan as10. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/1 

SW2(config-if-gigabitethernet0/24)# switchport mode trunk 

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100 

SW2(config-if-gigabitethernet0/24)# exit 

SW2(config)#interface gigabitethernet 0/10 

SW2(config-if-gigabitethernet0/24)# switchport mode access 

SW2(config-if-gigabitethernet0/24)# switchport access vlan10 

SW2(config-if-gigabitethernet0/24)# exit 

#Configure the interface connected to the PC. On SW2, configure the link type of gigabitethernet0/20 

as access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain 

the IP address. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/20 

SW2(config-if-gigabitethernet0/20)# switchport mode access 

SW2(config-if-gigabitethernet0/20)# switchport access vlan10 

SW2(config-if-gigabitethernet0/20)# exit 

3. AP configuration 

#Connect the AP to the gigabitethernet0/1 port of the POE switch, AP supplies power normally, and 

check the IP address obtained by the AP on the core switch SW2. 

SW2 #show ip dhcp pool ap-pool binding 

Current DHCP binding information 

 

Hardware-Address IP-Address Lease Status 

0001.7a20.1840            1 92.1 68.10.101Day 05:58:44 ACKED 

     

SW2 # 

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the 

figure below. Enter the user name and password, and click the <Login> button to log in. 
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Figure 2.2 AP login page 

#After entering the web management page of the AP, you will first enter the quick wizard configuration 

page. From step1 to step 3, you can directly use the default configuration. In step 4, configure the 

discovery method as static discovery, and configure the IPV4 address of the AC as192.168.10.1. If 

in the V6 environment, you can also configure the IPV6 address of the AC, and finally click the <Finish> 

button to complete the configuration, after the configuration is successful, it will jump to the system 

monitoring page. 

 

Figure 2.3 AP Configuration Wizard 

4. AC configuration 

#Create vlan10 and vlan100 on the AC, and create the corresponding vlan10 interface, which is used 

to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to 

SW2 to access, and vlan to10. 

AC # con t 

AC(config)#vlan10,100 
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Please wait...... 

Done. 

AC(config)# 

AC(config)#interface vlan10 

AC(config-if-vlan10)# ip address192.168.10.124 

AC(config-if-vlan10)# exit 

AC(config)#interface gigabitethernet 0/1 

AC(config-if-gigabitethernet0/1)# switchport mode access 

AC(config-if-gigabitethernet0/1)# switchport access vlan10 

# After completing the above configuration, wait for about two minutes, the AP can successfully 

connect to the AC, and you can check the status of the AP on the AC. Enter http://192.168.10.1 in 

the IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name 

and password, and click the <Login> button to log in. 

 

Figure 2.4 AC login page 

#Click MONITOR > AP list, and you can see that the AP is online, as shown in the figure below. 

 

Figure 2.5 AP list 

http://192.168.10.1/
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#Create a wireless service set. Click CONFIG > WLAN > Wireless Service, and create a wireless 

service set, as shown in the figure below, the wireless name is wlan1, select ñEnableò for sevice 

status, select "distributed forwarding" for forwarding mode, configure SSID as abc, configure user 

VLAN as100, select w pa2- personal for the authentication type, set the password to12345678, and 

use the default values for other configurations. Click the <OK> button to complete the configuration 

of the wireless service set. 

 

Figure 2.6 Wireless service configuration 

#Bind the wireless service set to the AP profile. Click CONFIG > WLAN > AP Template to create an 

AP profile. By default, the name of the AP profile is Default_FitAP_Profile, which can be changed, 

after the creation is completed, the name cannot be changed, as shown in Figure2.7, create a new 

profile and name it profile1. 

 

Figure 2.7 AP template 

#Select the created AP template profile1, click the Edit button, Click BSS > Wireless Service Name, 

select wlan1 created above, select ALL for Radio ID, and use default values for other configurations, 

click <OK> button to complete AP template configuration. 
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Figure 2.8 AP profile BSS configuration 

#Apply the AP template. Click CONFIG > WLAN> AP Config, select the connected AP, select profile1 

in the AP template, and then, click Apply in the template application. 

 

Figure 2.9 AP template application 

2.1.5 Result Verification 

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the 

wireless terminal, and you can search for the wireless signal abc, after connecting to abc, click 

MONITOR >STA List on the AC web page, and you can see the information of the wireless terminal. 

 

Figure2.10 Terminal list 
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 ̧ In addition to the BSS configuration, the AP template also needs to configure the 

working signal and channel bandwidth of the AP according to the actual network 

environment. The working channels of the2.4 G radio frequency generally choose1, 

6, and11, and the channel bandwidth chooses HT20. 

 ̧ The above example is based on a dual-band AP. Therefore, when configuring the 

BSS in the AP template, select all as the radio ID. For an AP that only supports2.4G 

radios, select1 as the radio ID. 

2.2 Local Forwarding-portal Authentication Configuration Guide 

2.2.1 Networking Requirements 

The AC is connected to the L2 LAN through the bypass mode, the AP is powered by the POE switch, 

the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a wireless 

network named "abc" and enabled with portal authentication. 

2.2.2 Network Topology 

 

Figure2.11 Portal authentication in local forwarding mode 

Topology introduction: 
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Wi-Fi Security portal authentication, no encryption 

WLAN wireless service set Wireless service set name: wlan1 

SSID: abc 

Data forwarding mode: local forwarding 

AP management VLAN vlan10 

AP service VLAN vlan100 

AP management IP address pool 192.168.10.10ð192.168.10.100 

AP management gateway 192.168.10.254 (on the core switch) 

User IP address pool 192.168.100.10ð192.168.100.100 

User gateway 192.168.100.254 (on the core switch) 

DHCP server The core switch acts as a DHCP server for 

APs and users 

AAS server IP address 192.168.10.253 

Table 2.2 Topology introduction 

2.2.3 Configuration Ideas 

1. Configure intermediate network device interfaces, including POE power supply switches and 

Layer 3 core switches; 

2. Configure DHCP server to provide IP address for AP; 

3. Statically configure the IP address of the AC on the AP; 

4. Create a portal redirection group on the AC and configure the portal server IP address; 

5. Configure an authentication server on the AC and bind the authentication domain; 

6. Create a wireless service set on the AC, bind the portal redirection combination authentication 

domain; 

7. Create an AP template on the AC, bind the wireless service set and apply it to the AP; 

8. Create an authentication account and password on the portal server; 

9. The wireless terminal accesses the wireless network and can perform portal authentication; 

2.2.4 configuration steps 

1. POE switch (SW1) configuration 

#Create vlan10 and vlan100 on SW1, and configure the link type of gigabitethernet0/1 connected to 

the AP as Trunk, allowing vlan10 and vlan100 to pass through, and the PVID is10. 

SW1#cont 

SW1(config)#vlan10,100 
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Please wait...... 

Done. 

SW1(config)# 

SW1(config)#interface gigabitethernet 0/1 

SW1(config-if-gigabitethernet0/1)# switchport mode trunk 

SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,100 

SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10 

SW1(config-if-gigabitethernet0/1)# exit 

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and 

vlan100 to pass through. 

SW1#cont 

SW1(config)# 

SW1(config)#interface gigabitethernet 0/24 

SW1(config-if-gigabitethernet0/24)# switchport mode trunk 

SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100 

SW1(config-if-gigabitethernet0/24)# exit 

2. Core switch (SW2) configuration 

#Create vlan10, vlan100 and their corresponding vlan interface on SW2, and configure IP address 

for this interface, which will be used as the gateway between AP and wireless terminal. 

SW2#cont 

SW2 (config)#vlan10,100 

Please wait...... 

Done. 

SW2(config)# 

SW2(config)#interface vlan10 

SW2(config-if-vlan10)# ip address192.168.10.25424 

SW2(config-if-vlan10)# ip dhcp server 

SW2(config-if-vlan10)# exit 

SW2(config)# 

SW2(config)#interface vlan100 

SW2(config-if-vlan100)# ip address192.168.100.25424 

SW2(config-if-vlan10)# ip dhcp server 

SW2(config-if-vlan100)# 

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and 

configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically 

allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254. 
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SW2#cont 

SW2(config)#ip dhcp pool ap-pool 

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.10.254 

SW2(dhcp- config)# exit 

SW2(config)#ip dhcp pool sta-pool 

SW2(dhcp- config)# range192.168.100.10192.168.100.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.100.254 

SW2(dhcp- config)# dns-server 8.8.8.8 

SW2(dhcp- config)# exit 

#On SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10 

and vlan100 to pass through; configure the link type of gigabitethernet0/10 connected to AC as 

access, and vlan as10. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/1 

SW2(config-if-gigabitethernet0/24)# switchport mode trunk 

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100 

SW2(config-if-gigabitethernet0/24)# exit 

SW2(config)#interface gigabitethernet 0/10 

SW2(config-if-gigabitethernet0/24)# switchport mode access 

SW2(config-if-gigabitethernet0/24)# switchport access vlan10 

SW2(config-if-gigabitethernet0/24)# exit 

#Configure the interface connected to PC. On SW2, configure the link type of gigabitethernet0/20 as 

access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain the 

IP address. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/20 

SW2(config-if-gigabitethernet0/20)# switchport mode access 

SW2(config-if-gigabitethernet0/20)# switchport access vlan10 

SW2(config-if-gigabitethernet0/20)# exit 

3. AP configuration 

#Connect the AP to the gigabitethernet0/1 port of the POE switch, the AP is powered normally, and 

check the IP address obtained by the AP on the core switch SW2. 

SW2 #show ip dhcp pool ap-pool binding 

Current DHCP binding information 
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Hardware-Address IP-Address Lease Status 

0001.7a20.18401 92.1 68.10.101Day 05:58:44 ACKED 

     

SW2 # 

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the 

figure below. Enter the user name and password, and click the <Login> button to log in. 

 

Figure 2.12 AP login page 

#After entering the web management page of the AP, you will first enter the quick wizard configuration 

page. From step1 to step 3, you can directly use the default configuration. In step 4, configure the 

discovery method as static discovery, and configure the IPv4 address of the AC as192.168.10.1. If it 

is in the V6 environment, you can also configure the IPV6 address of the AC, and finally click the 

<Finish> button to complete the configuration, after the configuration is successful, it will jump to the 

system monitoring page. 
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Figure 2.13 AP Configuration Wizard 

4. AC configuration 

#Create vlan10 and vlan100 on the AC, and create the corresponding vlan10 interface, which is used 

to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to 

SW2 to access, and vlan to10. 

AC # con t 

AC(config)#vlan10,100 

Please wait...... 

Done. 

AC(config)# 

AC(config)#interface vlan10 

AC(config-if-vlan10)# ip address192.168.10.124 

AC(config-if-vlan10)# exit 

AC(config)#interface gigabitethernet 0/1 

AC(config-if-gigabitethernet0/1)# switchport mode access 

AC(config-if-gigabitethernet0/1)# switchport access vlan10 

#After completing the above configuration, wait for about two minutes, the AP can successfully 

connect to the AC, and you can view the status of the AP on the AC. Enter http://192.168.10.1 in the 

IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name 

and password, and click the <Login> button to log in. 

 

Figure 2.14 AC login page 

#Click MONITOR > AP list, and you can see that the AP is online, as shown in Figure2.15 below. 

http://192.168.10.1/
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Figure 2.15 AP list 

#Add NAS IP. Click CONFIG > AAA > NAS, select the IP address100.0.52.10, and click the <Add> 

button to set it as the NAS IP. 

 

Figure 2.16 NAS configuration 

#Create a portal redirection group. Click CONFIG > AAA > Portal > Basic Configuration, click <Create> 

to create a new portal redirection group, the Portal name is the name of the redirection group, here it 

is configured as portal, the Portal address is configured as192.168.10.253, and the URL is set to 

http://192.168.10.253:80/portal/Login.do according to the format in the help prompt, and enable 

registration and keepalive. In Portal client configuration, select100.0.52.10, click <Add>, after the 

above configuration, the portal redirection group is complete. 

 

Figure 2.17 Portal configuration 
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Figure 2.18 Portal client configuration 

#Configure authentication server. Click CONFIG > Radius > Authentication Server List, click 

<Create>, create a new authentication server, configure the server address as192.168.10.253, 

configure the RADIUS client, set the IP address as100.0.52.10, configure the pre-shared key as 

admin, and click <Add>, after performing the above configuration, click the OK button below to 

complete the configuration of the authentication server. 

 

Figure 2.19 Authentication server configuration 

#Domain configuration. Click CONFIG > AAA > Domain, click <Create> to create a new 

authentication domain, the domain name is the name of the authentication domain, here it is 

configured as yu, the authentication status is configured to enable, the authentication server 

selects192.168.10.253, and click <Add>, after performing the above configuration, click the OK button 

below to complete the configuration of the authentication domain. 
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Figure 2.20 Domain configuration 

#Create a wireless service set. Click CONFIG > WLAN > Wireless Service, create a wireless service 

set, as shown in the figure below, the wireless name is wlan1, select "Enable" for the wireless status, 

select "distributed forwarding" for forwarding mode, configure SSID to abc, configure user VLAN 

to100, select open for authentication mode, enable Portal authentication, select portal for Portal 

server name, select yu for Radius authentication domain, enable NAS information query, configure 

NAS information query AC-IP parameter as NAS IP address, and use default values for other 

configurations. Click the <OK> button to complete the wireless service set configuration. 

 

Figure 2.21 Wireless service configuration 
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Figure2.22 Wireless service configuration 

#Bind the wireless service set to the AP template. Click CONFIG > WLAN > AP Template, create an 

AP profile. By default, the name of the AP profile is Default_FitAP_Profile, which can be changed, 

after the creation is completed, the name cannot be changed. Create an AP profile and name it 

profile1, as shown in the figure below. 

 

Figure 2.23 AP template 

#Select the created AP template profile1, click the Edit button, click BSS > Wireless Service Name, 

select wlan1 created above, select ALL for Radio ID, and use default values for other configurations, 

click <OK> button to complete AP template configuration. 
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Figure 2.24 AP template BSS configuration 

#AP template application. Click CONFIG > WLAN > AP Config, select the connected AP, select 

profile1 in the AP module, and then click Apply in the template application. 

 

Figure 2.25 AP configuration 

#Create an authentication account. Create an authentication account on the authentication server. 

The specific steps are omitted. For details, see 4.4 Add an Authentication User on Radius. 

2.2.5 Result Verification 

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the 

wireless terminal, you can search for the wireless signal abc, and access it successfully. 

1. If the uplink network and the DNS server 8.8.8.8 are interoperable (that is, the uplink network 

can already be connected to the external network), open the browser of the wireless terminal, 

access any website, and you will be redirected to the portal authentication page, after entering 

the account number and password created on the radius server, the authentication can be 

successful. 
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2. If the uplink network is not connected to the DNS server 8.8.8.8, you can open the browser of 

the wireless terminal and manually enter http://2.3.4.5. If it is a V6 environment, manually enter 

http://[1::1], and you will be redirected to the portal authentication page, after entering the created 

account and password, the authentication is successful. 

On the AC web page, click MONITOR > STA List, and you can see the information of wireless 

terminals. 

 

Figure 2.26 Terminal list 

 

 

 ̧ In addition to the BSS configuration, the AP template also needs to configure the 

working signal and channel bandwidth of the AP according to the actual network 

environment. The working channel of the2.4G radio frequency generally chooses1, 

6, and11, and the channel bandwidth chooses HT20. 

 ̧ The above example uses a dual-band AP as an example. Therefore, when 

configuring the BSS in the AP template, select all as the radio ID. For an AP that 

only supports2.4G radios, select1 as the radio ID. 

 ̧ If the content platform is enabled on the authentication server, NAS information 

query needs to be enabled in the wireless service set configuration, and the AC IP 

parameter of NAS information query is configured as the NAS IP address. 

 ̧ When performing portal redirection on a wireless terminal, it should be noted that 

the accessed website must use the http protocol. 

  

http://[1::1/
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2.3 Centralized Forwarding-wpa2-enterprise Authentication 

Configuration Guide 

2.3.1 Networking Requirements 

The AC is connected to the L2 LAN through the bypass mode, the AP is powered by the POE switch, 

the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a wireless 

network named "abc" and enabled with wpa2-enterprise authentication. 

2.3.2 Network Topology 

 

Figure 2.27 wpa2-enterprise authentication in centralized forwarding mode 

Topology introduction: 

Wi-Fi security The authentication method is wpa2-enterprise, 

and the encryption type is AES 

WLAN wireless service set Wireless service set name: wlan1 

SSID: abc 

Data forwarding mode: centralized forwarding 

AP management VLAN vlan10 

AP service VLAN vlan200 

AP management IP address pool 192.168.10.10ð192.168.10.100 
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AP management gateway 192.168.10.254 (on the core switch) 

User IP address pool 192.168.200.10ð192.168.200.100 

User gateway 192.168.200.254 (on the core switch) 

DHCP server The core switch acts as a DHCP server for APs 

and users 

AAS server IP address 192.168.10.253 

2.3.3 Configuration Ideas 

1. Configure intermediate network device interfaces, including POE power supply switches and L3 

core switches; 

2. Configure DHCP server to provide IP address for AP; 

3. Statically configure the IP address of the AC on the AP; 

4. Configure an authentication server on the AC and bind the authentication domain; 

5. Create a wireless service set on the AC, enable wpa2-enterprise authentication, and bind the 

authentication domain; 

6. Create an AP template on the AC, bind the wireless service set and apply it to the AP; 

7. Create an authenticated account and password on the AAS server; 

8. The wireless terminal can successfully access the wireless network; 

2.3.4 Configuration Steps 

1. POE switch (SW1) configuration 

#Create vlan10 and vlan200 on SW1, and configure the link type of gigabitethernet0/1 connected to 

the AP as Trunk, allowing vlan10 and vlan200 to pass through, and the PVID is10. 

SW1#cont 

SW1(config)#vlan10,200 

Please wait...... 

Done. 

SW1(config)# 

SW1(config)#interface gigabitethernet 0/1 

SW1(config-if-gigabitethernet0/1)# switchport mode trunk 

SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,200 

SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10 

SW1(config-if-gigabitethernet0/1)# exit 

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and 

vlan200 to pass through. 
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SW1#cont 

SW1(config)#interface gigabitethernet 0/24 

SW1(config-if-gigabitethernet0/24)# switchport mode trunk 

SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200 

SW1(config-if-gigabitethernet0/24)# exit 

2. Core switch (SW2) configuration 

#Create vlan10, vlan200 and their corresponding vlan interface on SW2, and configure IP address 

for this interface, which will be used as the gateway between AP and wireless terminal. 

SW2#cont 

SW2(config)#vlan10,200 

Please wait...... 

Done. 

SW2(config)# 

SW2(config)#interface vlan10 

SW2(config-if-vlan10)# ip address192.168.10.25424 

SW2(config-if-vlan10)# ip dhcp server 

SW2(config-if-vlan10)# exit 

SW2(config)# 

SW2(config)#interface vlan200 

SW2(config-if-vlan200)# ip address192.168.200.25424 

SW2(config-if-vlan10)# ip dhcp server 

SW2(config-if-vlan200)# 

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and 

configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically 

allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254. 

SW2#cont 

SW2(config)#ip dhcp pool ap-pool 

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.10.254 

SW2(dhcp- config)# exit 

SW2(config)#ip dhcp pool sta-pool 

SW2(dhcp- config)# range192.168.200.10192.168.200.100255.255.255.0 

SW2(dhcp- config)# default-router192.168.200.254 

SW2(dhcp- config)# dns-server 8.8.8.8 

SW2(dhcp- config)# exit 
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#On SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10 

and vlan200 to pass through; configure the link type of gigabitethernet0/10 connected to AC as Trunk, 

allowing vlan10 and vlan200 to pass through. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/1 

SW2(config-if-gigabitethernet0/24)# switchport mode trunk 

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200 

SW2(config-if-gigabitethernet0/24)# exit 

SW2(config)#interface gigabitethernet 0/10 

SW2(config-if-gigabitethernet0/24)# switchport mode trunk 

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200 

SW2(config-if-gigabitethernet0/24)# exit 

#Configure the interface connected to PC. On SW2, configure the link type of gigabitethernet0/20 as 

access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain the 

IP address. 

SW2#cont 

SW2(config)#interface gigabitethernet 0/20 

SW2(config-if-gigabitethernet0/20)# switchport mode access 

SW2(config-if-gigabitethernet0/20)# switchport access vlan10 

SW2(config-if-gigabitethernet0/20)# exit 

3. AP configuration 

#Connect the AP to the gigabitethernet0/1 port of the POE switch, the AP is powered normally, and 

check the IP address obtained by the AP on the core switch SW2. 

SW2 #show ip dhcp pool ap-pool binding 

Current DHCP binding information 

 

Hardware-Address IP-Address Lease Status 

0001.7a20.18401 92.1 68.10.101Day 05:58:44 ACKED 

     

SW2 # 

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the 

figure below. Enter the user name and password, and click the <Login> button to log in. 
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Figure 2.28 AP login page 

#After entering the web management page of the AP, you will first enter the quick wizard configuration 

page. From step1 to step 3, you can directly use the default configuration. In step 4, configure the 

discovery method as static discovery, and configure the IPV4 address of the AC as192.168.10.1 

Finally click the <Finish> button to complete the configuration, after the configuration is successful, it 

will jump to the system monitoring page. 

 

Figure 2.29 AP Configuration Wizard 

4. AC configuration 

#Create vlan10 and vlan200 on the AC, and create the corresponding vlan10 interface, which is used 

to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to 

SW2 as Trunk, allowing vlan10 and vlan200 to pass through. 

AC # con t 

AC(config)#vlan10,200 

Please wait...... 
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Done. 

AC(config)# 

AC(config)#interface vlan10 

AC(config-if-vlan10)# ip address192.168.10.124 

AC(config-if-vlan10)# exit 

AC(config)#interface gigabitethernet 0/1 

AC(config-if-gigabitethernet0/1)# switchport mode trunk 

AC(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,200 

#Configure VLAN200 on the AC to support centralized forwarding. 

AC # con t 

AC(config)#wireless vlan-list200 

AC(config)# exit 

#After completing the above configuration, wait for about two minutes, the AP can successfully 

connect to the AC, and you can view the status of the AP on the AC. Enter http://192.168.10.1 in the 

IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name 

and password, and click the <Login> button to log in 

 

Figure 2.30 AC login page 

#Click MONITOR > AP List, and you can see that the AP is online, as shown in the figure below 

 

http://192.168.10.1/
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Figure 2.31 AP list 

#Add NAS IP. Click CONFIG > AAA > NAS, select the IP address100.0.52.10, and click the <Add> 

button to set it as the NAS IP. 

 

Figure 2.32 NAS configuration 

#Configure authentication server. Click CONFIG > AAA > Radius > Authentication Server List, click 

<Create> to create a new authentication server, configure the server address as192.168.10.253, 

configure the RADIUS client, IP address as100.0.52.10, configure the pre-shared key as admin, and 

click <Add>, after performing the above configuration, click the OK button below to complete the 

configuration of the authentication server. 

 

Figure 2.33 Authentication server configuration 

#Domain configuration. Click CONFIG > AAA > Domain, click <Create> to create a new 

authentication domain, the domain name is the name of the authentication domain, here it is 

configured as yu, enable authentication service, the authentication server selects192.168.10.253, 

and click <Add>, after performing the above configuration, click the OK button below, and the 

configuration of the authentication domain is completed. 
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Figure 2.34 Domain Configuration 

#Create a wireless service set. Click CONFIG > WLAN > Wireless Service to create a wireless service 

set, as shown in the figure below, the wireless name is wlan1, select "Enable" for service status, 

select "centralized forwarding" for forwarding mode, configure SSID as abc, configure user VLAN 

as100, select wpa2-enterprise for authentication mode, select yu for Radius authentication domain, 

and use the default values for other configurations. Click the <OK> button to complete the wireless 

service set configuration. 

 

Figure 2.35 Wireless service configuration 
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Figure 2.36 Wireless service configuration 

#Bind the wireless service set to the AP template. Click CONFIG > WLAN > > AP template to create 

an AP profile, as shown in the figure below. By default, the name of the AP profile is 

Default_FitAP_Profile, which can be changed, and the name cannot be changed after creation. 

 

Figure 2.37 AP template 

#Select the created AP template profile1, click the Edit button, click BSS > Wireless Service Name, 

select wlan1 created above, select ALL for Radio ID, and use default values for other configurations, 

click <OK> button to complete AP template configuration. 
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Figure 2.38 AP template BSS configuration 

#AP template application. Click CONFIG > WLAN > AP Config, select the connected AP, select 

profile1 in the AP module, and then click Apply in the template application. 

 

Figure 2.39 AP configuration 

#Create an authentication account. Create an authentication account on the authentication server. 

The specific steps are omitted. For details, see 4.4 Add an Authentication User on Radius. 

2.3.5 Result Verification 

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the 

wireless terminal, and you will be able to search for the wireless signal abc, and you can successfully 

access it after entering the user name and password. On the AC web page, click MONITOR > STA 

List, and you can see the information of wireless terminals. 

 

Figure 2.40 Terminal list 

 

 

 ̧ In addition to the BSS configuration, the AP template also needs to configure the working 

signal and channel bandwidth of the AP according to the actual network environment. 

The working channel of the2.4G radio frequency generally chooses1, 6, and11, and the 

channel bandwidth chooses HT20. 
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 ̧ The above example uses a dual-band AP as an example. Therefore, when configuring 

the BSS in the AP template, select all as the radio ID. For an AP that only supports2.4G 

radios, select1 as the radio ID. 
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3 AP and User Online Configuration 

Taking local forwarding in a L3 network as an example, the common network diagram is shown in 

Figure 3.1. 

 

Figure 3.1 Network environment 

3.1  VLAN and Interface Configuration 

Configure the Vlan and the address of the Vlan interface to be used in the port configuration menu 

according to the network diagram, and configure the physical port corresponding to the AC, as shown 

in Figure 3.2. 

 

Figure 3.2 Configure vlan and interface address 
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 ̧ It should be noted here that if the AC is used as the user's DHCP server, the user 

VLAN must be configured as "support wireless service forwarding", as shown in 3.3. 

 

Figure 3.3 Support wireless service forwarding 

In vlan address configuration, create a vlan and configure it, as shown in Figure 3.4 and 3.5. 

 

Figure 3.4 Create vlan 
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Figure 3.5 Configure vlan 

3.2 Route Configuration 

If you need to add a route during the networking process, you can directly add it in the "Route" 

submenu, as shown in Figure 3.6. 

 

Figure 3.6 Add route 

3.3 DHCP Configuration 

 

 ̧ AC can be used as a DHCP server (if you want to configure the unlimited enduance 

function of the AP, please do not use the AC as a DHCP server). Currently, the 

address pool supports three types: range, host, and network, which can be 

selected according to the networking requirements. 

 

3.3.1 Configure AP Address Pool 

Configure the AP address pool, as shown in Figure 3.7. 
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Figure 3.7 Configure AP address pool 

 

 ̧ If the AP goes online across the L3 network, you need to configure the Option 43 

address (IP address of the AC), as shown in Figure 3.8. 

 

Figure 3.8 Configure option43 address 

3.3.2 Configure STA Address Pool 

The configuration of the STA address pool is the same as that of the AP address pool. 
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3.4 Check Online Status of AP 

Check the AP status on the WEB interface, as shown in Figure 3.9. 

 

Figure 3.9 Check AP online status 

Click the MAC address in the list to view more detailed AP information. 

3.5 Wireless Service Set Configuration 

Click "WLAN " in the "CONFIG" menu, select "Wireless Service " in the submenu to see the existing 

wireless services, and click "Create" at the top of the page to create a new wireless service, as shown 

in Figure 3.10. 
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Figure 3.10 Create a wireless service set 

Some functions of this page are introduced: 

1. "Service Status": If this function is enabled, the wireless service will be enabled after it is created. 

2. " SSID hidden": If this function is enabled, the user will not be able to search for the SSID, and 

can only connect through manual creation. 

3. "User VLAN": User service VLAN. 

4. " User Isolation": If this function is enabled, users under the same SSID cannot access each 

other (only users under the same SSID and the same AP can be isolated in the local forwarding 

network). If the customer has no special needs, please enable this function. 

5. " Load balance ": If this function is enabled, when the wireless service is bound to multiple APs 

at the same time, according to the load of each AP, the user will be preferentially associated with 

the AP with a relatively small load. 

6. " NAS Search": Please enable this function when connecting to content platforms or when you 

need to use X-MASTER APP. 

7. "AC-IP": This address is the IP address on the AC communicating with the AP (the original ac 

source ip under wireless). 

8. " Signed key": used by nasgetinfo, two parameters of time stamp and md5 signature are added 

in the return value of NAS information query. The md5 calculation parameters are: existing push 

parameters + time stamp + pre-shared key generation, and the pre-shared key used for NAS 

query uses the signature password in the NAS information query of the wireless service set. 
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3.6 AP Template Configuration and Distribution 

If no AP profile is created, the default profile "Default_FitAP_Profile" carried by the system can be 

used. On this page, you can directly choose to edit the existing default template or create a new 

template. Create a template named profile1 as shown in Figure 3.12. 

 

Figure 3.12 Create an AP template 

3.6.1 Create an AP Template 

1. Basic configuration 

Figure 3.13 shows the basic configuration of an AP template. 

 

Figure 3.13 Basic configuration of AP template 

Some functions of this page are introduced: 

A. "Max. Users": This function indicates that the number of wireless terminals that can be 

accessed by the AP using this template can be limited. 

B. "Uplink Integrity Detection": When the AP detects that the AC link is disconnected, handle it 

according to the configured link detection policy. The current uplink detection methods 
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include: AP uplink physical link detection, AC/AP CAPWAP link detection; when a link 

abnormality is detected, the processing actions include: turn off RF and restart the AP. 

C. "Band Navigation ": This function consists of two sub-functions, one is the navigation 

function (ie, 5G priority), and the other is the balancing function (ie, load balancing between 

RF). 

D. "5G Priority": If this function is enabled, the AP will guide dual-band wireless terminals to 

connect to the 5G SSID first. 

E. "Load balancing between RF": If this function is enabled, the AP will balance the number of 

STAs associated with2.4G and 5G radios. 

 

 

 ̧ It should be noted on this page that if you want to use the new AP template 

as the default template (that is, the template will be automatically loaded when 

the zero-configuration AP goes online), you must fill in the AP device type (the 

AP device type can be queried in the AP information). For example, If the 

device type is configured as "WA2600-830-PTE(V2)", all zero-configuration 

APs of the WA2600-830-PTE(V2) model will automatically load this template 

when they go online 

 

2. RF configuration 

By default, Radio1 is 2.4GHz and Radio2 is 5.2GHz, as shown in Figure 3.14. 
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Figure 3.14 RF configuration 

Some functions of the RF configuration page are introduced: 

A. "Channel": When deploying APs in a large area, please try to ensure the use of1, 6, and11 

channels for2.4G. 

B. "RSSI Threshold": Users whose signal strength is lower than this threshold cannot access 

(please modify this value carefully). 

The time policy can be bound in the RF timing policy, where the time policy is configured in the "Time 

Rules" in the "Access Control", as shown in Figure 3.15 

 

Figure 3.15 Timing policy 

 

 

 ̧ The forced rate in a/b/g mode must be configured with a value, and the forced rate 

in n/11ac mode is not configured by default; 

 ̧ The supported rate of the a/b/g mode cannot be configured repeatedly with the 
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mandatory rate; 

 ̧ The supported rate of the n mode mcs num must be greater than or equal to 

mandatory rate mcs num; 

 ̧ The supported rate of11ac mode nss num must be greater than or equal to the 

mandatory rate nss num. If the nss is the same, the supported rate mcs num 

must be greater than or equal to the mandatory rate mcs num; 

 ̧ When the a/b/g multicast rate is auto, the AP selects the largest value in the 

mandatory rate set, and the multicast rate range must be selected in the mandatory 

rate set; 

 ̧ The n/11ac multicast rate is disabled by default. If selected, its range must be 

within the range of the mandatory rate set; 

 ̧ Management frame rate and Beacon frame rate must be selected within the 

mandatory rate set. 

 ̧ If there is no special requirement, it is recommended to use the default value for 

the configuration of the wireless rate set. 

 

3.BSS configuration 

Bind the SSID in the AP template. Dual-band devices have Radio1 (2.4GHz) and Radio2 (5.2GHz) 

frequency bands. Tri-band devices have Radio1 (2.4GHz) and Radio2 (5.2GHz) frequency bands, 

and Radio3 (5.8GHz) frequency bands. Select the corresponding working frequency band according 

to actual needs. If all frequency bands are required, please select "ALL" in the Radio ID, as shown in 

Figure 3.16. 

 

Figure 3.16 BSS configuration 
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BSS can also perform customized configuration of "timing policy", "wireless access control", and 

"enable SAVI" functions. Click the " Advanced" button behind the row of the bound wireless service 

level to enter the custom configuration page, as shown in Figure 3.17 and 3.18. 

 

Figure 3.17 Edit BSS 

 

Figure 3.18 Customized configuration of BSS 

Some functions and precautions: 

A. "SAVI Enable": When this function is enabled, users will not be able to configure static IP privately. 

B. "WLAN ACL": Only AP ACL can be bound here, please create before binding. Click CONFIG > 

Access Control > WLAN ACL, fill in the policy set name and select the policy set type,and click Add 

button to complete this configuration, as shown in Figure 3.19. 
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Figure 3.19 Create AP ACL 

Click the created policy set name to edit the policy set, as shown in Figure 3.20. 

 

Figure 3.20 Configure Policy Set 

4. Bandwidth configuration 

Bandwidth configuration supports bandwidth configuration for users and BSS and intelligent 

equalization of user bandwidth, as shown in Figure 3.21. 
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Figure 3.21 Bandwidth configuration 

Ä "User bandwidth configuration": Specifies the bandwidth limit of a single user under the wireless 

service, and equally share the bandwidth of multiple access users; 

B̈ "BSS Bandwidth Configuration": Specifies the total bandwidth of the wireless service. 

 

 

 ̧ The sum of user bandwidth and BSS bandwidth limits cannot exceed the total AP 

bandwidth limit 

 

5, advanced configuration 

The advanced configuration in the AP template is shown in Figure 3.22. 

 

Figure 3.22 Advanced configuration 

Ä"ARP broadcast to unicast": If this function is enabled, all ARP broadcast packets from AP to STA 

will be converted to unicast. 

B̈"DHCP broadcast to unicast": If this function is enabled, all DHCP broadcast packets from AP to 

STA will be converted to unicast. 

C̈"Aging Time": The aging time of broadcast-to-unicast data entries on the AP. 

6. Time zone setting 

Figure 3.23 shows the time zone settings in the AP template. 
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Figure 3.23 Advanced configuration 

Ä"Time Zone ": If this function is turned on, it can be set according to the time zone corresponding 

to the current country. 

3.6.2 AP Template Delivery 

Click CONFIG > WLAN > AP Config, check the AP that needs to deliver configuration (single selection 

or multiple selection), select the template in the AP template list menu, and click the Apply button on 

the right to complete the delivery of the template configuration, as shown in Figure 3.24. 

 

Figure 3.24 AP template delivery 

3.6.3 Customize AP Configuration 

In addition to delivering a unified template to APs, customized configurations can also be performed 

for a single AP. 

Perform the customized configuration for the AP directly in the "AP Config" submenu, select the AP 

to be customized, and click "Edit", as shown in Figure 3.25 and 3.26. 
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Figure 3.25 Select AP 

 

 

Figure 3.26 Customize AP configuration 

3.6.4 DTLS Encryption Configuration 

DTLS encryption supports two encryption methods, PSK and certificate, which can be selected during 

configuration. When enabling PSK encryption, you need to set a pre-shared key; when enabling 

certificate encryption, you need to import certificates to the device in advance, including AC 

certificates, CA certificates, and KEY certificates, as shown in Figure 3.27 and Figure 3.28. 
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Figure 3.27 PSK encryption settings of DTLS 

 

Figure 3.28 DTLS certificate mode encryption settings 
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4 Authentication Function Configuration 

4.1 NAS Configuration 

Configure the address for communication between the AC and the authentication server. Multiple 

addresses can be configured, as shown in Figure 4.1. 

 

Figure 4.1 NAS configuration 

4.2 Connect to Portal Server 

Log in to the portal server management page: http://XXXX/portal/NMLogin.jsp 

The AC device can be automatically registered to the portal-radius server, or can be manually 

registered. The following describes the manual registration method. Click "Device Management", 

select Add, and fill in the relevant configuration in the pop-up box. 

 

Figure 4.2 Portal server adding devices 

http://x.x.x.x/portal/NMLogin.jsp
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After adding, select the added device and click "View Status" to check whether the AC status is 

normal. 

 

Figure 4.3 Check AC status 

Note that the device key is the same as the shared key configured in radius on the AC. 

 

Figure 4.4 Shared key 

4.3 Add AC Device on radius 

Since the portal server and radius server are integrated together, the steps of adding AC devices 

have been completed in 5.2. 
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4.4 Add Authenticated Users on radius 

Click "User Management", select Add, and fill in the relevant configuration in the pop-up box. 

 

Figure 4.5 Add users on the radius server 

 

 

 ̧ The above content is the configuration for docking with Maipu portal server 

 

4.5  802.1X Authentication Configuration 

4.5.1 Add Device 

Follow the steps in 4.3 and 4.4 to add AC to the authentication server 

4.5.2 Configure radius on AC 

1. Authentication server configuration 



MyPower WNC6600 Series Wireless Controller Operation Guide                                                                  

 

copyright ÒMaipu, all rights reserved 

 

 

Figure 4.6 Create an authentication server 

 

Figure 4.7 Authentication server configuration 

 

2. Accounting server configuration 

The accounting server is not a mandatory item and can be configured according to actual needs. The 

configuration method is the same as that of the authentication server. Please note that the port is 

distinguished from the authentication server. 

 

Figure 4.8 Create an accounting server 

3. Authentication domain configuration 

Bind the previously configured authentication server and accounting server to the domain. 
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Figure 4.9 Configure authentication domain 

4.6 External Portal Authentication Configuration 

4.6.1 Configure AC Device Name 

 

Figure 4.10 Configure AC name 

 

4.6.2 Portal Redirection Group Configuration and Application 

1. Create a Portal redirection group 

 




























































































































































