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Security Statement

Important! Before powering on and starting the product, please read the security and
compatibility information of the product.

Environmental Protection

This product has been designed to comply with the environmental protection requirements.
The storage, use, and disposal of this product must meet the applicable national laws and
regulations.
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Manual Introduction

This document mainly introduces how to quickly use the WEB configuration function of the
WNC6600 series wireless controller, including the configuration wizard and the introduction of
specific functions. This document cooperates with "MyPower WNC6600 Series Wireless
Controller Configuration Manual" and "MyPower WNC6600 Series Wireless Controller
Command Manual" to help readers master the use of specific commands.

product version

The product version corresponding to this manual is shown below.

Product Name Product Model
MyPower WNC6600 Series Wireless WNC6600-100-AC (V1)
Controller

WNC6600-200 - AC (V1)

WNC6600-500-AC (V1)

WNC6600-1000-AC (V1)

WNC6600-2000-AC (V1)

Readers
This manual is mainly applicable to the following persons:
On-site technical support and maintenance personnel

Administrators responsible for network configuration and maintenance

Conventions

Conventions of screen output format:

Format Description

Screen print Represents the output information of the screen

Keywords of Screen The red part represents the key information in the screen
print output

Symbol conventions:

Format Description

@Nnte An alert that contains additional or supplementary information.
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Format Description

An alert that calls attention to important information that if not
@ Caution | understood or followed can result in data loss, data corruption,

or damage to hardware or software.

An alert that calls attention to important information that if not

®Wﬂ rning understood or followed can result in personal injury or device

damage.
Command conventions:
Convention Description
Bold text represents commands and keywords that you enter
Boldface . P W 4
literally as shown.
ltalic Italic text represents arguments that you replace with actual
values.
(] Square brackets enclose syntax choices (keywords or
arguments) that are optional.
(xIy]..1} Braces enclose a set of required syntax choices separated by
Y1 vertical bars, from which you select one.
(1] Square brackets enclose a set of optional syntax choices
yl. separated by vertical bars, from which you select one or none.
Asterisk marked braces enclose a set of required syntax
{x]yl|..}* choices separated by vertical bars, from which you select at
least one.
&<1-n> The argument or keyword and argument combination before
the ampersand (&) sign can be entered 1 to n times.
# A line that starts with a pound (#) sign is comments.

The icons used in the manual and the meanings:

Icon Description

w Represents a generic switch
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Icon Description

Represents a generic router

Product supporting manual

The accompanying manuals for this product are as follows:

Manual Name Overview

"MyPower  WNC6600  Series | |niroduces the hardware —specifications and
Wireless  Controller Installation

Manual” installation methods of the device in detail, and

guides you to install the device.

"MyPower  WNC6600 Series | Introduces the configuration method and
Wireless Controller Configuration | configuration steps of the device software functions
Manual" in detail, and provides typical cases for reference.

"MyPower  WNC6600 Series | Introduces the commands of WNCG6600 series
Wireless  Controller Command | devices in detail, which is equivalent to a command
Manual" dictionary, which is convenient for consulting the

functions of each command.

DatAaqui sMet maond
Obtain the latest product manuals from Maipu's website (www.maipu.com).

Technical Support

If you encounter difficult-to-determined or difficult-to-solve problems in the process of
equipment operation and maintenance, and you still cannot solve them through the guidance
of the manual, please contact Maipu Technology Service Center directly, and we will provide
you with technical support services.
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1 Log 1| nd\wi de

The login methods include WEB page, console port login, Telnet login, and SSH login. Currently, the
most commonly used login method is the WEB page. This method is easy to use, has strong
visualization and operability, and can manage and configure the AC quickly and conveniently.
Console port login:

Use a serial cable to connect the console ports of the PC and the AC, select the Serial protocol and
the corresponding COM port, and change the baud rate to 9600 to log into the AC.

Telnet login:

Use a network cable to connect the control PC (configure the static address 0f192.168.1.0/24 on the
PC side) to the DCO port of the AC (the default address is192.168.1.100), and the Telnet address
i5192.168.1.100.

SSH login:

Use a network cable to connect the control PC (configure the static address 0f192.168.1.0/24 on the
PC side) to the DCO port of the AC (the default address is192.168.1.100), and the SSH address
i5192.168.1.100.

WEB page login:

Use a network cable to connect the control PC to the DCO port of the AC (configure a static address
0f192.168.1.0/24 on the PC side), open a WEB browser on the PC side, and enter:192.168.1.100 in

the address bar to access the WEB login of the AC page, as shown in Figurel.1.
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USER LOGIN

Username

Q | Account

Password

Password

Copyright © 2015 Maipu Communication, Al Rights Reserved

Recommend the use of browser over IE8.0,0ptimum screen resolution:1024768 pixels.

Figure 1.1 Web login page
In the opened login interface, enter the default user name and password (user name: admin,
password: admin), and the system will prompt that the password needs to be changed, after
successfully changing the password, log in again and enter the WEB page of AC, as shown in

Figurel.2.

- e
MAiF‘U WNC6600-1000-AC(V1) Wireless Controller (%) Sweet promt In the device after successing config current device \D 5
m 8 Summary () Q
MONITOR ’
APList Online [ 246
STALix Connect ([l 56
Offiine windows [l
Rogue List ’ android ([
Rogue Rules > i0s
Q
RRM Repor Other
%
0 2818%100
AP Info STA Info CPU Utilization Memory Utilization

System Current
ime

After entering the page, you can modify the management address of the AC according to the

2023-01-17 21:27:36 Tuesday

Figure 1.2 WEB page

networking requirements, as shown in Figurel.3.
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Basic Info

Device 1P 192.168.1.100 MAC Address CC:D8:1F:43:81:DA
Host Name act System Name WNCE600

Softwars Version  7.7.2.15(R) Hardware Version 002

System Running 4 gays 0 hours 19 minutes 45 seconds Monitor Version 134
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.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller

Basic Config

Basic Config

Time Zone Config

DCO config

1P Address:

192.168.1.100

255.255.255.0

{ro00c. X000 0000)

Figure 1.3 AC management address

You can also modify the country code of the AC according to the country and region.

CN/HK/Russia/Belarus/Indonesia/Malaysia/Turkey/Thailand are currently supported, as shown in

Figurel.4.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller

Basic Config

Time Zone Config MGMT Interface Config

1111.0028.280.01

Submit

AC Name

AC Priority a (0~7)

Host Name ACL

Country/Region N ~ l

Note: switching the country / region will affect the configuration of the channel value. Please confirm and then switch!

Figure 1.4 Configure the AC country code

The priority in the basic settings is the default priority, and the AC will carry this field in the packet for

the AP to select the AC. If the AP joins the backup group, it carries the priority in the backup group,

as shown in Figurel.5.
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MAi._-DI_I WNC6600-1000-AC(V1) Wireless Controller ! !
Q — Basic Config
MONITOR
Time Zone Config MGMT Interface Config
AC Name 1111.0028.280.01
AC Priority 4 (©~7)
Host Hame ACL
Country/Region CN v
Note: switching the country / region will affect the configuration of the channel value. Please confirm and then switc

Figure 1.5 Configure AC priority

The currewtrbi owseéers recommended to
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2 Qui ck Configuration

21 Locaolr wrar avipa-@er scdAma hent iGoatfit@mur at i
Gui de

211 Net wor keignug rRRment s

The AC connects to the L2 LAN through the bypass mode, the AP supplies power through the POE
switch, the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a

wireless network with the name "abc" and enabled with wpa2-personal authentication.

212 Net woo ko lTogy

——=\_Internet
SwW1 SW2 Firewall
Figure2.1 wpa2-personal authentication in local forwarding mode
Topology introduction:

Wi-Fi security wpa2-personal authentication, encryption
type is AES

WLAN wireless service set Wireless service set name: wlanl
SSID: abc

Data forwarding mode: local forwarding

AP management VLAN vlan10

AP service VLAN vlan100

AP management IP address pool 192.168.10.106 192.168.10.100
AP management gateway 192.168.10.254 (on the core switch)
User IP address pool 192.168.100.108 192.168.100.100
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User gateway 192.168.100.254 (on the core switch)

DHCP server The core switch acts as a DHCP server for

APs and users

Table2.1 Topology introduction

213 Confi gudatison |

1. Configure intermediate network devices, including POE power supply switches and L3 core
switches;

Configure DHCP server to provide IP address for AP;

Statically configure the IP address of the AC on the AP;

Create a wireless service set on the AC, and the authentication method is wpa2-personal;

Create an AP template on the AC, bind the wireless service set and apply it to the AP;

o g A~ w D

The wireless terminal accesses the wireless network, and the entries on the AC are normal;

214 Confi guiStae p ©n

1. POE switch (SW1) configuration
#Create vlan10 and vlan100 on SW1, and configure the link type of gigabitethernet0/1 connected to

the AP as Trunk, allowing vlan10 and vlan100 to pass through, and the PVID is10.
SWi#cont

SW1(config)#vlan10,100

Please wait......

Done.

SW1(config)#

SW1(config)#interface gigabitethernet 0/1

SW1(config-if-gigabitethernet0/1)# switchport mode trunk

SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,100
SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10
SW1(config-if-gigabitethernet0/1)# exit

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and
vlan100 to pass through.

SWl#cont

SW1(config)#vlan10,100

Please wait......

Done.

SW1(config)#

copyright OMaipu, all rights reserved



MyPower WNC6600 Series Wireless Controller Operation Guide

SWl(config)#interface gigabitethernet 0/24
SW1(config-if-gigabitethernet0/24)# switchport mode trunk
SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100
SW1(config-if-gigabitethernet0/24)# exit

Core s@®Wlcbnfiguration
#Create vlan10, vlan100 and their corresponding vlan interface on SW2, and configure IP address

for this interface, which will be used as the gateway between AP and wireless terminal.
SW2#cont

SW1(config)#vlan10,100

Please wait......

Done.

SW2(config)#

SW2(config)#interface vlan10

SW2(config-if-vlan10)# ip address192.168.10.25424

SW2(config-if-vlan10)# ip dhcp server

SW2(config-if-vlan10)# exit

SW2(config)#

SW2(config)#interface vlan100

SW2(config-if-vlan100)# ip address192.168.100.25424

SW2(config-if-vlan100)# ip dhcp server

SW2(config-if-vlan100)#

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and
configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically
allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254.
SW2#cont

SW2(config)#ip dhcp pool ap-pool

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0

SW2(dhcp- config)# default-router192.168.10.254

SW2(dhcp- config)# exit

SW2(config)#ip dhcp pool sta-pool

SW2(dhcp- config)# range192.168.100.10192.168.100.100255.255.255.0

SW2(dhcp- config)# default-router192.168.100.254

SW2(dhcp- config)# dns-server 8.8.8.8

SW2(dhcp- config)# exit
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#0n SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10
and vlan100 to pass through; configure the link type of gigabitethernet0/10 connected to AC as
access, and vlan as10.

SW2#cont

SW2(config)#interface gigabitethernet 0/1

SW2(config-if-gigabitethernet0/24)# switchport mode trunk

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100

SW2(config-if-gigabitethernet0/24)# exit

SW2(config)#interface gigabitethernet 0/10

SW2(config-if-gigabitethernet0/24)# switchport mode access

SW2(config-if-gigabitethernet0/24)# switchport access vlan10

SW2(config-if-gigabitethernet0/24)# exit

#Configure the interface connected to the PC. On SW2, configure the link type of gigabitethernet0/20
as access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain
the IP address.

SW2#cont

SW2(config)#interface gigabitethernet 0/20

SW2(config-if-gigabitethernet0/20)# switchport mode access

SW2(config-if-gigabitethernet0/20)# switchport access vlan10

SW2(config-if-gigabitethernet0/20)# exit

AP configuration
#Connect the AP to the gigabitethernet0/1 port of the POE switch, AP supplies power normally, and

check the IP address obtained by the AP on the core switch SW2.
SW2 #show ip dhcp pool ap-pool binding

Current DHCP binding information

Hardware-Address IP-Address Lease Status

0001.7a20.1840 192.1 68.10.101Day 05:58:44 ACKED
SW2 #

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the

figure below. Enter the user name and password, and click the <Login> button to log in.
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o Language Engish v
M A I p U ity
2

Wireless Access Point Lokl

Figure 2.2 AP login page
#After entering the web management page of the AP, you will first enter the quick wizard configuration
page. From stepl to step 3, you can directly use the default configuration. In step 4, configure the
discovery method as static discovery, and configure the IPV4 address of the AC as192.168.10.1. If
in the V6 environment, you can also configure the IPV6 address of the AC, and finally click the <Finish>
button to complete the configuration, after the configuration is successful, it will jump to the system
monitoring page.

L]
MAIRPU Wireless Access Point

Quick Guide

Quick Guide

Discovery Mode

Discovery Mode
Authentication Method
Tunnel Keepalive

IP Protocol Support

AC IPva Address 192.168.10.1

AC Control Port
AC Data Port 5247

Secondary AC IPv4 Address
Secondary AC Control Port 524

Secondary AC Data Port 5247

Figure 2.3 AP Configuration Wizard
4, AC configuration
#Create vlan10 and vlan100 on the AC, and create the corresponding vlan10 interface, which is used
to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to
SW2 to access, and vlan to10.
AC #con't

AC(config)#vlan10,100
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Please wait......

Done.

AC(config)#

AC(config)#interface vlan10

AC(config-if-vlan10)# ip address192.168.10.124

AC(config-if-vlan10)# exit

AC(config)#interface gigabitethernet 0/1

AC(config-if-gigabitethernet0/1)# switchport mode access

AC(config-if-gigabitethernet0/1)# switchport access vlian10

# After completing the above configuration, wait for about two minutes, the AP can successfully

connect to the AC, and you can check the status of the AP on the AC. Enter http://192.168.10.1 in

the IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name

and password, and click the <Login> button to log in.

USER LOGIN

Username

> Account

Password

Password

Copyright © 2015 Maipu Communication, All Rights Reserved

Recommend the use of browser over 1E8.0,0ptimum screen resolution:1024768 pixels.

Figure 2.4 AC login page
#Click MONITOR > AP list, and you can see that the AP is online, as shown in the figure below.

=

.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller §) Sweet promp.1n the main prepared scenrio please config otbr device afer soccessing config curear device. (1) ()
E AP List
Filter Condition ~ Online AP+ Sort Mode  IP Ascending Order + W Filter
(2 Export CSV File Total : 2; Online : 2, Connecting : 0, Offline : 0.
MAC P Outside Gobal Address AP Name Status | APLocation  Software Version  Device Model  Backup Status Associated STAS
CC:D8:1F:96:74:6E 10.11.12.213 10.11.12.213(57795) WA2600-821-PE(V2) Online 200.20.2.6(R) WA2600-821-PE(V2) Master Q
CC:DB:1FI96:70:F4 10.11.12.223 10.11.12.223(46867) WA2600-821-PE(v2)| Online 200.20.2.6(R)  WA2600-821-PE(V2)  Master P
N P

Figure 2.5 AP list
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#Create a wireless service set. Click CONFIG > WLAN > Wireless Service, and create a wireless
service set, as shown in the figure below, the wireless name is wlanl, s el ect foEsevick | e 0
status, select "distributed forwarding" for forwarding mode, configure SSID as abc, configure user
VLAN as100, select w pa2- personal for the authentication type, set the password t012345678, and
use the default values for other configurations. Click the <OK> button to complete the configuration

of the wireless service set.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller [

e S
MONITOR. :

Figure 2.6 Wireless service configuration
#Bind the wireless service set to the AP profile. Click CONFIG > WLAN > AP Template to create an
AP profile. By default, the name of the AP profile is Default_FitAP_Profile, which can be changed,
after the creation is completed, the name cannot be changed, as shown in Figure2.7, create a new
profile and name it profilel.

:
MAIPU  WNC6600-1000-AC(V1) Wireless Controller \ '
:

AP Template

emplate Name

Radio WLAN
Radio ID | Channel Bandwidth Channel Ho ssID User VLAN Auth Type Encrypt Type

HT20

1

2 HT40 Auta
1 HT20 6
2

HT40 Auto

Figure 2.7 AP template
#Select the created AP template profilel, click the Edit button, Click BSS > Wireless Service Name,
select wlanl created above, select ALL for Radio ID, and use default values for other configurations,

click <OK> button to complete AP template configuration.
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.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller 1) (>
Q Edit AP Template
MONTTOR
%} - Basic Radio \:I Bandwidth Advanced Config Time Zone Config
(> WLAN
oo Wireless Service No Wireless Service Name Radio ID User VLAN ssIin Auth Type Encrypt Type
wian1 v AlL~| 100 abe WPAZ-Persona AES Bl Advanced
2 Close v 1T~ B Advance
3 =3 v 1 -
Close v 1~
5 v 1~
6 e v 1 v
o v T~ Advanced
8 o v 1~ & Ad ]

Figure 2.8 AP profile BSS configuration
#Apply the AP template. Click CONFIG > WLAN> AP Config, select the connected AP, select profilel
in the AP template, and then, click Apply in the template application.

"
MAIPU  WNC6600-1000-AC(V1) Wireless Controller

mecface Config > P
m AP Config

MONITOR
- AP Group Group Type | Image Upgrade v NONE-- +
Py
114 WLAN - AP Template list| ~NONE- v
CONFIG —
Filter Conditien ALL ~ ¥ Filter
P Group
+ Create # Edit ] Delete © Reboot
. ; - Backup
MAC Config Status AP Template AP Name AP Group AP Location Status
L Status
CC:D8:1F:96:74:6E Customization profile? vI WA2600-821-PE(V2) NONE-- Online Master
CC:D8:1F:96:70:E4 Customization NONE. v WA2600-821-PE(V2) NONE Online Master
| 20w

Figure 2.9 AP template application

215 Resweti ficati on

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the
wireless terminal, and you can search for the wireless signal abc, after connecting to abc, click

MONITOR >STA List on the AC web page, and you can see the information of the wireless terminal.

.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller

) STA List
()
MONITOR
Filter Option | ALL - Filter
e to Offline 1 Export CSV File Total : 1 Online:1 Offiine : 0
MAC i Status AP Name AP Location  SSID  Freguency Band os Online Time Tx/Rx Rate
GA:EE:64:08:18:52  10.11.12.233  Authorized  WA2600-821-PE(V2) abe 56 Unknown — 2023-01-17 22:04:58 0 bps/0 bps

Figure2.10 Terminal list
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@Note
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The AC is connected to the L2 LAN through the bypass mode, the AP is powered by the POE switch,
the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a wireless

network named "abc" and enabled with portal authentication.

222 Nd worokp ofl ogy

Gi0/24

Radius/Portal

_Internet

Figure2.11 Portal authentication in local forwarding mode

Topology introduction:
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Wi-Fi Security portal authentication, no encryption
WLAN wireless service set Wireless service set name: wlanl
SSID: abc

Data forwarding mode: local forwarding

AP management VLAN vlan10

AP service VLAN vlan100

AP management IP address pool 192.168.10.100 192.168.10.100

AP management gateway 192.168.10.254 (on the core switch)

User IP address pool 192.168.100.106 192.168.100.100

User gateway 192.168.100.254 (on the core switch)
DHCP server The core switch acts as a DHCP server for

APs and users

AAS server IP address 192.168.10.253

Table 2.2 Topology introduction

223 Configudatison |

o a ~ w D

~

Configure intermediate network device interfaces, including POE power supply switches and
Layer 3 core switches;

Configure DHCP server to provide IP address for AP;

Statically configure the IP address of the AC on the AP;

Create a portal redirection group on the AC and configure the portal server IP address;
Configure an authentication server on the AC and bind the authentication domain;

Create a wireless service set on the AC, bind the portal redirection combination authentication
domain;

Create an AP template on the AC, bind the wireless service set and apply it to the AP;

Create an authentication account and password on the portal server;

The wireless terminal accesses the wireless network and can perform portal authentication;

224 configuration steps

1.

POE switkhbhotfSWgurati on
#Create vlan10 and vlan100 on SW1, and configure the link type of gigabitethernet0/1 connected to

the AP as Trunk, allowing vlan10 and vlan100 to pass through, and the PVID is10.

SWi#cont

SW1(config)#vlan10,100
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Please wait......

Done.

SW1(config)#

SW(config)#interface gigabitethernet 0/1
SW1(config-if-gigabitethernet0/1)# switchport mode trunk
SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,100
SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10
SW1(config-if-gigabitethernet0/1)# exit

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and
vlan100 to pass through.

SWl#cont

SW1(config)#

SW1(config)#interface gigabitethernet 0/24
SW1(config-if-gigabitethernet0/24)# switchport mode trunk
SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100
SW1(config-if-gigabitethernet0/24)# exit

Core s@®WIcbnfiguration
#Create vlan10, vlan100 and their corresponding vlan interface on SW2, and configure IP address

for this interface, which will be used as the gateway between AP and wireless terminal.

SW2#cont

SW2 (config)#vlan10,100

Please wait......

Done.

SW2(config)#

SW2(config)#interface vlan10

SW2(config-if-vlan10)# ip address192.168.10.25424

SW2(config-if-vlan10)# ip dhcp server

SW2(config-if-vlan10)# exit

SW2(config)#

SW2(config)#interface vlan100

SW2(config-if-vlan100)# ip address192.168.100.25424

SW2(config-if-vlan10)# ip dhcp server

SW2(config-if-vlan100)#

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and
configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically

allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254.
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SW2#cont

SW2(config)#ip dhcp pool ap-pool

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0

SW2(dhcp- config)# default-router192.168.10.254

SW2(dhcp- config)# exit

SW2(config)#ip dhcp pool sta-pool

SW2(dhcp- config)# range192.168.100.10192.168.100.100255.255.255.0

SW2(dhcp- config)# default-router192.168.100.254

SW2(dhcp- config)# dns-server 8.8.8.8

SW2(dhcp- config)# exit

#0n SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10
and vlan100 to pass through; configure the link type of gigabitethernet0/10 connected to AC as
access, and vlan as10.

SW2#cont

SW2(config)#interface gigabitethernet 0/1

SW2(config-if-gigabitethernet0/24)# switchport mode trunk

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,100

SW2(config-if-gigabitethernet0/24)# exit

SW2(config)#interface gigabitethernet 0/10

SW2(config-if-gigabitethernet0/24)# switchport mode access

SW2(config-if-gigabitethernet0/24)# switchport access vlan10

SW2(config-if-gigabitethernet0/24)# exit

#Configure the interface connected to PC. On SW2, configure the link type of gigabitethernet0/20 as
access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain the
IP address.

SW2#cont

SW2(config)#interface gigabitethernet 0/20

SW2(config-if-gigabitethernet0/20)# switchport mode access

SW2(config-if-gigabitethernet0/20)# switchport access vlan10

SW2(config-if-gigabitethernet0/20)# exit
AP configuration
#Connect the AP to the gigabitethernet0/1 port of the POE switch, the AP is powered normally, and

check the IP address obtained by the AP on the core switch SW2.
SW2 #show ip dhcp pool ap-pool binding

Current DHCP binding information
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Hardware-Address IP-Address Lease Status

0001.7a20.18401 92.1 68.10.101Day 05:58:44 ACKED

SW2 #

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the

figure below. Enter the user name and password, and click the <Login> button to log in.

MAIDU =

Wireless Access Point Loom

Fig>urre 2.12 AP login page
#After entering the web management page of the AP, you will first enter the quick wizard configuration
page. From stepl to step 3, you can directly use the default configuration. In step 4, configure the
discovery method as static discovery, and configure the IPv4 address of the AC as192.168.10.1. If it
is in the V6 environment, you can also configure the IPV6 address of the AC, and finally click the
<Finish> button to complete the configuration, after the configuration is successful, it will jump to the

system monitoring page.

L]
MAIRPU Wireless Access Point

Quick Guide  MONI

Quick Guide

—O0 124 ©

Mode Settings Interface Settings Access VLAN

Discovery Mode

Discovery Mode
Authentication Method |
Tunnel Keepalive

1P Protocol Support

| AciPva Address

AC Data Port 5724/
Secondary AC IPv4 Address
Secondary AC Control Port 524

Secondary AC Data Port 5247
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Figure 2.13 AP Configuration Wizard
4, AC configuration
#Create vlan10 and vlan100 on the AC, and create the corresponding vlan10 interface, which is used

to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to
SW2 to access, and vlan to10.

AC #cont

AC(config)#vlan10,100

Please wait......

Done.

AC(config)#

AC(config)#interface vlan10

AC(config-if-vlan10)# ip address192.168.10.124

AC(config-if-vlan10)# exit

AC(config)#interface gigabitethernet 0/1

AC(config-if-gigabitethernet0/1)# switchport mode access

AC(config-if-gigabitethernet0/1)# switchport access vian10

#After completing the above configuration, wait for about two minutes, the AP can successfully

connect to the AC, and you can view the status of the AP on the AC. Enter http://192.168.10.1 in the

IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name

and password, and click the <Login> button to log in.

USER LOGIN

Username

Q | Account

Password

Password

Copyright © 2015 Maipu Communication, All Rights Reserved

Recommend the use of browser over IE8.0,0ptimum screen resolution:1024768 pixels

Figure 2.14 AC login page
#Click MONITOR > AP list, and you can see that the AP is online, as shown in Figure2.15 below.
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.
MAIPL  WNC6600-1000-AC(V1) Wireless Controller 5 Sweet promp.In the main prepared scenario please config otber desice afer suecessing config curreat device. (|
AP List

Filter Condition = Online AP+ Sort Mode  IP Ascending Order + Filte

Total : 2; Online : 2, Connecting : 0, Offline : 0.

ted STA
DIAGNGSIS JRRM Repart CC:D8:1F:96:74:6E 10.11.12.213 WA2600-821-PE(V2) Q
Q CC:DB:1F:96:70:E4 10.11.12.223 10.11.12.223(46867) WA2600-821-PE(V2) 0 F 00-821-PE 1 [
DEVICE
A < < B 20 v

Figure 2.15 AP list

#Add NAS IP. Click CONFIG > AAA > NAS, select the IP address100.0.52.10, and click the <Add>
button to set it as the NAS IP.

MAi:lu WNC6600-1000-AC(V1) Wireless Controller { ! )
NAS Config
P 0111261 v + Ad
Del

100.0.52.10

Figure 2.16 NAS configuration
#Create a portal redirection group. Click CONFIG > AAA > Portal > Basic Configuration, click <Create>
to create a new portal redirection group, the Portal name is the name of the redirection group, here it
is configured as portal, the Portal address is configured as192.168.10.253, and the URL is set to
http://192.168.10.253:80/portal/Login.do according to the format in the help prompt, and enable
registration and keepalive. In Portal client configuration, select100.0.52.10, click <Add>, after the

above configuration, the portal redirection group is complete.

.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller !
nters Add Portal
€]
st
MONTTOR
Portal Name portal l
pon
w0¢ Portal 1P 192.168.10.253
ONTIG
http://192.1¢
i hitp:// 8.1.1:443/ portal/ Login.do
TR TS

Portal Server Escape Disable ~

Server Recovery Offline STA Disable «

Redirect Pre-shared Key

Figure 2.17 Portal configuration
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s ;
MAIPU  WNC6600-1000-AC(V1) Wireless Controller Q

Portal [P 192.168.10.253 IP or Host

http://102.168.10.253:80/portal/Login.do

DIAGNOSIS

Y

DEVICE

Keepalive Timeout 30

Portal Server Escape Disable v

Config NAS Address
i 10005210 v + Add

P

100.0.52.10

Figure 2.18 Portal client configuration
#Configure authentication server. Click CONFIG > Radius > Authentication Server List, click
<Create>, create a new authentication server, configure the server address as192.168.10.253,
configure the RADIUS client, set the IP address as100.0.52.10, configure the pre-shared key as
admin, and click <Add>, after performing the above configuration, click the OK button below to
complete the configuration of the authentication server.

. :
MAIPU  WNC6600-1000-AC(V1) Wireless Controller J

@ Interface Conf Add Auth Server

MONITOR

erver Type Authentication Server

(Sener]P 192.168.10.253 ] -

Server Port 1812

Request Retransmission Times 2

Request Retransmission Interval 5

Config NAS Address

Figure 2.19 Authentication server configuration
#Domain configuration. Click CONFIG > AAA > Domain, click <Create> to create a new
authentication domain, the domain name is the name of the authentication domain, here it is
configured as yu, the authentication status is configured to enable, the authentication server
selects192.168.10.253, and click <Add>, after performing the above configuration, click the OK button

below to complete the configuration of the authentication domain.
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MAiPU

@

MONTTOR

®

&
&

DEVICE

N

WNC6600-1000-AC(V1) Wireless Controller

Add Domain

=

]

[Auhentication Seatus

Enable vl

Authentication Server

Auth 1_18216810.253 v + Add

Auth_1_192.168.10.253

T Enabie v

Accounting Server

Accounting Update Period

Submit

Acct_1_192.168.10.253

30 5(0~360), 0: disable

Figure 2.20 Domain configuration

#Create a wireless service set. Click CONFIG > WLAN > Wireless Service, create a wireless service

set, as shown in the figure below, the wireless name is wlanl, select "Enable" for the wireless status,

select "distributed forwarding" for forwarding mode, configure SSID to abc, configure user VLAN

t0100, select open for authentication mode, enable Portal authentication, select portal for Portal

server name, select yu for Radius authentication domain, enable NAS information query, configure

NAS information query AC-IP parameter as NAS IP address, and use default values for other

configurations. Click the <OK> button to complete the wireless service set configuration.

MAiPU

@

MONITOR

WNC6600-1000-AC(V1) Wireless Controller

Basic Set

Enable v

Disabla +

Figure 2.21 Wireless service configuration
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H .
MAIPU  WNC6600-1000-AC(V1) Wireless Controller !
Wiax User ver tias 128
€]
User Tsalation Enable «
MONTTOR
e Load Balance Disable +
0% .
CONJ Security
AP Temglate -
axost e
Il"c‘\ tal Auth Enable v‘
P Cor
[Portat server ame portal v
DEVICE AP Login Management
Portal Rule Set NONE— »
Fia§
106 | Radius Auth Domair yu \}
No P bie v
MAC Authentication Disable +
NAS Search Enable «
AC-IP 100.0.52.10

Signed Key

Figure2.22 Wireless service configuration
#Bind the wireless service set to the AP template. Click CONFIG > WLAN > AP Template, create an
AP profile. By default, the name of the AP profile is Default_FitAP_Profile, which can be changed,
after the creation is completed, the name cannot be changed. Create an AP profile and name it
profilel, as shown in the figure below.
MAIPU  WNC6600-1000-AC(V1) Wirelss Controle ]

AP Template

Template Name

+ Creste | # Edit | [0 Delete D Apply | © Force to Apply
11111 NLAN
AP Template Name
Radio 1D Channe! No SSID User VLAN Auth Type Encrypt Type
1 HT20
Default_FitAP_Profile
2 HT4 A
1 HT20
profile1

Figure 2.23 AP template
#Select the created AP template profilel, click the Edit button, click BSS > Wireless Service Name,
select wlanl created above, select ALL for Radio ID, and use default values for other configurations,

click <OK> button to complete AP template configuration.
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MAIPL  WNC6600-1000-AC(V1) Wireless Controller U
m Edit AP Template
MONITOR B
Basic Radio Bandwidth Advanced Config Time Zone Config
No. Wireless Service Name Radio 10 User VLAN ssID Auth Type Encryot Type
1 wian - AlLv| 100 abe Open NONE
2 Clase - 1 v
3 Close v 1w [ Advancec
4 Close v 1~ B Advance
e - 1 v B Ad
C v 1~ @ Advanced
C v 1 v B Ad
c v 1~ 0
9 C 1 v 0
10 C 1 v 0
11 C 1 v B Ad ]
12 C L B Ad |
1 v 1 v B A

Figure 2.24 AP template BSS configuration
#AP template application. Click CONFIG > WLAN > AP Config, select the connected AP, select
profilel in the AP module, and then click Apply in the template application.

.
MAIPL  WNC6600-1000-AC(V1) Wireless Controller !

exface Coni 4 AP Config

AP Group Group Type  Image Upgrade « NONE- + 0inGroup \70“-_;[...-_‘ p
AP Template list —~NONE v Apply
Filter Condition LL ~

+ # Edic . Ret R

- - T - . Backup

MAC Config Status AP Template AP Name AP Group AP Location Status .

Status

CC:D8:1F:96:70:E4 Cus profile: v WA2600-821-PE(V2) NONE Online Master

CC:DB: 1F:96:74:6E NONE - WA2600-821-PE(V2) NONE: Online Master

Figure 2.25 AP configuration
#Create an authentication account. Create an authentication account on the authentication server.

The specific steps are omitted. For details, see 4.4 Add an Authentication User on Radius.

225 Resueéeti VWi cati on

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the

wireless terminal, you can search for the wireless signal abc, and access it successfully.

1. If the uplink network and the DNS server 8.8.8.8 are interoperable (that is, the uplink network
can already be connected to the external network), open the browser of the wireless terminal,
access any website, and you will be redirected to the portal authentication page, after entering
the account number and password created on the radius server, the authentication can be

successful.

copyright OMaipu, all rights reserved



MyPower WNC6600 Series Wireless Controller Operation Guide

2. If the uplink network is not connected to the DNS server 8.8.8.8, you can open the browser of

the wireless terminal and manually enter http://2.3.4.5. If it is a V6 environment, manually enter

http://[1::1], and you will be redirected to the portal authentication page, after entering the created

account

and password, the authentication is successful.

On the AC web page, click MONITOR > STA List, and you can see the information of wireless

terminals.

.
MAIPL  WNC6600-1000-AC(V1) Wireless Controller

STA List

Filter Option | ALL ~

Figure 2.26 Terminal list
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23 Centrali zed -wpoarewmd red ipug enti cati on

Configuration Gui de

231 Net wor keignug rRRment s

The AC is connected to the L2 LAN through the bypass mode, the AP is powered by the POE switch,
the AP and the wireless terminal obtain IP addresses through DHCP, and the AP provides a wireless

network named "abc" and enabled with wpa2-enterprise authentication.

232 Net woao ko lTogy

AC

3
.' _ .G @e@_@_ Gi0/1
AP

SW1

Radius/Portal

Intern et_‘_

Figure 2.27 wpa2-enterprise authentication in centralized forwarding mode

Topology introduction:

Wi-Fi security The authentication method is wpa2-enterprise,

and the encryption type is AES

WLAN wireless service set Wireless service set name: wlanl
SSID: abc

Data forwarding mode: centralized forwarding

AP management VLAN vlan10
AP service VLAN vlan200
AP management IP address pool 192.168.10.106 192.168.10.100
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AP management gateway 192.168.10.254 (on the core switch)

User IP address pool 192.168.200.108 192.168.200.100

User gateway 192.168.200.254 (on the core switch)

DHCP server The core switch acts as a DHCP server for APs
and users

AAS server IP address 192.168.10.253

233 Configudatison |

1. Configure intermediate network device interfaces, including POE power supply switches and L3
core switches;

Configure DHCP server to provide IP address for AP;

Statically configure the IP address of the AC on the AP;

Configure an authentication server on the AC and bind the authentication domain;

o > N

Create a wireless service set on the AC, enable wpa2-enterprise authentication, and bind the

authentication domain;

o

Create an AP template on the AC, bind the wireless service set and apply it to the AP;
7. Create an authenticated account and password on the AAS server;

8. The wireless terminal can successfully access the wireless network;

234 Conf i gurtaetpison S

1. POE switch (SW1) configuration
#Create vlan10 and vlan200 on SW1, and configure the link type of gigabitethernet0/1 connected to

the AP as Trunk, allowing vlan10 and vlan200 to pass through, and the PVID is10.
SWi#cont

SW1(config)#vlan10,200

Please wait......

Done.

SW1(config)#

SWl(config)#interface gigabitethernet 0/1

SW1(config-if-gigabitethernet0/1)# switchport mode trunk

SW1(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,200
SW1(config-if-gigabitethernet0/1)# switchport trunk pvid vlan10
SW1(config-if-gigabitethernet0/1)# exit

#Configure the link type of gigabitethernet0/24 connected to SW2 as Trunk, allowing vlan10 and
vlan200 to pass through.
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SWi#cont

SW1(config)#interface gigabitethernet 0/24
SW1(config-if-gigabitethernet0/24)# switchport mode trunk
SW1(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200
SW1(config-if-gigabitethernet0/24)# exit

Core switch (SW2) configuration
#Create vlan10, vlan200 and their corresponding vlan interface on SW2, and configure IP address

for this interface, which will be used as the gateway between AP and wireless terminal.
SW2#cont

SW2(config)#vlan10,200

Please wait......

Done.

SW2(config)#

SW2(config)#interface vlan10

SW2(config-if-vlan10)# ip address192.168.10.25424

SW2(config-if-vlan10)# ip dhcp server

SW2(config-if-vlan10)# exit

SW2(config)#

SW2(config)#interface vlan200

SW2(config-if-vlan200)# ip address192.168.200.25424

SW2(config-if-vlan10)# ip dhcp server

SW2(config-if-vlan200)#

#Configure the DHCP address pool ap-pool on SW2, dynamically allocate IP addresses for APs, and
configure the gateway as192.168.10.254; configure the DHCP address pool sta-pool, dynamically
allocate IP addresses for wireless terminals, and configure the gateway as192.168.100.254.
SW2#cont

SW2(config)#ip dhcp pool ap-pool

SW2(dhcp- config)# range192.168.10.10192.168.10.100255.255.255.0

SW2(dhcp- config)# default-router192.168.10.254

SW2(dhcp- config)# exit

SW2(config)#ip dhcp pool sta-pool

SW2(dhcp- config)# range192.168.200.10192.168.200.100255.255.255.0

SW2(dhcp- config)# default-router192.168.200.254

SW2(dhcp- config)# dns-server 8.8.8.8

SW2(dhcp- config)# exit
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#0n SW2, configure the link type of gigabitethernet0/1 connected to SW1 as Trunk, allowing vlan10
and vlan200 to pass through; configure the link type of gigabitethernet0/10 connected to AC as Trunk,
allowing vlan10 and vlan200 to pass through.

SW2#cont

SW2(config)#interface gigabitethernet 0/1

SW2(config-if-gigabitethernet0/24)# switchport mode trunk

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200

SW2(config-if-gigabitethernet0/24)# exit

SW2(config)#interface gigabitethernet 0/10

SW2(config-if-gigabitethernet0/24)# switchport mode trunk

SW2(config-if-gigabitethernet0/24)# switchport trunk allowed vlan add10,200

SW2(config-if-gigabitethernet0/24)# exit

#Configure the interface connected to PC. On SW2, configure the link type of gigabitethernet0/20 as
access and vlan as10. Connect the PC to port20 of the core switch SW2, and the PC can obtain the
IP address.

SW2#cont

SW2(config)#interface gigabitethernet 0/20

SW2(config-if-gigabitethernet0/20)# switchport mode access

SW2(config-if-gigabitethernet0/20)# switchport access vlan10

SW2(config-if-gigabitethernet0/20)# exit

AP configuration
#Connect the AP to the gigabitethernetO/1 port of the POE switch, the AP is powered normally, and

check the IP address obtained by the AP on the core switch SW2.
SW2 #show ip dhcp pool ap-pool binding

Current DHCP binding information

Hardware-Address IP-Address Lease Status

0001.7a20.18401 92.1 68.10.101Day 05:58:44 ACKED
SW2 #

#Enter http://192.168.10.10 in the IE browser of the PC to jump to the login page, as shown in the

figure below. Enter the user name and password, and click the <Login> button to log in.
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MAiIPU =

Wireless Access Point Looki

Figure 2.28 AP login page
#After entering the web management page of the AP, you will first enter the quick wizard configuration
page. From stepl to step 3, you can directly use the default configuration. In step 4, configure the
discovery method as static discovery, and configure the IPV4 address of the AC as192.168.10.1
Finally click the <Finish> button to complete the configuration, after the configuration is successful, it
will jump to the system monitoring page.

L]
MAIRPU Wireless Access Point

Quick Guide  MON Logout

Quick Guide

Mode Settings Interface Settings Access VLAN

Discovery Mode

Discovery Mode
Authentication Method
Tunnel Keepalive

IP Protocel Support

[__Ac 1Pva address 192.168.10.1
AC Control Port 524
AC Data Port 5247
Secondary AC IPv4 Address
Secondary AC Control Port |524¢

Secondary AC Data Port 5247

Figure 2.29 AP Configuration Wizard
4, AC configuration

#Create vlan10 and vlan200 on the AC, and create the corresponding vlan10 interface, which is used
to establish a CAPWAP tunnel with the AP; configure the link type of gigabitethernet0/1 connected to

SW2 as Trunk, allowing vlan10 and vlan200 to pass through.
AC #cont

AC(config)#vlan10,200

Please wait......
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Done.

AC(config)#

AC(config)#interface vlan10

AC(config-if-vlan10)# ip address192.168.10.124

AC(config-if-vlan10)# exit

AC(config)#interface gigabitethernet 0/1

AC(config-if-gigabitethernet0/1)# switchport mode trunk
AC(config-if-gigabitethernet0/1)# switchport trunk allowed vlan add10,200
#Configure VLANZ200 on the AC to support centralized forwarding.
AC # cont

AC(config)#wireless vlan-list200

AC(config)# exit

#After completing the above configuration, wait for about two minutes, the AP can successfully

connect to the AC, and you can view the status of the AP on the AC. Enter http://192.168.10.1 in the

IE browser of the PC to jump to the login page, as shown in the figure below. Enter the user name

and password, and click the <Login> button to log in

USER LOGIN

Username

=, | Account

Password

Password

Copyright © 2015 Maipu Communication, All Rights Reserved

Recommend the use of browser over 1E8.0,0ptimum screen resolution:1024768 pixels.

Figure 2.30 AC login page
#Click MONITOR > AP List, and you can see that the AP is online, as shown in the figure below

©)

.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller T Sveet prompt nthe s pepared scenaioplease coaig atber device st succesing coutig comeardesce. (1) ()
= [T
Filter Condition ~ Online AP« Sort Mode  IP Ascending Order 7 Filter
(2 Export CSV File Total : 2; Online : 2, Connecting : 0, Offline : 0.
MAC »P Outside Gobal Address AP Name Status AP Location Software Version Device Model Backup Status Associated STAs
DIAGNOSIS K t CC:DB:1F:96:74:6E 10.11.12.213 10.11.12.213(57795) WA2600-821-PE(V2)| Online 200.20.2.6{(R) WA2600-821-PE(V2) Master Q
S CC:DB:1F:96:70:E4 10.11.12.223 10.11.12.223(46867) WA2600-821-PE(V2)| Online 200.20.2.6(R) WA2600-821-PE(V2)  Master 9
&
<l : 2| »
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Figure 2.31 AP list

#Add NAS IP. Click CONFIG > AAA > NAS, select the IP address100.0.52.10, and click the <Add>
button to set it as the NAS IP.

MAi.-IU WNC6600-1000-AC(V1) Wireless Controller T Sweet prompt.In the main prepared scesario, please config other device after successing config curreat device !

m Laerfa o NAS Config

MONITOR

100.0.52.10

Figure 2.32 NAS configuration
#Configure authentication server. Click CONFIG > AAA > Radius > Authentication Server List, click
<Create> to create a new authentication server, configure the server address as192.168.10.253,
configure the RADIUS client, IP address as100.0.52.10, configure the pre-shared key as admin, and
click <Add>, after performing the above configuration, click the OK button below to complete the
configuration of the authentication server.

MAipu WNC6600-1000-AC(V1) Wireless Controller B, 7 i T e e e e e e e et e ||

Q erface Cont Edit Auth Server

MONITOR

Server Type Authentication Server

Server IP 192.168.10.253

server Port 1812

Config NAS Address

» 100.052.10 +

i Pre-shared Key

10005210 sassssss

Figure 2.33 Authentication server configuration
#Domain configuration. Click CONFIG > AAA > Domain, click <Create> to create a new
authentication domain, the domain name is the name of the authentication domain, here it is
configured as yu, enable authentication service, the authentication server selects192.168.10.253,
and click <Add>, after performing the above configuration, click the OK button below, and the

configuration of the authentication domain is completed.
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H .
MAIPU  WNC6600-1000-AC(V1) Wireless Controller !
nterface Config Edit Domain
(9
MONITOR S
fporin w]
S
°r WLAN [Authentication Status Enable |
ONFIG .
- Authentication Server + Add
Auth_1_192.168.10.253 —
DIAGNOSIS Delels
E‘ Radins Accounting Status Enable
N
G (X Accounting Server Acct_1_182 16810253 v + Add
B Acct_1_192.168.10.253 =
& == elete
REM
10G
BYOD Accounting Update Period 30 5(0~360), 0: disable

Figure 2.34 Domain Configuration
#Create a wireless service set. Click CONFIG >WLAN > Wireless Service to create a wireless service
set, as shown in the figure below, the wireless name is wlanl, select "Enable" for service status,
select "centralized forwarding" for forwarding mode, configure SSID as abc, configure user VLAN
as100, select wpa2-enterprise for authentication mode, select yu for Radius authentication domain,
and use the default values for other configurations. Click the <OK> button to complete the wireless

service set configuration.

MAIDU  WNC6600-1000-AC(V1) Wireless Controller U

Basic Set

Wireless Service Name wlani J

[F.a.-..rs Status

||'m warding Mode ding »{
[ssio abe

Encading Format utFe v

SSID Hidden Disable v

User VLAN 100 ]

Max User Per BS 128

User Isolation Enable

Load Balance Disable v

Figure 2.35 Wireless service configuration
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MAIPU  WNC6600-1000-AC(V1) Wireless Controller

o1
Encoding Format utFE v
SSID Hidden Drsable v
User VLAN 100
Max User Per BSS 128
User Isolation Enable »
Load Balance Disable v
Securit
[auth Type WPAZEnterprise v
]
A rch Di v
Encrypt Type AES ~
GTK Auto Refresh Disable v
GTK Refresh Period 24 (1-10000)H

Cancel

Figure 2.36 Wireless service configuration
#Bind the wireless service set to the AP template. Click CONFIG > WLAN > > AP template to create
an AP profile, as shown in the figure below. By default, the name of the AP profile is

Default_FitAP_Profile, which can be changed, and the name cannot be changed after creation.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller !
AP Template
Template Name
+ Create || # Edit | [ Delete | ® Apply | @ Force to Apply
LAN
AP Template Name
Radio ID | Channel Banduwid Channel No.  SSID Iser VLAN Auth Type Encrypt Type

1 HT20 6
Default_FitAP_Profile
2 HT40 Auto
1 HT20 6
profile1
2 HT40 Auto

Figure 2.37 AP template
#Select the created AP template profilel, click the Edit button, click BSS > Wireless Service Name,
select wlanl created above, select ALL for Radio ID, and use default values for other configurations,

click <OK> button to complete AP template configuration.

- y
MAIPLU WNC6600-1000-AC(V1) Wireless Controller 1
Edit AP Template
Basic Radio D Bandwidth Time Zone Config
No. <5 Service Name Radio 10 User VLAN SSID Auth Type Encrypt Type
[ wian1 v ALy | 100 abc WRA2-Enterprise AES @ Advanced
2 C v L] e
C ~ ~
DEVICE
4 ~ ~
6 C ~ ~
C v
8 Cic v
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Figure 2.38 AP template BSS configuration
#AP template application. Click CONFIG > WLAN > AP Config, select the connected AP, select

profilel in the AP module, and then click Apply in the template application.

MAi._-IU WNC6600-1000-AC(V1) Wireless Controller

Interface Conti AP Confi
(@ :
MONITOR e
AP Group Group Type | Image Upgrade NONE— v JoinGroup LeaveGroup
AP Template list| ~NONE v \ Apply
Fill ditior & v Filt
+
- - Backu,
MAC Config Status AP Template AP Name AP Group AP Location Status ot
Status

CC:DB:1F:96:70:E4 Custamization NONE v WA2600-821-PE(V2) ~-NONE- Online Master

Figure 2.39 AP configuration
#Create an authentication account. Create an authentication account on the authentication server.

The specific steps are omitted. For details, see 4.4 Add an Authentication User on Radius.

235 Resweti ficati on

#Wireless terminal access, after applying the AP template, after two minutes, turn on the wifi of the
wireless terminal, and you will be able to search for the wireless signal abc, and you can successfully
access it after entering the user name and password. On the AC web page, click MONITOR > STA

List, and you can see the information of wireless terminals.

MAipU WNC6600-1000-AC(V1) Wireless Controller !

STA List

Figure 2.40 Terminal list

@Nnte

I n addition to the BSS configuration, tF
signal and channel abanddi dghtofthkbeaAPu
The wor ki ng 2h4aG nreddiod ftrheequendy 6@,&lnamahn
channel bandwi dth chooses HT20.
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The above exampldend skels aas daunalexampl e. TI
the BS& AR ttdmpl ate, select all as t hze 4r
radi oslasettleetradi o | D.
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S3AP a bde®n |

1Coenf I gur at |

Taking local forwarding in a L3 network as an example, the common network diagram is shown in

Figure 3.1.

AC VLAN: 100
Manage VLAN: 401
Service VLAN: 402

Vlan 100: 192.168.100.100

Vlan 401: 10.10.10.254
'-w Vian 402: 20.20.254.254
R IP dhcp-server: 192.168.100.100

Vlan 100: 192.168.100.1
Vlan 401: 10.10.10.1
Vlan 402: 20.20.0.1

k4 ~

. ~
4 ~
N

PVID: 401
AP Trunk: vlan 401, 402

~
~
~

PVID" 100
Trunk® vlan 100, 402

—

AC

AP dhcp pool:
10.10.10.100~200

GW: 10.10.10.254
Option 43: 192.168.100.1

STA dhcp pool:
20.20.0.2~20.20.10.100
GW: 20.20.254.254
Figure 3.1 Network environment
guration

3.1

VLAN ancrifCac ki

Configure the Vlan and the address of the Vlan interface to be used in the port configuration menu

according to the network diagram, and configure the physical port corresponding to the AC, as shown

in Figure 3.2.

2
2,

2L WNC6600-1000-AC(V1) Wireless Controller

e Interface Config ~ B v

MONITOR
+ Add | [ Delete | Refresh
VLAN IP Address Config
Port Mode Canfig ] VLAN 1D Description
Static Route
DHCP >
WLAN 1 DEFAULT
AAA
Access Control
RRM
] 100 AC_VLAN
BYOD
Load Balance [ 401 AP_Manage_VLAN
[ a02 STA_Service_VLAN
O 555 LAN
[ 1000 VLAN1000

leleted, the port would be added to th

Tag Ports Untag Ports CAPWAP Data Forwarding Edit

qi0/2 gin/3 gio/a
gi0/5 gi0/6 gi0/7
9i0/B gio/9 gio/10
9i0/11 gi0/12 giof13
0i0/14 gi0/15 gi0/16
0i0/18 gi0f19 gi0f20
0i0/21 gi0f22 giof23

NOT SUPPORTED

9i0f24
te0/1 te0f2
NOT SUPPORTED
NOT SUPPORTED
NOT SUPPORTED
gio/1 NOT SUPPORTED
gi0/17 NOT SUPPORTED

15 per page v

“All Ports” List into “Ports of VLAN",or def

any port from “Ports of VLAN®.
It VLAN 1

Figure 3.2 Configure vlan and interface address

copyright OMaipu, all rights reserved

Or



MyPower WNC6600 Series Wireless Controller Operation Guide

@ Note

I't should be noted here that iif the A
VLAN must be configured as "suppehbowi

.
MAIPU  WNC6600-1000-AC(V1) Wireless Controller >
Interface Config N E VLAN
()
N Conf
MONITOR
+ ndd i] Delete *, Refresh
VLAN IP Address Config
L . _
Port Mode Config VLAN ID Description Tag Ports Untag Ports CAPWAP Data Forwarding Edit
CONFIG
gi0/2 git/3 gin/4
Static Route .
gi0/5 git/6 gio/7
DHCP ’ gi0/8 gi0/9 gi0/10
gi0/11 gi0/12 giof13
WLAN g 1 DEFAULT gi0/14 gil/15 gi0/16 NOT SUPPORTED =4
ARA gi0/18 gi0/19 gio/20
gi0/21 gin/22 gins23
Access Control > gi0/24
tel/1 te0/2
RRM
100 AC_VLAN NOT SUPPORTED B
BvoD
Load Balancs 401 AP_Manage_VLAN SUPPORTED r
402 STA_Service_VLAN r
555 LAN gio/1 NOT SUPPORTED f
1000 VLAN1000 gi0f17 NOT SUPPORTED o
< <l = =z t5verpace~
VLAN 1 is the default VLAN,and it can't be deleted.
When adding,you can choose one or more ports from "All Ports® List into “Ports of VLAN®,or delete any port from "Parts of VLAN®.
When the VLAN to which the Access port belongs is deleted, the port would be added to the default VLAN 1.
In vlan address configuration, create a vlan and configure it, as shown in Figure 3.4 and 3.5.
i 1
MAIPU  WNC6600-1000-AC(V1) Wireless Controller \1) ?
(}) Interface Config N E VLAN IP Address Configure
-~ VLAN Config
MONITOR
Delete | ¢, Refresh
LAN IP Address Co
¢ .
o Port Mode Config VLAN ID IP Address Network Mask MAC Address Primary/Secondary Operation
CONFIG
Static Route VLAN 555 10.11.12.61 255.255.255.0 ccd8.1f43.81da Primary Address
phce ’ VLAN 1000 100.0.52.10 255.255.255.0 ccdB.1f43.81da Primary Address
WLAN
VLAN 401 ccd8.1f43.81da Primary Address
AAA
Aocess Control VLAN 402 ccd8. 1f43.81da Primary Address
RRM b < < n > = 15perpage v
BYOD
Load Balance
You can configure virtual IP address and mask by VLAN interface.
(i) You cannot configure secondary ip address before the primary ip address is configured
1f you want to delete primary ip address,you must delete secondary ip address first.
Figure 3.4 Create vlan
i |
MAIPU  WNC6600-1000-AC(V1) Wireless Controller \1) >
@ Interface Config ~ [ [ confg VLAN 1P Address
N m . VLAN Config
Hedneg VLAN 1D (range:1~4094) *
N IP Address Cc
1P Address (format 55:192.168.0.1)
Port Mode Config k Mask MAC Address Primary/Secondary Operation
1P addres type ® Primary Address () Secondary Address
Static Route 3.255.0 ccdB. 143 B1da Primary Address
- Network Mask (format
e 25:255.255.255.0) 5.255.0 ccd8. 1f43.81da Primary Address
WLAN ’ MAC Address (format
as:0001.7A4F.74D2) cod8.1f43.81da Primary Address
AAM
Access Control > 4 ccd8.1f43 B1da Primary Address

RRM > < = . > 2| 15perpage~
BYOD b
Load Balance -
You can configure virtual IP address and mask by VLAN interface.
(i) You cannot configure secondary ip address before the primary ip address is configured
If you want ta delete primary ip address,you must delete secondary ip address first.
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Figure 3.5 Configure vian

32 RouetConfi guration

If you need to add a route during the networking process, you can directly add it in the "Route"
submenu, as shown in Figure 3.6.

MAIPU  WNCE600-1000-AC(V1) Wireless Controller

nte: ¢ Route Confi
(9 ¢
MONITOR ‘
+ Add il Delete Refresh
ios
- Port Mode Config Destination Prefix Destination Prefix Mask Next Hop IP/Interface Distance Metric Track ID Tag Hext Hop
0.0.0.0 0.0.00 10.11.12.254 1
e 0.0.0.0 0.0.0.0 192.168.100.254 10
WLAN >
R v
= Static Route Config
RRM
oo y Destination Prefix 0.0.0.0
Balan
Destination Prefix Mask 0.0.0.0
Next Hop 18/Interface address v

Distance Metric (range:1~255. default:1)

Track 1D (range: 1~500)
Tag (range: 1~4294967295)
Hext Hop

(length:0~31)

Figure 3.6 Add route

33DHCPo€f i gur ati on

@Nnte

., AC can be used as a DHCP
funcof onhe AP, pl ease do not use the
address pool supports three types:
selected according to the networking

server e€eénflun

331 Conf i guAdd r AP D |

Configure the AP address pool, as shown in Figure 3.7.
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MAiPU WNC6600-1000-AC(V1) Wireless Controller (1) 5

DHCP Service

= DHCP Pool List

+ Add | [ Delete
Backup Config ) y
9 Name Type 1P Info Mask Gateway Operation
Relay Config .
? not found any data
Static IP List
= 15perpage v
Client List
DHCP Config
LAN
AAA > Type ® Range O Host O Network
Name * (length: 1~31 characters)
RRM
BVOD Start 1P Addr
Load Balance
End IP Addr.
Mask
Gutewsy {No more then 8 default gateway can be configed.separated by *,". eg

1.1.1.1,2.2.2.2)

Lease
1 * (unit:day. range:0~365. default: 1)

6 * (unit:hour. range:0w~23. default:6)

Figure 3.7 Configure AP address pool

@Note

If the AP goes online across the L3 n
address (I P address of the AC), as shi

B

. ) ,
MAIPLU  WNC6600-1000-AC(V1) Wireless Controller ({
Gateway (Mo more then B default gateway can be configed.separated by *,". eg
1.1.1.1,2.2.2.2)
- Lease
1 (unit:day. range:0~365. default:1)
6 * (unit:hour. range:0~23. default:6)
Backup Config
0 * (unit:minute. range:0~59. default:0)
Relay Config
Static IP List DNS Auto Config
Client List DHCP Pool
Automatic
WLAN
Optiond3 % (Click to add one more.)
DNS Server (Separate with "," if there is multiple items.)
RRM
WINS Server (Separate with *," if there is multiple items.)
Option60 :
oad Balance e
Manufacturer (type:hex,range:0~16byte;)
Cancel

%, Refresh [ View

| DHCP(Dynamic Host Canfiguration Pratocol) sllocates IP addressss from one address pool to requiring hosts, it slso provide other information such s gateway IF, DNS address and

5o o

Figure 3.8 Configure option43 address

332 Conf i guAed SdPRaD |

The configuration of the STA address pool is the same as that of the AP address pool.
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34Chedk!| iStemt us of AP

Check the AP status on the WEB interface, as shown in Figure 3.9.

MAi:’U WNC6600-1000-AC(V1) Wireless Controller

AP List
v Filter

?
Sort Mode IP Ascending Order ~

Filter Condition | Online AP v

MONITOR -
Total : 2; Online : 2, Connecting : 0, Offline : 0

STA List .
Export CSV File
Rogue List
Rogue Rules MAC ® Outside Gobal Address AP Name Status | AP location  Software Version  Device Model  Backup Status Associated STAS
RRM Report CCOBF96:70:64 101112217 10.11.12.217(41058) WA2600-821-PE(v2) | Onliny 200.20.2.6(R)  WA2600-821-PE(V2)  Master 2
200.20.2.6(R) WA2600-821-PE(V2) Master ]

CC:DB:1F:096:74:6F 10.11.12.232 10.11.12.232(55584) WA2600-821-PE(v2) | Online

Figure 3.9 Check AP online status

Click the MAC address in the list to view more detailed AP information.

35Wireless Service Set Configurat

Click "WLAN " in the "CONFIG" menu, select "Wireless Service " in the submenu to see the existing

wireless services, and click "Create" at the top of the page to create a new wireless service, as shown

in Figure 3.10.

MAiPU WNC6600-1000-AC(V1) Wireless Controller

Interface Config Wireless Service
Filter

)

MONITOR

Static Route
Al -

Filter Condition

DHCP
WLAN -
Delet Enabl D
Radius Auth
e Nam Forwarding Mode SSID Auth Type Encrypt Type Status Fortal

AP Template Domain

AP Group wilanl Distributed forwarding abc WPA2-Personal AES Disabl

AP Config Test Distributed forwarding Test WPA2-Personal AES Enable

|| 20w

AP Login Management
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MAIPU  WNC6600-1000-AC(V1) Wireless Controller !

o Static Route SSID Default_SSI0
MONITOR

SSID Hidden Disable
AP Template User VLAN 1
DIAGNOSIS AP Group

DEVICE AP Login Management

A

106G - Security

Figure 3.10 Create a wireless service set

Some functions of this page are introduced:

1.
2.

"Service Status": If this function is enabled, the wireless service will be enabled after it is created.
" SSID hidden™: If this function is enabled, the user will not be able to search for the SSID, and
can only connect through manual creation.

"User VLAN": User service VLAN.

" User Isolation": If this function is enabled, users under the same SSID cannot access each
other (only users under the same SSID and the same AP can be isolated in the local forwarding
network). If the customer has no special needs, please enable this function.

" Load balance ": If this function is enabled, when the wireless service is bound to multiple APs
at the same time, according to the load of each AP, the user will be preferentially associated with
the AP with a relatively small load.

" NAS Search": Please enable this function when connecting to content platforms or when you
need to use X-MASTER APP.

"AC-IP": This address is the IP address on the AC communicating with the AP (the original ac
source ip under wireless).

" Signed key": used by nasgetinfo, two parameters of time stamp and md5 signature are added
in the return value of NAS information query. The md5 calculation parameters are: existing push
parameters + time stamp + pre-shared key generation, and the pre-shared key used for NAS

query uses the signature password in the NAS information query of the wireless service set.
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36 APempl &€& ef i gur aDi 9nhr abdt i on

If no AP profile is created, the default profile "Default_FitAP_Profile" carried by the system can be

used. On this page, you can directly choose to edit the existing default template or create a new

template. Create a template named profilel as shown in Figure 3.12.

MAIDU  WNC6600-1000-AC(V1) Wireless Controll

ok AP Template

MONITOR

Template Name

+ Creats |/ Edit
CONFIG

AP Group

AP Login Management

er

i Delete  ® Apply  ® Force to Apply

AP Template Name

AP Canfig Default_FitAP_Profile

Access Control

Test
BYOD
Load Balance

Radio
Radio ID | Channel Bandwidth Channel No. SSID User VLAN
1 HT20 6
2 HT40 Auto
1 HT20 Auto 1 abc 1
2 HT4D Auto 1 abe 1
1 HT20 Auto
2 HT4D Aut 1 Test 120

Figure 3.12 Create an AP template

361 Create aempARt €

1. Basic configuration

Figure 3.13 shows the basic configuration of an AP template.

MAipU WNC6600-1000-AC(V1) Wireless Controller

nterface Config
Add AP Template

Static Route
WLAN
Wireless Service Name
Max, Users
Device Type
P Confi

Is Default Type

ARA » Uplink Integrity Detection
Time to Reboot

BYOD 3 Band Navigation

oad Balance

G Priority

Load Balance between RF

Submit Cancel

BSS

Bandwidth Advanced Config Time Zone Config
64

No «

Disable v

Disable +

Misable

Disable «

Figure 3.13 Basic configuration of AP template

Some functions of this page are introduced:

WLAN

Auth Type

WPA2-Personal

WPA2-Personal

WPA2-Personal

ncrypt Type

A. "Max. Users": This function indicates that the number of wireless terminals that can be

accessed by the AP using this template can be limited.

B. "Uplink Integrity Detection™: When the AP detects that the AC link is disconnected, handle it

according to the configured link detection policy. The current uplink detection methods
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include: AP uplink physical link detection, AC/AP CAPWAP link detection; when a link
abnormality is detected, the processing actions include: turn off RF and restart the AP.
"Band Navigation ": This function consists of two sub-functions, one is the navigation
function (ie, 5G priority), and the other is the balancing function (ie, load balancing between
RF).

"5G Priority": If this function is enabled, the AP will guide dual-band wireless terminals to
connect to the 5G SSID first.

"Load balancing between RF": If this function is enabled, the AP will balance the number of

STAs associated with2.4G and 5G radios.

@Note

It should be noted on this page th
as the default template (thatl oiasde dt
the -eenbi gurati on AP goes online),
AP device type can be querFed elrfar
devityges conf i"gWA2e68030RTE( V2) " -c oanlfli ga
APs of tOh@B3-WAEGV2) model wi || aut or
when they go online

2. RF configuration

By default, Radiol is 2.4GHz and RadioZ2 is 5.2GHz, as shown in Figure 3.14.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller !

Q werface Config Add AP Template
Static Route

MONITOR

DHCP
Basic BSS Bandwidth Advanced Config Time Zone Config

S Channel Bandwidth T20 v

Power Byd8m v |auto | =dBm (3~27)

RSSI Threshold -95 *dBm(-95~-30) [ Weak Signal Offfine
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MAi.‘-‘U WNC6600-1000-AC(V1) Wireless Controller

e ig
o«
atic Radio 2 -
MONITOR
DHCP
Available Status
/LAN
Wieless Service Radio Status
Time Rule
AP Groug
Time to Reboot

Wireless Mode

Channel Bandwidth

Channel

RRM

Power Boost

sl Balance Power

RSSI Threshold

Radio3 -

Available Status

Enabla ~
Enable +
NONE—
Disable v
802.11a/n

HT40 ~

aulo v Three-frequen

Disable
By dBm

~  auto

o5

Disable »

AUTO

cy device, which anly supports 36-64 channel

« dBm (3~27)

*dBm(-95~-30) [ Weak Signal Offiine

Figure 3.14 RF configuration

Some functions of the RF configuration page are introduced:

A.
channels for2.4G.
B.

(please modify this value carefully).

onfiguration

"Channel": When deploying APs in a large area, please try to ensure the use ofl, 6, and11l

"RSSI Threshold": Users whose signal strength is lower than this threshold cannot access

The time policy can be bound in the RF timing policy, where the time policy is configured in the "Time

Rules" in the "Access Control", as shown in Figure 3.15

MAi:’U WNC6600-1000-AC(V1) Wireless Controller Sweet Pt the main prepared scenario,ple fig oth ft ing config it dev !
Interface Config * Time Range List
r-:": + Add 7 Delete
WLAN Name Type Sequence Rules Edit
|< < >| 15 per page v
- + Add 7] Delete
Na Rules Edit
: l= = =R 15 per page v
Figure 3.15 Timing policy
@Note
, The forced rate in al/b/gamedbeumusantde
in n/ llac mode is not configured by d
, Theupmrporaoé ahle/ g mode cannot be con
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mandatory rate;

The supported mardes orfmushe be

mandat emgsr gum

greater

The supporflad madde wnunst be greater t
mandat omygsr atuenf the nss is the mcamen,
must be greater than or megualumto t he
When the a/b/ g multicast rate i s i aut
mandatory rate set, and the multicast
rate set;

The n/l1llac multicast rate is disable
wihtt n the range of the mandatory rate
Management frame rate and Beacon frée
mandatory rate set.

I f there is no special requirement,

the configurationetof the wireless rat

3.BSS

configuration

Bind the SSID in the AP template. Dual-band devices have Radiol (2.4GHz) and Radio2 (5.2GHz)

frequency bands. Tri-band devices have Radiol (2.4GHz) and Radio2 (5.2GHz) frequency bands,

and Radio3 (5.8GHz) frequency bands. Select the corresponding working frequency band according

to actual needs. If all frequency bands are required, please select "ALL" in the Radio ID, as shown in

Figure 3.16.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller !

(€

MONITOR

Edit AP Template

[ose]

Basic Radio Bandwidth Advanced Config Time Zone Config

Radio ID User VLAN SSID

v 1~

Figure 3.16 BSS configuration
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BSS can also perform customized configuration of "timing policy”, "wireless access control”, and
"enable SAVI" functions. Click the " Advanced" button behind the row of the bound wireless service

level to enter the custom configuration page, as shown in Figure 3.17 and 3.18.

MAIPL  WNC6600-1000-AC(V1) Wireless Controller Q
rtace Canfig
Edit AP Template
tatic F
HCP >
Basic Radio D Bandwidth Advanced Config Time Zone Config
LAN
Wireless Service No. Wireless Service Name Radio ID User VLAN ssID Auth Type Encrypt Type
|:| 1 wiant - ALL ~ 1 abe WPA2-Personal AES
DIAGNOSIS AP Group N - . .
DEVICE .
s Clo v v
f} - 5 Close - -
Access Control
RRM y 6 Close v 1 v
o o v v
Load Balance
8 Clase v 1. Bl Advanced
4 Close v o B Advanced
10 Close M h B Advanced
b Close v e B Advanced
“ ! M v Bl Advanced
13 Close - 1 v B Advanced
Figure 3.17 Edit BSS
. ™
MAIPL  WNC6600-1000-AC(V1) Wireless Controller (1)
nterface Config > .
Q Edit AP Template
MONITOR e ot
Basic Radio Bandwidth Advanced Config Time Zone Config
Edit BSS 1
Time Rule -NONE— +
WLAN ACL NONE— »
SAVI Enable Disable v

Figure 3.18 Customized configuration of BSS
Some functions and precautions:
A. "SAVI Enable": When this function is enabled, users will not be able to configure static IP privately.
B. "WLAN ACL": Only AP ACL can be bound here, please create before binding. Click CONFIG >
Access Control > WLAN ACL, fill in the policy set name and select the policy set type,and click Add

button to complete this configuration, as shown in Figure 3.19.
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%) Sweet promptin the main prepared scenario,please config ather device after successing config current device. (!

MAIPU  WNCE600-1000-AC(V1) Wireless Controller

n WLAN ACL

Interface Config

Static Route

- Rule Class Name Rule Class Type AP v
WLAN
No. Rule Class Name Rule Class Type Delete
ARA
1 Test AP il Delete

DIAGNOSIS

&
-
DEVICE

RRM

,’L\‘ BYOD

= Load Balance

Figure 3.19 Create AP ACL

Click the created policy set name to edit the policy set, as shown in Figure 3.20.

MAiPU WNC6600-1000-AC(V1) Wireless Controller

» B

Interface Config Rule Config
(9
Static Route
MONITOR
DHCP ’ Rule Index 1
S:O} WLAN >
Action Permit +
CONFIG AAA >
@ Access Control ~ Ethernet Type 1Pva
MAC Filter
DIAGNOSIS Source IP[/mask]
WLAN ACL
@) Destination IP[/mask]
Time Rule
DEVICE
RRM > IP Protocol v
BYOD >
& Cycle Date Enable O

Load Balance

Cancel

Figure 3.20 Configure Policy Set

4. Bandwidth configuration

Bandwidth configuration supports bandwidth configuration for users and BSS and intelligent

equalization of user bandwidth, as shown in Figure 3.21.

i) Sweet promptin the main prepared scenario,please config other device after successing config current device. (1 »

MAIPU  WNC6600-1000-AC(V1) Wireless Controller
@ Interface Config

DHCP > T
- - Basic Racio Bss [ Bandwidin]

BSS Bandwidth Configuration

Edit AP Template

Advanced Config Time Zone Config

No. Wireless Service Name Flow Equalization Uplink Bandwidth Limit Downlink Bandwidth Limit

1 wlan1 0 Kbps 0 Kbps

AP Group

AP Config
1. Uplink Bandwidth Limit: 0:Disable, Range 32~131072

2. Downlink Bandwidth Limit: 0:Disable, Range 32~131072

3. Minimum Bandwidth Guarantee: 0:Disable, Range 32131072

AP Login Management
AAA >

Submit Cancel

Access Control
RRM
80D

Load Balance
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Figure 3.21 Bandwidth configuration
A" "User bandwidth configuration": Specifies the bandwidth limit of a single user under the wireless
service, and equally share the bandwidth of multiple access users;

B° "BSS Bandwidth Configuration": Specifies the total bandwidth of the wireless service.

@Note

., The sum bodnduwsiedrt h and BSS bandwidth |
bandwidth | imit

5, advanced configuration

The advanced configuration in the AP template is shown in Figure 3.22.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller {

(9 . Edit AP Template
MONITOR - foue

Basic Radio BSS Bandwidth [ ] Time Zone Config

®

600 s(180-3600)

Figure 3.22 Advanced configuration
A" "ARP broadcast to unicast": If this function is enabled, all ARP broadcast packets from AP to STA
will be converted to unicast.
B° "DHCP broadcast to unicast": If this function is enabled, all DHCP broadcast packets from AP to
STA will be converted to unicast.

C’ "Aging Time": The aging time of broadcast-to-unicast data entries on the AP.

6. Time zone setting

Figure 3.23 shows the time zone settings in the AP template.
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MAiPU WNC6600-1000-AC(V1) Wireless Controller

(1

Interface Canfig i

m Edit AP Template
MONITOR satic ot

DHCE
{',_, Basic Radio BSS Bandwidth Advanced Config :
[+}] WLAN -
CONFIG Wireless Service Time Zone Enabl v
8 ~
Submit |

Figure 3.23 Advanced configuration
A

"Time Zone ": If this function is turned on, it can be set according to the time zone corresponding
to the current country.

362 AP Tempkbdtegeby

Click CONFIG > WLAN > AP Config, check the AP that needs to deliver configuration (single selection

or multiple selection), select the template in the AP template list menu, and click the Apply button on
the right to complete the delivery of the template configuration, as shown in Figure 3.24.

MAi:’U WNC6600-1000-AC(V1) Wireless Controller

(1
Interface Canfig AP Confi
(@) :
tatic Route
MONITOR st u
- AP Group Group Type  Image Upgrade v —NONE- v JoinGroug LeaveGroup
s
Sob A
%©s WLAN AP Template list] pr
CONFIG
Filter Condition| Filter
+ Create # Edit [ Delete ® Reboot ", Reset
i § Backup
MAC Config Status AP Template AP Name AP Group AP Location Status ot
Staty
CC:D8:1F:96:70:E4 Customization  profilel v WA2600-821-PE(V2) ~-NONE— Online Master
CC:DB:1F:96:74:6E Customization NONE: ~ WA2600-821-PE(V2) --NONE-- Online Master

Figure 3.24 AP template delivery

363 Cust oeAiPZonf i gur ati on

In addition to delivering a unified template to APs, customized configurations can also be performed
for a single AP.

Perform the customized configuration for the AP directly in the "AP Config" submenu, select the AP
to be customized, and click "Edit", as shown in Figure 3.25 and 3.26.
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MAIPU  WNC6600-1000-AC(V1) Wireless Controller

i) Sweet promptin the main prepared scenario,please config other device after successing config current device.

@ AP Config
MONITOR
AP Group Group Type  Image Upgrade NONE-- v 32 JoinGroup caveGroup
WLAN AP Template list  ~NONE— v B8 Apply
Wirele
AP Template Filter Condition ~ ALL v Filter
DIAGNOSIS. AP Group
+ Create | | # Edit|| [0 Delete = © Reboot | (, Reset
[ (s
NN ) Backup
MAC Config Status AP Template AP Name AP Group AP Location Status -
DEVICE AP Login Management Status
An CC:DB:1F:96:70:E4 Customization  Tes! ~ WA2600-821-PE(V2) --NONE-- Online Master
N
‘{% Access Cantrol CC:DB:1F:96:74:6E Customization NONE ~ WA2600-821-PE(V2) --NONE-- Online Master
a6
RR
BYOD
| || 20%
Load Balance
Figure 3.25 Select AP
1 .
MAIPU  WNC6600-1000-AC(V1) Wireless Controller
Interface Config > ) o
@ AP Config Customization
Static Route
MONITOR
DHCP >
Radio BSS Bandwidth Advanced Config Time Zone Config
{é} WLAN v
CONFIG . c
Wiz S AP MAC CC:D8:1F:96:70:E4
AP Template
AP Name WA2600-821-PE(V2)
DIAGNOSIS AP Group
AP Location
DEVICE AP Login Management placises 64
j AAA > Uplink Integrity Detection Disable v
Access Control >
Time to Reboot Disable v
RRM >
BYOD > Band Navigation
Load Balance
5G Priority Enable v
Load Balance between RF Disable v

2 Submit <) Cancel

Figure 3.26 Customize AP configuration

364 DTLBncryp€ainofni gur ati on

DTLS encryption supports two encryption methods, PSK and certificate, which can be selected during
configuration. When enabling PSK encryption, you need to set a pre-shared key; when enabling
certificate encryption, you need to import certificates to the device in advance, including AC

certificates, CA certificates, and KEY certificates, as shown in Figure 3.27 and Figure 3.28.
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MAIDU  WNC6600-1000-AC(V1) Wireless Controller

m Basic Info E DTLS Encryption Configuration
Basic Config
MONITOR CAPWAP DTLS
DTLS Cenfig
{E’):} SNMP Config I Status Enable DTLS Authentication v]
CONFIG License
@ AP Access Number 2 OK
Port Statistics DTLS Mode
DIAGNOSIS
Port Manage
Status PSK Mode v
Q User Manage
DEVICE AC Upgrade Pre-shared Key (length: 0-31)If not, it is the default.
: AP Upgrade >
AC Backup > 7 OK

LOG
Login Authentication

Configuration >
Factory Reset

Reboot

Figure 3.27 PSK encryption settings of DTLS

MAEPU WNC6600-1000-AC(V1) Wireless Controller

Basic Info E

OK
Basic Config
RONBLR DTLS Mode
DTLS Config
ﬁ)} SNMP Config Status CERT Mode v
CONFIG License
@ AP Access Number < OK
Port Statistics i
BRENEEE Import Certificate
Port Manage
@) User Manage Certificate List
DEVICE AC Upgrade
2 AP Upgrade 4 Server IP Address *
AC Backup >
Username &
Login Authentication
Configuration > Password *
Factory Reset
AC Certificate =
Reboot
CA Certificate &
KEY Certificate &
KEY Certificate Password

) OK

Figure 3.28 DTLS certificate mode encryption settings
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4Aut hentiFemact ©oomf | gur at |

41 NASo@Gfiguration

Configure the address for communication between the AC and the authentication server. Multiple

addresses can be configured, as shown in Figure 4.1.

H : =y
MAIPU  WNC6600-1000-AC(V1) Wireless Controller (&) Sweet promptin the main prepared scenario,please config other device after successing config current device. @ =)
Interface Config > E NAS Config
Static Route
I ) » 10111261 + F Add
WLAN b
. [ Delete
AAn
al e

Portal

Radius

Figure 4.1 NAS configuration

42 ConneckPorttaad v &r

Log in to the portal server management page: http://XXXX/portal/NMLogin.jsp
The AC device can be automatically registered to the portal-radius server, or can be manually
registered. The following describes the manual registration method. Click "Device Management",

select Add, and fill in the relevant configuration in the pop-up box.

Figure 4.2 Portal server adding devices
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After adding, select the added device and click "View Status" to check whether the AC status is

normal.

Vaew device status

IP address 10,11, 14.260

A nane I6¥_codi 1 £9aDaz

Portal port 2000

Bram €2 online

Figure 4.3 Check AC status

Note that the device key is the same as the shared key configured in radius on the AC.

[ Edit the device x

TR s T N o —"
Device name VIGWJ:(EISVEMUHZ *  BAS TP 110.11.14.250 .

= — T —

Bloren portal msthenticate

£ name [IGW_ccd81/88d0a2 « Portal pert

suthetication trpe @ PAP © cawr

Dascription

Figure 4.4 Shared key

43 Add A&LviDce on radi us

Since the portal server and radius server are integrated together, the steps of adding AC devices

have been completed in 5.2.
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44 Add Aut hensecsated ®Mtadi us

Click "User Management", select Add, and fill in the relevant configuration in the pop-up box.

odity pazsword tor first vind )

(802, Lx, VPN, snd disling medify the address of the pazsword htep: ///2itecommon/nodifyPud. htnl)

R code authorizer

cess Wi-Fi, generate OR code, the administeator sweeps the code to apen the quest sccess suthority)

Autharization infermation

Figure 4.5 Add users on the radius server

The above content i s the Madrmfairgurla tsiec

45 802. UXhAnt iGQoatfii@mur ati on

451 AddDevi ce
Follow the steps in 4.3 and 4.4 to add AC to the authentication server
452 Confrigadioms AC

1. Authentication server configuration
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.
MAIPLU  WNC6600-1000-AC(V1) Wireless Controller !
! T

Q _ Radius

MONITOR o
A Accounting Server List

{op WLAN N

s
CONFIG A

,e Delen
No. Server Name Server IP Server Port NAS [P NAS Port

Figure 4.6 Create an authentication server

MAIPU  WNCE600-1000-AC(V1) Wireless Controller q
) rierace centa ' Add Auth Server
MONITOR static Route
Server Index 1 v

Server Type Authentication Server
NAS
Server Port 1812 #(1~65535)
Request Retransmission Times 2 *(2~10)

Request Retransmission Interval 5 *(5~300)
avoD Config NAS Address
Load Balance
P v Pre-shared Key + Add
w® Pre-shared Key
bmit (=

Figure 4.7 Authentication server configuration

2. Accounting server configuration
The accounting server is not a mandatory item and can be configured according to actual needs. The
configuration method is the same as that of the authentication server. Please note that the port is

distinguished from the authentication server.

MAIPU  WNC6600-1000-AC(V1) Wireless Controller 1))
e Radius
DHCP
Authenticaton Server st Accounting server L]
LAN
NAS

Ho Server Name Server 1P Server Port NAS 1P NAS Port

BYOD

Load Balance

Figure 4.8 Create an accounting server
3. Authentication domain configuration

Bind the previously configured authentication server and accounting server to the domain.
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Figure 4.9 Configure authentication domain

46 ExternalAuPbent iGoantfii@mur ati on

46.1 Conf i §CreBri Maeme

Figure 4.10 Configure AC name

462 Portadi ReGtowdnnf i gur atApphi aeaatdi on

1. Create a Portal redirection group
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