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Ob6ecneunBaem nNpakTU4eCKyIo
KnbepbesonacHoCcTb bU3Heca
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O6bnapaem akcnepTusonm
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Hawm
MccrnegoBaHmA

Bbinyckaem b6onee

20 uccnepoBaHun B roa

ExxekBapTanbHble 0TYeThl 06 aKkTyarbHbIX
Knbepyrposax 1 TpeHaax, NporHoabl,
paccrnegoBaHUsA akTUBHOCTEN XaKepCKUX
rPYNNMPOBOK, OTpacreBble NCcCcreaoBaHus

ptsecurity.com/ru-ru/research/analytics
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Positive Hack Days

MexayHapoaHbin Ub-cpopym,
cobuparoLmnn TbICAYN YHaCTHUKOB

phdays.com

= B pamkax dgpopyma mbl opraHmnsyem 30-4acoByto
Kn6epouTBy 3a aMynMpoBaHHY MHPPACTPYKTYPY
KpynHoro ropoga. dopmaTt COpeBHOBAHMS
MaKcMMaribHO NpUBAMKEH K pearibHOCTY
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=  Bo Bpemsa knbepobutsbl pabotaetr SOC Ha 6a3e Hawmnx
NMPOAYKTOB, KOTOPbIM MOHUTOPUT MHAPACTPYKTYPY : ‘ .
N Ha NpaKkTUKe OOKa3blBaeT CBOK 3PJEKTUBHOCTb - h

Positive
Hack
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NMpoaykroBoe
noprdonumo

NMPOAYKThbI

MaxPatrol 8 = PT MultiScanner

MaxPatrol SIEM = PT Sandbox

MaxPatrol VM = PT Network Attack Discovery
PT ISIM = PT Application Firewall

[ns paHHero BbIABNEHUA CIOXHbIX Yrpo3
[ns obecnevyeHns 6e3onacHocTn ob6bekToB KUU
[nsa noctpoeHusi ueHtpa NocCOlMNKA

PT Application Inspector
XSpider

NT BeaoMCTBEHHbIU LEHTP
PT Platform 187



Moprdcdonuo ycnyr

Yenyru Yenyru

yCrnyrn ans HenpepbIBHOIO MOHUTOPUHIa N pearnpoBaHus no rnybokomy aHanmnay
MNOBbILLUEHUS 3aLLNLLEHHOCTY Ha HUMOeHTbl B 3aLLUMLLIEHHOCTU
BGusHeca oT kKnbepyrpo3s




NMpoAayKTbl
Positive Technologies

ptsecurity.com



MaxPatrol 8

MaxPatrol 8

YHuBepcanbHoe cpeacTtBo
aBTOMaTU3UPOBaAHHOIO aHanusa
3alMLWEeHHOCTU U KOHTpONSA
COOTBETCTBUA CTaHOapTam

= [lo3BonseT perynsipHO M KOMMMEKCHO KOHTPONMpoBaTh
COCTOSIHME 3alunLeHHOCTN Bceun IT-nHdpacTpyKTypsbl.

= [lo3BonseT NOCTPOUTb NPOLECC YyNpaBreHNs
ysa3BMMOCTSAMUM Ha KPI, npo3payHbix ona pyKoBOACTBA.

= [nbko macwTabupyeTcsa 1 NogxoamT Kak ans HebonbLInx
KOMMNaHWA, Tak U AN KPYMHbIX TEPPUTOPUAnbHO-
pacnpeaeneHHbiX NpeanpuaTui.




MaxPatrol 8

OxBaTbiBaeT Bce UH(poOpMaLMOHHbIE pecypcChbl KOMNaHUM

MooaepxuBaeT 1 no3sonseT KoHTponuposaTtb napametpbl 1000+ nnatdopm 1 NPUITOKEHUN:
CETEBYI U CUCTEMHYIO MHAPACTPYKTYPbI, cepBepbl, 6ecnpoBogHble ceTn 1 ceTu IP-tenedoHuu,
0asbl gaHHbIX, npunoxeHus, cuctemol ERP, Beb-npunoxerHus, ACY TI1.

Buiasnser yA3BMMOCTHU C MaKCUManbHOM TOYHOCTbIO

BoisiBnseT ys3BMmocTu, owmnbkm koHdurypaumm komnoHeHToB NC, npoBepsieT cooTBeTCTBUE HAacTpoek NC
TpeboBaHuam MNB. Micnonb3yeT MeToabl YepHOro 1 6enoro AWMKOB Ans aHanuaa 3awuweHHOCTH Y3roB,
NPOBEPSET aKTyanbHOCTb YA3BMMOCTEN, 0becneymBasi HU3KOE YNCNO NOXHbIX cpabaTbiBaHWI.

Ynpouwaer aHanM3 COOTBEeTCTBMA CTaHaapTam M nonurukam Ub

CooepXuT BCTPOEHHbIE NOSUTUKN 6e30MacHOCTU, NO3BONAOLWME OLEHUTL COOTBETCTBUE MHAPACTPYKTYpPbI
OCHOBHbIM cTaHgapTtam (ISO 27001/27002, PCI DSS n CIS).Takke gaet BO3MOXHOCTb HAaCTPOUTb
cneunanbHble MOAUTUKN A1 KOHTPOS BbINOSIHEHMUS COBCTBEHHbIX KOPNopaTMBHbLIX NpaBusi 6e30nacHOCTMW.



MaxPatrol SIEM

MaxPatrol SIEM

Cucrema BbISIBJIEHUS UHLUOEHTOB

C YHMUKalbHbIM NOAXOA0M K 06ecne4yeHuto
npo3pavyHocTu I T-nHppacTpPyKTypbl 1 rMyOOKOMN
3KCNepTN30U B OOHaApYXeHUu yrpos

= [laet BnanmocTb IT-UHGpacTpyKTypsbl.
= [lo3BONSET BbIABMAATb CaMble akTyasibHble Yrpo3bl.

=  CHwxaet TpygosarpaTthbl crneunanuctos no Nb
Ha MOHUTOPUHI COCTOSIHUS MHAPACTPYKTYpPbI
N HanucaHwe NpaBun BbISIBMIEHUS aTak.




MaxPatrol SIEM

Jingupyrouwee oreuecrseHHoe SIEM-peweHue

MpoaykT BHegpeH 6onee Yyem B 200 NPOMBILLSNEHHbIX, TPAHCAOPTHbIX, (PUHAHCOBbLIX KOMMAHUSX, B YACTHOM
N rocygapCTBEHHOM CeKTope, B opraHax Bnactu. CornacHo uccnegosanuto IDC, MaxPatrol SIEM BxoguT B TpOnKy
nnaepos poccurckoro poiHka SIEM. Jpyrne oteyectBeHHble SIEM-cuctembl 3aHMmatoT He Bornee 6% pbiHKa.

PerynsapHo nonyJyaer aKkcnepru3ay ana obHapyeHus yrpos

Pa3 B aBa mecsiua MaxPatrol SIEM nononHsaeTca naketam aKcnepTusbl C HOBbIMUW NpaBunamMm
Koppensaumm, nHgmkatopamm KoMnpomMeTauumn n nnemnbykamm.

BbLICTPO pa3sBMBaeTCH U CTaAaHOBMUTCH Nnpolye

Bbinyckaem OBa penusa B rofl, perynsipHo BHeAPSIEM HOBbIE TEXHOIOMM 1 pacluMpsieM KoMaHay
pa3paboTku npoaykTa. Mbl MOCTOSIHHO yrpoLLaem NPoAyKT, YTobbl pa3sepHyTb MaxPatrol SIEM, paboTatb
C HUM U BbISIBNATb Yrpo3bl MOr Aaxe HOBUYOK. Hanpumep, 3a nocnegHue asa roga B NpoaykTe nosiBUNUCH
perynspHas noctaBka NakeToB 3KCNEepPTU3bl, YEK-NIUCT HACTPOWKN CUCTEMbI, KOHCTPYKTOP MpaBur
KOPPENsALUMM 1 BO3MOXKHOCTb BbICTPOrO CHIDKEHWUS! KONMUYECTBA NTOXHbIX cpabaTbiBaHUIA.



MaxPatrol VM

MaxPatrol VM

Cucrtema ynpaBneHus
YA3BMMOCTAMM

HOBOIO NOKOJIeHUxA

= [lomoraeTt BbICTPOUTb MNOSTHOLIEHHbIN NpoLecc
yrnpaBfeHns ysa3BUMOCTSIMU, B KOTOPbLIA BOBIEYEHDI
kak b, Tak n IT-cneunanucTbl.

= KoHTponupyet 3awmileHHOCTb IT-nHdpacTpyKTypbl
B KaXXObll MOMEHT BPEMEHUN N NMOMOraeT NpaBuibHO
npnopuTM3npoBaTtb paboTy Hag ysa3BMMOCTSAMM.

2T MaxPatrol 10
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MaxPatrol VM

Cokpaujaer Bpema paboTtbl C yA3BUMOCTAMM

MaxPatrol VM He Tonbko npoBoanT FJ'Iy6OKy}O NnpoBEPKY CUCTEM, HO U NMOMOraeT aBToMaTnU3NpoBaTb
ynpasrieHne ya43BMuMoCTAMMN C y4E€TOM 3HAYNMMOCTU KOMIMOHEHTOB CETU OJ1A 6V|3Hec-npou,eccos.

NMossonsaer Gblc'rpee pearmposarb Ha HOBbli€ ONnacHblIé YyA3SBMMOCTMU

MaxPatrol VM MOXeT BbISIBUTb Hanuyne ya3BMMOCTU Ha OCHOBE paHee CobpaHHOW MH(opMauum
00 NMHpacCTpyKType. DTO NO3BOSISIET CPa3y Xe NepexoauTb K atany ycTpaHeHUs! YyS3BUMOCTU Un
MPUMEHEHNS KOMMEHCUPYIOLLMX MEp.

HAenaeT npoueccsi 6onee npospavyHbIMM

B MaxPatrol VM mMoxHO 3agatb pernameHTbl 4S5 CKaHMPOBaHUA N YCTPaHEHUS YS3BUMOCTEN.
Hawbopabl cuctembl HarNgaHoO geMoHcTpupytoT paboty IT n b otaenos, no3sonas
KOHTPONMUPOBaTb YPOBEHb 3aLUULLIEHHOCTU MHAPACTPYKTYPbl U CPOKM YCTPaHEHUE YS3BUMOCTEN.

Henaer cucremMmy makcmmMmas$ibHO CIIOXXHOM pna NMPOHUMKHOBEHMUA

Cneumanuctbl Positive Technologies coobLuaTt o TpeHO0BbIX YA3BUMOCTAX, KOTOpble HEOBXOANMO
3aKkpbITb B NepByto odepedb. OHM Hanbonee onacHble U UCMONb3YTCA 3M0YMbILLIIEHHMKAMKM B aTakax

NpsIMO cenyac.



PT ISIM

Cucrtema rnybokoro aHanmsa TeXHONIOrmM4eckKoro
Tpadwmka (Industrial NTA/NDR) ans BbisiBneHus : AT
CNOXHbIX aTak BHyTpu ceten ACY Tl 4 -

& 0

.
SCADA MOXA SWITCH HNT 4

= [lomoraeT Ha paHHen cTagumn BbISIBNATL KMbepaTtaku
N HEaBTOPU3OBaHHbLIE AENCTBMUS NepcoHana. i

SIEMENS S7-1208 PL... SIEMENS §7-300 PLC METER MNETER (reference)

= [lo3BoNsET KOHTPONMPOBATb BEKTOPbLI aTak
n cobnogeHne nonutnk Nb, cneumdundeckmnx
AN KOHKPETHOro NMpPOMbILLNEHHOTO 0ObeKTa.

= [lo3BonsieT NPoBOANTL NPEBEHTUBHbIA MOUCK CITOXHbIX
Yrpo3 BHYTPW TEXHONOMMYECKON CeTn n obecneunBaeT
[lokasaTenbHyto 6asy B xofe paccnefoBaHUs UHUMOEHTOB.




PT ISIM

HenpepbiBHO MHBEHTaApU3MUpPYyeT U nNpodunupyer ceTtb

He okasblBaeT BNAHUSA Ha TexHonormyecknn npouecc, PT ISIM HenpepblBHO MHBEHTAPU3NPYET ANIEMEHTLI
cetn ACY TTI1, KOHTponupyeT ee LenoCTHOCTb 1 OMoBeLaeT O KPUTUYECKUX N3MEHEHUSAX, KOTOPbIE MOTryT
ABNATLCA NPU3HaKoM HapyweHus Ub n TpeboBaTb HEMEOEHHOro pearnpoBaHus.

C BbICOKOM TOUMHOCTbLIO IETEKTUPYET Yrpo3bl U AHOMAaNUM

PT ISIM ncnonb3yet cobCTBEHHYIO 6a3y AaHHbIX MHOMKATOPOB MpoMbllwneHHbIX yrpo3 (PT ISTI) n 6narogaps
KOMBUHALMM CUTHATYPHbIX METOO40B OOHapYXeHUs1 atak 1 MexaHu3ma NoBeeHYeCcKoro aHanuaa no3BongeT
3(pheKTUBHO BbISBMATb KMbepaTakm Ha paHHen ctaguu. B noctosHHO nononHsiemon 6ase PT ISTI HacuMTbiBaeTcA

bonee 4000 pasnuyHbIX NHOMKATOPOB M NpaBun obHapyxeHus yrpo3 B ACY TT1.

OGecneuuBaer nouck yrpos B cerax ACY Tl m paccnepnosaHue uHuupeHros Ub

[MpooyKT aHanmM3npyeT 1 XpaHUT BECb CNeKTp Tpaduka TexHonorndeckom cetu: ot UT-npoTokosos 4o
cneunanmn3npoBaHHbIX NPOMbILLNEHHbIX. bnarogaps BCTPOEHHbIM MHCTPYMEHTaM paboThbl C MeTadaHHbIMN
NPOAYKT NpefoCTaBnseT LWMPOKME BO3MOXHOCTU AN cneunann3npoBaHHOro novcka yrpoa (threat hunting)
N paccrnegoBaHnsa MHUMOEHTOB MH(OopMaunoHHon 6esonacHocTn B ceTax ACY TI1.

NMo3Bonser COOTBETCTBOBaTh TpeboBaHMAM

PT ISIM obecneunBaeT peanusaumo LWMpokKoro nepeyHst mep sawmutbl ACY TI1 B cootBeTcTBMM € 187-D3, TpeboBaHnAMMU
npukazoB PCTIK Ne 31, 239, 196, oTpacneBbiXx CTaHAAPTOB U sABNSAETCS KntoveBbiM 3BeHOM anst cuctembl TocCOINMKA.



PT MultiScanner

PT MultiScanner

MHoroypoBHeBasa cucrema
3alWuTbl OT BCEX TUMOB
BpPeAOHOCHbLIX NporpamMmm

Ob6ecneumBaeT 3aWnTy OT BUPYCHbIX YrpO3 C NOMOLLIbIO
MYNbLTUBEHOOPHOW aHTUBUPYCHOW NPOBEPKN.

[Mo3BonsieT GLICTPO NOKANM30BLIBATL N YCTPaAHATbL Yrpo3bl
bnarogapst nogpobHoON MHoOpPMaLMM O NOPaXKEHHbIX y3nax.




PT MultiScanner

3awmuiaeT oT MaccoOBbIX aTak

MpoayKT OCyLLECTBNSAET NpoBepPKY halinoB ¢ NOMOLLbI HECKOMNbKUX aHTUBMPYCOB
n npaeun PT Expert Security Center. 3To No3BONSET 3aWUTUTLCSA Kak OT MacCoOBbIX Yrpo3,
TaK 1 OT aTak XakepCKux rpyrnnupoBOK C NPUMEHEHNEM U3BECTHOro BpeaoHocHoro MO.

NMomoraer GbiCTpee pearupoBath U paccrnenoBaTbh MHUMUAEGHTDbI

PT MultiScanner gaeTt TouHyo MHopMaLmio 060 BCEX MOPaXXeHHbIX y3nax CeTu 1 No3BonseT
rnokanusoBaTb yrposy: HanTh ee UCTOYHMK, OTCNeauTb YYaCTHUKOB M 3Tarbl pacnpoCcTpaHeHus,
a cnefgoBaTtenbHO — ONepaTUBHO NPUHATL HEOOXOAMMbIE Mepbi.

BLifiBNsieT CKpbITOE NpUMCyTCcTBUEe BpeaoHocHoro Mo

Bnarogaps aBTomatnyeckomy petpocnektuBHomMmy aHanuady PT MultiScanner Haxogut
BpegoHocHoe 10O, koTopoe He bbirio obHapykeHo paHee. [ToBTopHada nposepka annos
3anyckaetcs nocrne obHoBreHun 6a3 gaHHbIX NpoayKTa.



PT Sandbox

PT Sandbox

NMepenoBasa neco4yHuua
C BO3MOXHOCTbLIO TrMOKOM KacToMMU3aLum
BUPTYanbHbIX cpea

= 3awuuwaet oT ueneBbiX 1 MacCOBbIX atak ¢ MPUMEHEHNEM
Hen3BeCTHOro BpeaoHocHoro MO u yrpo3 HyneBoro OHS.

=  BbisiBnsieT n GnoknpyeT yrpo3bl B KOpnopaTMBHOWM MoYTeE,

Nonb30BaTeNbCKOM Beb-Tpadmke, hannoBbiX XpaHUMNMLLAX.

Sandbox
MoHUTOpUHI m
BLINOAMEMHLIO 2a8aHNA 3aganua c onacHmmmn daitnamm no ncToy
B 00r B C otatenanm i MUmmeamitied Soaans et
PeRATUHr GaRNOE NO ONACHOCTH Nposepeno $aiRnos MeTOAOM NOBEREH e
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PT Sandbox

Mcnonbayer caMblie aKTyalsibHble SHaHMA ONifA BbiABJICHUA Yyrpo3

Bce cdhannbl NnpoxoasaT KOMMNMEKCHYHO NPOBEPKY, BKNKOYAKOLW YO CTaTUYECKUA N ANHAMUYECKUIA aHanms
C NOMOLLbIO YHUKanbHbIX npasun PT Expert Security Center 1 npoBepKY C NOMOLLbIO HECKOSTbKNX
aHTuBuMpycos. lNpasuna PT ESC co3galoTcs akcrneptaMmu B Xo4e UCCregoBaHus AesaTenbHOCTH
XaKepCKnx rpynnupoBOK 1 paccriefoBaHnn MHUMOEHTOB U eXeHeaellbHO BbIrpy>KatTCH B MPOLYKT.

3awmuwaeTr MMeHHO BaLWly m-lcbpacrpylﬂ'ypy

B PT Sandbox MOXHO rMOGKO HAcCTpOoUTb BUPTYarbHble cpedbl B COOTBETCTBUM C pearbHbIMU paboymmm
CTaHUMSIMM U 3arpy3utb B HUX cneumdmyeckoe MO, KOTOPbIM NOMb3YTCS COTPYOHUKUA. DTO NO3BOSSET BbIABMASATbL
LleneBble U MaccoBble aTaku Ha KOHKPETHbIV COT UM €ro BEPCUMM 1 3aLUMULLATLCA OT Yrpo3 HYNEBOro OHS.

OGHapy>xuBaeT yrpo3bl He TONbKO B ¢hanunax, Ho U B Tpachuke

PT Sandbox nposepsieT BeCb ceTeBoun TpaduK, KOTOPbIA reHepupyeTcsl B NpoLecce aHanuaa anna, Bkroyas
CKpbITbIN 32 TLS. OTO NO3BONSAET BbISIBNATL OMACHYH CETEBYHD aKTUBHOCTb, BHELLHE HE CBA3AHHYHO C (hanriom.

BuisBNsieT ataku, He o6HapyxeHHbIe paHee

[MpoAayKT NpoBOAUT aBTOMATUYECKUIA PETPOCMEKTUBHbBIN aHanu3 ¢gannos nocne obHoBneHus 6a3s
3HaHWI, BbISBIIAS CKPbITble B UHAPACTPYKTYpEe U CaMble HOBbIE Yrpo3bl.



PT Network
Attack Discovery

Cucrtema rnyoboKkoro aHanu3a ceTeBoro
Tpacdpumka (NTA/NDR) onsa BbisBreHuUs
aTaK Ha nepuMeTpe U BHYTpPU CeTn

= O6Hapy>|<V|BaeT CKpPbITbl€ YIpoO3bl B CETU NO 6OJ'IbLIJOMy
KOJNMn4yecCcTBY NPU3HAaKOB.

= [laeT noHMMaHue, YTO NPOUCXOAUT B CETU, U NO3BONSAET
NPOKOHTPONMpPoBaTh cobrnitoaeHne pernameHTos UB.

= [loBblwaet apdekTnBHocTb paboTel SOC, nomoraet
BOCCTaAHOBUTb LENOYKY aTakm 1 cobpaTtb gokasaTenbHyto 6asy.




PT Network
Attack Discovery

BuaUT aKTMBHOCTbDb SNOYMBLIUINIeHHMKOB KaK Ha nepmuMmeTpe, TakK UM BHYTpM CeTm

PT NAD aHanuaupyeT He TONbKO BHELLHWUI, HO N BHYTPEHHUA TpadouK, MO3TOMY OH AETEeKTUpyeT
rOpU3oHTarnbHble NepemMeLleHns 3NoyMbILLSIEHHUKOB, MOMbITKMA SKCMyaTtauun ya3BMMOCTEN, aTaku Ha
KOHEeYHbIX rnornb3oBaTesnien B JIOMEHE U Ha BHYTPEHHNE CEPBUCHI.

"CI‘IOJ‘Ib3y3T nepeposbié TeXHONorMm BbifiBfieHMA yrpos

[ns BbISIBNEHUA aTak Ha paHHUX CTaanax NPOOYKT UCNONb3yeT TEXHOMOMMN NoBeLEHYECKOro aHannsaa, rnyookKyto
aHanuTKKy, COOCTBEHHbIE NpaBuna AETEKTUPOBAHNSA Yrpo3, MHOMKATOPbl KOMIPOMETALNN U PETPOCNEKTUBHbIN
aHanus. PT NAD BnguT Bpe4OHOCHY0 akTMBHOCTb Ja)e B 3allmMpoBaHHOM Tpaduke.

fiBnaercsa ocHosou ansa noctpoeHus SOC u threat hunting

MpoaykT xpaHnt 1200 napamMeTpoB CECCUN N 3anncu cbiporo Tpaduka. Takme gaHHble CTaHOBSATCS NOSIE3HbIMU
MCTOYHUKaAMWN 3HAHUW NPU pacKpyTKe LIENOYKN aTakn U ee nokanusaumm, a Takke rnpu npoBepke rmnoTes B pamkax
threat hunting.



PT Application
Firewall

MexceTeBOM 3KpaH YPOBHA BeO-NpUnoxXeHUn
(Web Application Firewall)

- 3awmwaet Beb6-NpUNoOXeHnst OT LEeneBbiX N MacCoBbIX aTak.
- BbICTpo BCTpamBaeTcs B MHPPACTPYKTYPY.

- MopnepxmBaeT HenpepbIBHOCTb GU3HEC-NPOLIECCOB.




PT Application Firewall

BLICTPLIA CTApT U UHTErpauus

PT Application Firewall paboTaeT «13 KOPOBKN», UMEET pasfinyHble ONUUM BHEOPEHUS: CETEBOM MOCT L2,
Npo3payvHbI MPOKCU-CcepBepP, OOpaTHbLIN MPOKCU-CEPBEP, PEXUM MOHUTOPUHIa UM paccrnenoBaHus,
NHTerpupyeTca co ctopoHHuMn C3U, B ToM vncne: aHTuBupycHole cuctemol, SIEM, Anti-DDoS, DLP.

MpocToTa B MCNONb30BaHUM

PT Application Firewall cHuxaeT TpygosartpaTtbl onepatopa b 3a cyeT BCTPOEHHbIX NOMNTUK 3aLlmThl,
MEXaHMU3MOB KOPpensunm u npmoputmsaumm HamgeHHbIX yrpos.

ApanTauma K MUSMEHeHMAM

PT Application Firewall rubko macwtabupyeTtca nog ysenvunsaromecsa Harpyskn Ha Beb-npunoxeHus,
aBTOMATUYECKN adanTUPYETCHA K UBMEHEHUAM B UX BU3HEC-NOMMKe 3a CYET anropuTMOB MaLLMHHOIO
0By4eHNsa 1 BUPTyanbHOro naTtymHra ysa3aBMMOCTEN.



PT Application
Inspector

PT Al

YHuBepcarbHbIU UHCTPYMEHT
Ans NoMcKa ya3BMMOCTEN B NMPUITOXKEHUSX

=  TO4YHO HaxoauT n NPUOPUTUSUPYET YA3IBUMOCTN.

" I'IpOBep;leT NCXOAHbIN KOO U roToBOE npurioXxXeHune.

= WHTerpupyeTcs B AECTBYIOLNE NPOLECCHI pa3paboTKu.

£ Cranmposanma «appdis

Carwpotan

ey utre ot

Bty TU oW T AF

63 rew Java o FlelnputStream(ioghieame
AT CXMUPIBHGA 30.09.2020 12:41:15 ) v\ COM PRATIEY\ AP DO\

BEAvA O epodasain W0:00:54

IOpMene yRIBMMOCTH 5 i0g.Cetug THDISE Searcney T + TirsTaaee);
stringbuffer res = mew SteingBuffer();

Be yrummocTa 1

- try

a N ResultSet rs;

P 2 P

(% o1 iF (safeMode) ({

\ string 3ql = “SELICT lastame, firsthes ROM pt.empl o
> « I s . Prepareditatesent query = db.prepareStatement{sql);
Query . setStrinsg{l, firsthase);
e

rs = Guery.executeQuery();

) else {
Steing sql » “SELECT lastMame, Firstieme FRON pt.employes MRS €irstiieme
rs = db.CreateStatenent () executeQuery|sql);

TmployeesSearchlesslt employees » new TmployeesSearchReswit();

ewployees . setfirstNane|firstiane);

while (rs.next()
foployeesSearchResult, [nployee esployee » new [eployeesSearchResult . fmplo;
employees. getimployees( ). add(employee)}

Pristuriter cut = response.getiriter();
out.print{new Gbjectriapper() writevaluedsString(employees));



PT Application
Inspector

MakcuMmanbHasa TOUYHOCTb

3a c4yeT KOMBUHAaLMK CTaTUYECKMX, ANHAMUYECKUX N MHTEPAKTUBHbLIX METOAOB NPOBEPKN Koaa

(SAST, DAST u IAST), a Takke aHannsa cTopoHHUX 6ubnmnotek (SCA) 1 KOHUrypaunoHHbIX dannos,

PT Application Inspector HaxoanT TOMbKO pearibHble YA3BUMOCTU. OTO NoMoraeT pa3paboTymnkam
CKOHLEHTPUPOBATLCA Ha BaXKHbIX Npobremax 1 CHUXKaeT 3aTpaThbl SKCMEPTOB HA PYYHYIO NPOBEPKY pe3yrbTaTos.

Mpocrora n 6e3onacHOCTb TECTUPOBaAHMUA

PT Application Inspector He TpebyeT yCTaHOBKM U HACTPOMKM NPUIOXKEHUS MW OOCTYNa K TECTOBOW
cpeqe. MNpocTo ykaxknTe narnky, cogepkalllyto roToBbIi Kof NPUNoXeHus (Mny ero YacTb) UIN CCbINKY
Ha caWiT, YToObl HaYaTb aHanms.

BhiCcTpoe BCTpauBaHue B nNpoueccsl pa3paboTku

PT Application Inspector rubko BcTpanBaeTcsi B CyLLECTBYOLLME MPOLECCHI 3@ CYET FOTOBLIX NlarMHOB Ans
NOOKINIYEHUS K cucTeMaM cOOPKM 1 AOCTaBKM NPUNOXKEHUIA, NO3BOMSIET BLICTPOUTL NpoLecc 6esonacHor paspaboTku
kopa.



XSpider

NMpodeccuoHanbHbLIN
CKaHep ysi3BUMOCTEN

XSpider

BbisiBM YyA3BMMOCTU B CETEBbIX pecypcax Ao Toro,
Kak aT1o 6yaeT caenaHo 3N10yMbllNEeHHUKaMK.

= BbICTpO N TOYHO ornpengendetr KOMIMNOHEeHTbl CETU
= CKaHI/IpyeT ceTeBble pecypcChbl HA YyA3BUMOCTHU
=  Bblgaer pekoMeHaauunnm no yctpaHeHuro yFI3BI/IMOCTeI7I

20"' XSpider saBnaeTca NpnU3HaHHbIM
nuaepom cpean ckaHepos
JeT GesonacHocTv B Poccuu




XSpider

OGHapy>XUT YA3BUMOCTMU B CETeBbIX pecypcax

[MpooyKkT NpoBepsAeT CeTb Ha YA3BUMOCTM METOLOM YepHOro Auiunka. BeiasngeT ya3smMmocTu

Ha pabouymx cTaHuMsX, cepBepax, CeTeBoM 00opyaoBaHUKM, NPOBOANT aHanu3 BebG-pecypcos.
[MpoBepsET CTOMKOCTb Naposien Ansa cepBUCOB, Tpedyowmnx ayTeHTudukaunn. basa aktyanbHbIX
yas3BumMmocTen XSpider perynsapHo nonosiHaeTcsa akcrneptamu Positive Technologies.

Aa'roma'ruaupye'r npouecc nomMcka ytlaBHMOCTEﬁ

XSpider nsbasngaeTr ot HeO6XOAMMOCTU PYHHOWN MPOBEPKN KaXO0ro OTAENbHOro KOMMOHEHTa
NHOPMaLMOHHON cUCTEMBI. PelleHne BbICTpO HacTpamBaeTcs U He TpebyeT OT cneumanucToB
HaBbIKOB TECTUPOBaHUSA Ha NPOHUKHOBEHME.

AHanu3upyer pe3ynbTarthbl NPOBEepPKM CETH

XSpider BblaaeT B yA0OHOM 1 CTPYKTYPUPOBAHHOM BUAE AaHHbIe O pe3yrnbraTtax CKaHMPOBaHUS
ANS AeTanbHOro aHanmaa TeKyLero CocTosiHMA cuctemMsbl. Mo Bcem 0BHapY»KeHHbIM YsI3BUMOCTSM
MOXXHO MONYyYnUTb NOAPOOHYH MHAOPMAaLMNIO U YETKME PEKOMEHOALNN MO UX YCTPAHEHUIO.



NT BeaoMCTBEHHbIM LLEHTP

Muumgenr INC-20201120-53 (5 aer, 19:49)

L -

Cucrtema ynpaBneHusa UHUMAEHTaMU
n B3anmoaencteus ¢ NocCOMNMKA n ®uHLUEPT

ﬂl,

Obwme ceegenns

= [losBonseT cooTBeTCTBOBATL TPEOOBAHUSAM
3aKoHogaTenbCcTBa 0 HEOBXOANUMOCTUN perncTpaumm
MHUMOEHTOB, ynpaBrneHust M1 U NHOOPMUPOBAHUS
HKUKW n dnHLEPT.

= [lomoraeTr aBTOMaTU3MpPOBaTb M KOHTPONMPOBATL NPOLECC
pearmpoBaHusi Ha MHUWAEHTbI: Ha3Ha4YaTb OTBETCTBEHHbIX,
BbICTaBMATb NPUOPUTETHI, OTCMEXNBATL CTaTYCbl U CPOKU
obpaboTKn.

Ui

ONUCAHKE HHUMALHTA

Broxenna

Araxa Ha Tpadux




NT BeaoMCTBEHHbIM LLEHTP

Baaumopenucrteue ¢ NocCONKA u ®uHLIEPT

O6meH nHgopmaumen 06 nHunageHTax n aktyasnbHbix yrpo3ax ¢ HKUKU n ®uHlUUEPT
NPOUCXOANT B ABYXCTOPOHHEM doopmate. CBefleHust 0 perucTpauun HUUaeHTa, xoae
pearmpoBaHusi 1 3aBepLlieHUn paboT OTNPaBNAKTCA B OHNanH-yaTe.

JKOHOMMT Bpemsa cneuunanucros no Ub

ABTOMaTN4YECKOE CO34aHNe KapToveK MHUNOEHTOB M NPUMEHEHME WabnoHOB pearmpoBaHns
CHMXalOT BPpEMEHHbIe 3aTpaTtbl cneunanmcToB. HarnsaHble gawbopabl NOMOratoT onepaTopy
B koHTponupoBaTtb npouecc n obpadotatb MHLUWMAEHT B CPOK.

KacTroMmm3aauua nog npoueccbl KOMNaHUM

Mbkas KoHpUrypauns CUCTEMbI NO3BONSIET BbICTPOUTL YNpaBreHne UHUMAEHTaMK
B COOTBETCTBMM C 3afia4amun KoMnaHun: 1o06aBuTb AONONHUTENbHbIE NONSA N PUNBTPSI,
a TaKke co3aaTh aBTOMaTUYEcKkue cLeHapum ans o6paboTKM UHLNMOEHTOB.



PT Platform 187

PT Platform 187

nporpamMMHo-annapaTHbIN
KOMMJIeKC ANA BbINONHEHUNA
OCHOBHbIX TpeboBaHua 187-P3

e
————

POSITIVE TEC

wvolosies |

R

= [lnatdopma nomoraet peannsoBaTb MeEpPbLI 3aLLUThI
obbekToB KNW B cootBeTcTBUM € TpeboBaHnamm OCTIK -
Poccun n noctpontb BegoMcTBeHHbIE LeHTPbl TOCCOINMKA .

B cooTBeTCTBMU C TpeboaHnammn ®CH Poccun. FOBTIVE THCHNOLOSIES |

= [lpoaykTbl NnNaTtdopMbl perynsipHo nony4aT 06HOBMNEHMS
ANS BbINONMHEHNS] HOBbIX TPeOOBaHWU PerynsaTopos.




PT Platform 187

NMoaxopaut ana He6onbuwKnX MHPaACTPYKTYP

MooxoguTt opraHnsauuam ¢ nHdpacTpykTypomn o 250 ceTeBbliX Y3N0OB U TEPPUTOPUANbHBLIM
noApasaeneHunsM KpynHbiX opraHndaumin kak Yactbe cermeHTa NlocCOINMKA. Yoo6bHO ucnonb3oBaTtb
AN151 NOCTEneHHOoro maclwtabupoBaHus. [laeT BO3MOXHOCTb NO3TaNHO NepenTn Ha Ha enterprise-
BEpCUMN NPOLYKTOB AN MOHUTOPUHIA MHPPACTPYKTYpPbI.

Nare nNMPpOAYyKTOB B OQHOM

Ha cepBepe passepHyTbl MaxPatrol SIEM, MaxPatrol 8, PT Network Attack Discovery,
«lMT BegomctBeHHbIN LeHTp», PT MultiScanner. Bce npogyktel nnatgopmel yxe
NHTErpMpoBaHbl 1 obecneynBaoT MakCMMasnbHyt0 COBMECTMMOCTb KOMMOHEHTOB.

Cob6cTBeHHbIN MUHU-SOC U3 Kopobku

[Mnatdopma BKNtOYaeT 6a3oBble TEXHMYECKNE cpeacTea, Heobxoaumble ans SOC,
N MOMOra€eT BbICTPOUTb NPOLECChl MHOPMaLMOHHON 6e30nacHOCTU, pacLUMPUTb
BHYTPEHHIOKO 9KCMepTmn3y 1 noBbicUTb adpdrekTuBHoCTL UB.



PeweHus
Positive Technolog]




PewweHuns

'.::.'.::. Ana paHHero BbiABI€éHMA
CHNOXHbIX Yrpo3

|




KomMmnnekcHoe pewieHue

0N paHHEro BbiABNEHUS
CIOXHbIX yrpo3 — PT Anti-APT

NMosBonsieT adppeKkTMBHO BLIABNATL U NpeaoTBpaLlaTh
ueneBble aTtaku (APT). Nlomoraet makcmmarnbHO ObICTPO
OOHapPYXUTb CKPbITOE NPUCYTCTBME 3r10YMbILLSIEHHMKA

B MH(ppaCTPYKType 1 BOCCO34aTb NOSIHYIO KapTUHY aTaku
ana agoPeKTUBHOIro paccrnenosaHnd

Tr——

PT Network Attack Discovery, KpynHbIX XONAnHros,
PT Sandbox n ycnyru N Kopropauumn ¢ ceTbio ounnarnos
akcnepTHoro ueHtpa PT ESC

Mpeumywecrea

BbisiBNSIET NpUCYTCTBME aTaKyLLEro
Ha NepuMeTpe U B NHPPaCTPYKType

ABTOMaTUYECKM OBHapYXMBaeT
He BbIsIBNEHHblE paHee aKTbl
B3NlOMa UHAPACTPYKTYPbI

Ncnonb3yeT yHUKarbHble TEXHONOMK
obHapyxeHus atak B Tpaduke

MpumeHsaeT nepenosomn
JNHaAMUYecKun aHanms ans
BbISIBIIEHUSI OMacHbIX dhannos



PelwwmeHus
>
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KomMmnnekcHoe pewieHue

nns obecnedyeHnsa 6e3onacHOCTU
obbekToB KN

NMo3BonsaeT NOCTPOUTbL CUCTEMbI O€30MaCHOCTU OOBLEKTOB
KUU B cooTBeTCTBUM C TpeboBaHUAMU 3aKkoHa Ne 187-P3.
ObecneymBaeT BbINONMHEHNE TpeboBaHUN U aBTOMaTU3NPYET
B3anmogeuncteue ¢ NocCOIMKA. MoxeT ObITb MCMONb30BaHO

B TOM YnUcrne Ana pacnpegeneHHbiX MHOPacTPYKTyp

Bxniovyaer B cebn:

MP SIEM, MP 8, PT NAD, PT MS, CybbekToB KN
PT Sandbox, PT ISIM, PT AF, PT Al, INT BL,
N ycryru akcnepTHoro ueHTtpa PT ESC

NMoaxopuT pna:

Mpeumywecrea

Mo3BonsieT BbISBNATb aTaku Ha
paHHel cTagumn U B PETPOCMNEKTUBE

[MNo3Bonser agpPekTUBHO
paccrnenosaTb BO3HMKaloLWmMe
nHumaeHTsl b

MNo3BonsieT HenpepbIBHO
B3anmogencteoBaTb ¢ fTocCOlMKA

[Mo3BongeT cooTBeTCTBOBaATbh
TpeboBaHMsIM perynmpyroLmx
OopraHoBs



——

..::'..::' Ansa noctpoeHun ueHTpa NocCONKA

l f




KomMmnnekcHoe pewieHue

nna noctpoeHnsa ueHtpa [ocCOINMKA
n szammogenctenga ¢ HKLIKA

lNMo3BonsieT noatanHo noctpoutb LeHTP FocCOlNKA BHyTpuU
cyobekta KUW. Nomoraet nocteneHHO pa3BuBaTb BHYTPEHHIOO
akcnepTunsy Vb, BoicTpamBaTb npouecckl B nogpasgeneHum Nb
N YCMNEeLLIHO OoTpa)aTb Kak TUMNOoBble aTtaku, Tak U HOBble X BUAbI

Bxniovyaer B cebn:

MP SIEM, MP 8, PT NAD, PT MS,
PT Sandbox, PT ISIM, PT AF, PT Al,

[T BL, n ycnyrn akcnepTHOro
ueHtpa PT ESC

NMoaxoauT pna:

OpraHusauun, nrnaHupyrLwmx
cosgaHue ueHtpa FlocCOlMKA

Mpeumywecrea

Hawmw npogykTbl 3awmwaroT
KPUTUYECKYIO MHPPACTPYKTYpPY
KPYNHENLLIUX KOMMaHWUA

[MpoaykTbl MeT cepTUdmrKaTbl
cootBeTcTBUs PCTIK Poccumn*®

Bce npogykTbl BXOAAT B €4VHYH0
akocuctemy Positive Technologies

Bce npoaykTbl BKNHOYEHDI
B €UHbIN PEECTP POCCUNCKOro
nporpaMMHoro obecneveHunst



Yecnyrm
Positive Technologies




CepBuchi 2.0:
YyCNyrn ansi HeNnpPepbIBHOIO MOBbILLEHUS
3alnLLEHHOCTN Bu3Heca oT Knbepyrpoas

Habop yHUKanbHbIX YCIyr Mo noBbIWEHUIO CouyeTaHue cepBUCOB MoAerNMpoOBaHUA
3alWmeHHOCT bu3Heca oT KMbepyrpo3s nNoMoXxeTt CINOXHbIX aTaK U yCryr no BbISIBJIEHUIO Yrpo3
HenpepbIBHO OLEHUBATb YA3BMMOCTb KOMMNaHU nos3sonseT 3O{EKTUBHO BbICTPOUTb MPOLECCHI
nepeq AeNCTBUSAMU pearibHbIX 31TI0YMbILLITEHHMKOB obecneyeHuns 3awmTbl BawmMx OM3HeC-npoueccos
N ornepaTMBHO MPUHMMATb MepPbI MO 3aLnTe N CBECTU K MUIHUMYMY BO3MOXHbIW (PUHAHCOBLIN
OT knbeparak u ycTpaHeHu o NocrneacTBui. N penyTauuoHHbIN ywepb oT KnbepaTtak.

IAmynauua APT-araku Pentest 365 Red team vs Blue team

[MOMOXXET OLIEHUTb M MOBLICUTb ObecneunT HenpepbIBHOE [MoMoXXeT B 0OHapy»KeHUUN yrpo3

YyCTONYMBOCTb Ballero 6usHeca BbISIBIIEHNE aKTyalbHbIX BEKTOPOB N COBEpPLUEHCTBOBaHMUM CTpaTermm
nepez peanbHou KnbepaTakom KnbepaTtak Ha Bally KOMMaHMUIo pearMpoBaHus Ha HUX



Yecnyrnm

MOHUTOPUHIa N pearmpoBaHUs
Ha nHunaeHTbl b

Positive Technologies Expert Security Center — B ocHoBe Hawwux ycnyr 6ornee 15 nert onbita
9KCnepTHOe noapasaerieHne, okasbliatLee B aHanu3e 3alueHHOCTH, paccnenoBaHum
yCIyrn no pearMpoBaHuio, paccriefoBaHUIo WHUWOEHTOB N OeATenbHOCTU KpyrnHenwnx APT-
NHUMOEHTOB N MOHUTOPUHTY 3aLUULLEHHOCTM rPYNNUPOBOK, a TaKke MOHUTOPUHra 6esonacHoCTU
KopropaTuBHbIX CUCTEM Ha Base npoayktos PT. KPYMHbIX KOMMaHUNA.

MoHuTOpMHI nepumMmerTpa NMomck cnepoB KoMnNpomMmerTaumMm PearmpoBaHue M paccneposaHme

MoMOXeT HenpepbIBHO BbISBMNATH BbisiBUT cneabl NOAroTOBKU [MoMOXXeT onepaTUBHO
Npobnemsbl, BO3HMKaKOLIME Ha K XakepCKoW aTake v NpuU3HaKu nokanu3oBaTb yrpo3y un bbICTpo
CETEBOM MNepuMeTpe KoMMnaHum KOMMNpOMeTaLun MHAPaCTPYKTYpPbI BOCCTaHOBUTb paboTy busHeca



Yecnyrnm

no rmybokomy aHanuay 3alMLEeHHOCTY

Tecrupoaauue Ha NPpOHUKHOBEHMe
[MoMOXET oUeHNTb PUCK N BOBMOXHOCTU NMPOHNKHOBEHUA
3JTIOYMbIWJIEHHWUKA B CETb KOMMaHUN

AHanus saumuieHHocTH 6ecnpoBogHbIX CeTeMm
[TomMOXeT NoBbICUTb 6Ee30NacCHOCTb KOPNOPaTUBHON
Wi-Fi nHgopacTpyKkTypbl

AHanus koHcdUurypaumm ceresoro obopynosaHunsa
[ToMOXeT OLUEeHUTb 1 NOBbICUTL BE30NacHOCTbL HAaCTPOEK
YCTPOWCTB CEeTU

OueHka ocBefOMNIEeHHOCTHU NoJib30oBaTenen
[TOMOXXeT NOBLICUTbL FOTOBHOCTL NepcoHana K kubepaTtakam

AHanus3 3auMIEeHHOCTU BebG-npunoXxeHMmn
[MOMOXET CyLLeCTBEHHO CHU3UTb PUCK YCMNELLHOW
KnbepaTaku Kak Ha BHELLIHUI, Tak U BHYTPEHHUN
NepuMeTp KOMMNaHun

Ananu3 sammuweHHoctu ERP-cucrem
MomoxeT oueHnTb puckn Vb, cesasaHHbIe
C KPpUTN4EeCKMMn cnctemamin yrnpasreHnd OusHecom

AHanus 3sauMueHHOCTHU

MOOGMINBbLHbLIX NPUIIOXKEHUN

[MOMOXXET NOBbLICUTb 3aLLMLIEHHOCTb AaHHbIX BaLLUX
KNMMEHTOB N NPeaoTBPaTUTb MOLLEHHNYECTBO



NInueHanmn
n cepTtuchmKkarsl

ptsecurity.com



JiInueH3uM
Ha OeATenbHOCTb

Positive Technologies —
nmueHsmnat PCTIK, ¢Cb
MwuHuctepcTBa 060pOHbI PO

MpoaykTbl ceptucpnunpoBaHbl PCTOK,
MwuHucTepcTtBoM 060poHbI PO, asnpomcepT

NMpoAayKTbl KOMNaHUU
B EanHom peectpe poccuinckoro MO



CepTtucdukarsi

CemebM KaTbl - MaxPatrol 8 (Ne 3750, aencteuteneH o 24 oktabpa 2020 r.)
MaxPatrol SIEM (Ne 3044, npencteuteneHn o 19 aekabps 2023 r.)

MuHucrtepcTBa 0OOpPOHDI
PT Application Firewall (Ne 2619, gencrteuteneH oo 24 oktsopsa 2022 r.)

........................................................................................................................................................................................................................................................

MaxPatrol 8 (Ne 2922, nencteuteneH ao 8 uonsa 2024 r.)
CepTMchKaTbl ®CT3K MaxPatrol SIEM (Ne 3734, nencteuteneH go 12 anpena 2025 r.)

PT Network Attack Discovery (Ne 4042, nencteuteneH go 30 HosiOps 2023 r.)
PT Application Firewall (Ne 3455, npencteuteneH oo 27 oktabpsa 2021 r.)

PT Application Inspector (Ne 4000, gencrteuteneH go 3 ceHtabpsa 2023 r.)

PT ISIM (Ne 4182, nencrteuteneH go 9 gekabpa 2024 r.)

PeeCTp pOCCI/II7ICKOI'O Nno - MaxPatrol 8: Ne 785 - PT Application Firewall: Ne 1141
- MaxPatrol SIEM: Ne 1143 - PT Application Inspector: Ne 1253
PT ISIM: Ne 3424 - PT NAD: Ne 4710

PT MultiScanner: Ne 1883



3apybexxHble
cepTtudcdUukKarhbl

« MaxPatrol 8 (Ne BSI-DSZ-CC-0931-2015, Common
Criteria)

« MaxPatrol 8 (Ne 1452619, cooTBeTCcTBME TpeboBaHNSAM
CT PKTOCT P NCO/M3K 15408-3-2006. OY[ 4,
Pecnybnuka KasaxctaH; genctesuteneH oo
1 okTa6psa 2021 r.)

+ MaxPatrol SIEM (Ne 485, cooTtBeTcTBME TpebOOBAHUAM
TP 2013/027/BY, Pecnybnuka benapycb; aencrBuTeneH
no 29 masa 2023 r.)

« MaxPatrol SIEM (Ne 1452620, cooTBeTcTBME
TpeboBaHnam CT PKTOCT P MCO/M3K 15408-3-2006.
OY[l 4, Pecnybnunka KasaxcTtaH; gencreuTeneH
0o 1 oktabpa 2021 r.)

 PTISIM (Ne 1452622, cootBeTcTBue TpeboBaHuam CT PK
MOCT P MCO/M3K 15408-3-2006. OY[] 4, Pecnybnuka
KasaxctaH; gencteuteneH oo 1 okrabpa 2021 r.)

PT Application Firewall (Ne 1452618, cooTBeTCcTBME
TpeboBaHuam CT PK TOCT P MCO/M3K 15408-3-2006. OY[] 4,
Pecnybnuka KasaxctaH; gevcrauteneH go 1 oktsabpsa 2021 r.)

PT Application Firewall (Ne 181005R00, ICSA Labs
oT 23 deBpans 2018 r.)

PT Application Inspector (Ne 1452621, cooTBeTcTBME
TpeboBaHnam CT PKTOCT P MCO/M3K 15408-3-2006. OY[ 4,
Pecnybnunka KasaxctaH; gencreuteneH o 1 oktabpsa 2021 r.)

PT MultiScanner (Ne 1452623, cooTBeTcTBME TPEOOBaHNSAM
CT PKTOCT P MCO/M3K 15408-3-2006. OY[ 4,
Pecnybnnka KasaxctaH; gencreuteneH o 1 oktabpsa 2021 r.)
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sales@ptsecurity.com

ptsecurity.com



