MAIPU

MAIPU BD-LAN Controller

Installation Manual

V2.1.0

BEBERARKRMBEBRLE

www.maipu.com



Copyright
Copyright ©2022, Maipu Communication Technology Co., Ltd. All Rights Reserved.

No part of this manual may be reproduced or transmitted in any form or by any means
without prior written consent of Maipu Communication Technology Co., Ltd.

MAIPU and IB35 are trademarks of Maipu Communication Technology Co., Ltd.

All other trademarks that may be mentioned in this manual are the property of their
respective owners.

The information in this document is subject to change without notice. Every effort has
been made in the preparation of this document to ensure accuracy of the contents, but all
statements, information, and recommendations in this document do not constitute the
warranty of any kind, express or implied.

Security Statement

Important! Before powering on and starting the product, please read the security and
compatibility information of the product.

Environmental protection

This product has been designed to comply with the environmental protection requirements.
The storage, use, and disposal of this product must meet the applicable national laws and
regulations.



MAIPU BD-LAN Controller Installation Manual

Preface

Manual Introduction

This manual mainly describes how to newly install MAIPU BD-LAN Controller. Please
prepare the environment according to Chapter 1; When you have installed the required
operating system, please install it according to the new installation method.

Hope this manual to be helpful to your work.

Product Versions

The corresponding product versions of the manual are as follows:

Product Name

Product Model

MAIPU BD-LAN Controller MAIPU V2.1.0

Audience

This documentation is intended for:

® Commissioning engineers

@ Field maintenance engineers

® System maintenance engineers

Conventions

Conventions of screen output format:

Format

Description

Screen print

Represents the output information of the screen

Keywords of
Screen print

The red part represents the key information in the screen
output

Conventions:

Format

Description

© Note

An alert that contains additional or supplementary
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Format

Description

information.

@ caution

An alert that calls attention to important information that if
not understood or followed can result in data loss, data
corruption, or damage to hardware or software.

@Warning

An alert that calls attention to important information that if
not understood or followed can result in personal injury or
device damage.

Command conventions:

Convention

Description

Boldface

Bold text represents commands and keywords that you enter
literally as shown.

Italic

Italic text represents arguments that you replace with actual
values.

[]

Square brackets enclose syntax choices (keywords or
arguments) that are optional.

{x]yl..}

Braces enclose a set of required syntax choices separated by
vertical bars, from which you select one.

[xlyl...]

Square brackets enclose a set of optional syntax choices
separated by vertical bars, from which you select one or
none.

{xlyl..}*

Asterisk marked braces enclose a set of required syntax
choices separated by vertical bars, from which you select at
least one.

&<1-n>

The argument or keyword and argument combination before
the ampersand (&) sign can

be entered 1 to n times.

A line that starts with a pound (#) sign is comments.

The icons used in the manual and the meanings:

copyright©2022 Maipu, All Rights Reserved



MAIPU BD-LAN Controller Installation Manual

Icon

Description

Represents a generic switch

Represents a generic router

Revision Records

The revision records describe all manual update information. The latest manual version

contains all the previous manual update content.

Version No. Product Revision Revised Content
Version Date
V1.0 MAIPU V210 | 2022-04-25 MAIPU V2.1.0 released version,

user installation guide

Obtaining Documentation

You can access the most up-to-date Maipu product documentation on the World Wide
Web at www.maipu.com.

Technical Support

® Fax: (+8628)85148948

Documentation Feedback

You can feed back your opinions and suggestions by:

® Email: techsupport@maipu.com
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1. Environment Requirements

MAIPU BD-LAN Service Components environment requirements

When installing the server resources of MAIPU BD-LAN Controller, it is necessary to meet the
following configuration requirements:

Linux system requirements (install CentOS 7.9 64bit operation system)

Managed | Manaaed CPU Memory Disk performance
devicgs termingals (recommended | (recommended parameters
configuration) configuration) (lowest configuration)
Intel XEON
_ _ Silver 4110 *1 1.2T*2 2.5-inch SAS 10K
<=440 <=5000 8-core 16 thread | S2C DPR4 RAID1
2.1GHz

@ caution

e The basic distributed components etcd and tidb that MAIPU BD-LAN controller relies on
have high requirements for the |IOPS of the disk. The disk with low IOPS will result in the

failure of the above basic distributed components and cause service failure.

Bdsec component environment requirements

Linux system requirements (install CentOS 7.9 64bit operation system)

Managed | Managed CPU Memory Disk performance parameters
devices terminals (recommended (recommended ) )
configuration) configuration) (lowest configuration)

960G 2.5-inch SSD hard disk*2

Intel XEON Silver (RAIDO)
_ _ 4110*2 600G 15K 2.5-inch SAS hard disk
<=440 <=5000 8-core 16 thread 96G DDR4 *2 (RAID1)
2.1GHz *2 1.2TB 10K 2.5-inch SAS hard disk
*3 (RAID5)
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2. Installation Preparations

Before installing MAIPU BD-LAN controller, prepare the server, install the operating system, plan the
network topology and address, configure the firewall and server time, and prepare the MAIPU

software package.

Prepare software package

Software package name

Remarks

MAIPU-KuBoard-V006R002C00BXXX-
XXXXXXXXXXXX.sh

MAIPU cluster platform Kuboard software

package

MAIPU-2.1.1.0-XXXXXXXXXXX.tar.gz

MAIPU service component software package

MAIPU-6.2.1-XXXXXXXXXXX.tar.gz

MAIPU SEC service component software

package
Prepare Server
Scenario Servers/set | Component distribution Remarks
Standalone mode One Deployed on one server For the information
such as operating
Cluster mode Three sets, Three sets (three sets of master), _
] ] system, hard disk
five sets five sets (three sets of master, two
and network card,
sets of load nodes)
refer to the chapter
of environmental
requirements.
Cluster + sec Four sets Four sets (3 sets of master+ one Three masters are
component worker) used for installing
P MAIPU, and one
worker is used for
installing the bdsec
component.
Network planning
1. Standalone mode
IP address Quantity Remarks
IP address 1 One service |IP address

2. Cluster mode
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Mode IP address Quantity Remarks
MAIPU cluster IP address Two IP 1 management IP address;
addresses, one 1 service IP address pool (default
address pool configuration can be used);
1 pod IP address pool (default
configuration can be used);
MAIPU+BDSEC | IP address One IP 1 management IP address;

component

mode

address, two

address pools

1 service IP address pool (default

configuration can be used);

1 pod IP address pool (default

configuration can be used);

Firewall configuration

Source | Dest. Open Internal Protocol Usage
device | Device ports ports
Controll | Access 22 NA TCP (SSH) Software upgrade, configuration
er device backup and other services
Controll | Access 23 NA TCP Software upgrade, configuration
er device (optional) (TELNET) backup and other services
Controll | Email 25 NA TCP (SMTP) | Alarm mail notification
er server
Controll | Access 68 NA UDP (DHCP) | Zero-configuration opening and
er device other services
Controll | Access 161 NA UDP (SNMP) | Network device discovery and
er device information collection
Controll | Access 830 NA TCP Terminal type identification, terminal
er device (NETCONF) vulnerability scanning and other
services

Controll | Third- 1812, NA UDP Terminal access authentication
er party 1645 (RADIUS)

RADIUS
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Controll | Third- 1813, NA UDP Terminal accounting
er party 1646 (RADIUS)
RADIUS

Controll | Access 3799 NA UDP DM message (active offline

er device (RADIUS) terminal)

Access | Controller | 21 30121 TCP (FTP) Used for zero-configuration

device opening, upgrade/ configuration
management (the device is the
passive mode)

Access | Controller | 22 30122 TCP (SFTP) Used for zero-configuration

device opening, upgrade/ configuration
management

Access | Controller | 67 30115 UDP(DHCP) | Zero-configuration opening and

device other services

Access | Controller | 162 30111 UDP(TRAP) Alarm reporting

device

Manag | Controller | 8443 8443 TCP(HTTPS) | Cluster management

er

Manag | Controller | 443 11202 TCP (HTTPS) | Service management

er

Access | Controller | 514 30110 UDP(SYSLO | Log reporting

device G)

Access | Controller | 1812, 31812, UDP Terminal access authentication

device 1645 31645 (RADIUS)

Access | Controller | 1813, 31813, UbP Terminal accounting

device 1646 31646 (RADIUS)

Access | Controller | 30401 IPFIX IPFIX traffic reporting

device

Access | Controller | 30402 Sflow sflow traffic reporting

device
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@ caution

e Itis suggested to open a telnet or SSH protocol on the device side. The configuration
management and other modules of the MAIPU BD-LAN controller will call the telnet/SSH
protocol; If MAIPU series switches or routers are used together, please enable the
NETCONTF protocol. If the MAIPU BD-LAN controller is docked with the third-party e-
mail/SMS platform, the open port on the MAIPU server shall be subject to the port started by

the actual e-mail/SMS platform.

Time zone configuration

The time zone must be configured as Asia/Shanghai when installing the MAIPU BD-LAN controller.
One of the two options is to configure the time zone during the installation of the operating system
and after the installation.

Set the time zone during the installation of the operating system as follows:

DATE & TIME CENTOS 7 INSTALLATION

egion:‘ Asia ‘ v ‘ City.‘ Shanghai

=

5 (®) 24-hour
18:27 pm it

il |~

‘A You need to set up networking first if you want to use NTP

Set the time zone after installation as follows:

[root@stm-cluster-dev-1 ~]# timedatectl set-timezone Asia/Shanghai
[root@stm-cluster-dev-1 ~]#

Install dependent package:

The installation and deployment of MAIPU BD-LAN controller depends on some basic packages in
CentOS. The relevant dependent packages must be installed before the installation and deployment

10
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of MAIPU BD-LAN controller. Otherwise, the installation of MAIPU BD-LAN controller will fail. There
are two ways to install dependent packages: select the dependent package when installing the
operating system, and install the dependent package after installing the operating system.

Install dependent packages when installing the operating system (recommended method):

SOFTWARE SELECTION

Base Environment
Minimal Install
Basic functionality.

Compute Node
Installation for performing computation and processing.

®) Infrastructure Server
Server for operating network infrastructure services.
ile and Print Server

File, print, and storage server for enterprises.

Basic Web Server
Server for serving static and dynamic internet content.

Virtualization Host
Minimal virtualization host.

Server with GUI
Server for operating network infrastructure services,
with a GUL

GNOME Desktop
GNOME is a highly intuitive and user friendly desktop
environment.

KDE Plasma Workspaces

The KDE Plasma Workspaces, a highly-confiqurable
graphical user interface which includes a panel, desktop,
system icons and desktop widgets, and many powerful
KDE applications.

CENTOS 7 INSTALLATION

Add-Ons for Selected Environment

[ Backup Server
Software to centralize your infrastructure’s backups.
[ | DNS Name Server
This package group allows you to run a DNS name
server (BIND) on the system.
[_| Debugging Tools
Tools for debugging misbehaving applications and
diagnesing performance problems.
[ | Directory Client
Clients for integration into a network managed by a
directory service.
[] E-mail Server
Allows the system to act as a SMTP and/or IMAP e-mail
server.
[] FTP Server
Allows the system to act as an FTP server.

[_] File and Storage Server
CIFS, SMB, NFS, iSCSI, iSER, and iSNS network storage
server.
[_| Guest Agents
Agents used when running under a hypervisor.
[ Hardware Monitoring Utilities
A set of tools to monitor server hardware,

Install the dependent package after installing the operating system:

1. Mount the operating system CD image to the machine: mkdir-p /medir/CentOS;mount

/dev/cdrom /media/CentOS

2. Execute the following command set to configure yum local source:

mkdir -p /etc/yum.repos.d/backup

mv /etc/yum.repos.d/*.repo /etc/yum.repos.d/backup

mv /etc/yum.repos.d/backup/CentOS-Media.repo /etc/yum.repos.d/

sed -i 's/enabled=0/enabled=1/g' /etc/yum.repos.d/CentOS-Media.repo

3. Execute the installation package command: yum group install "Infrastructure Server"

Network configuration

Before installing the MAIPU BD-LAN controller, it is necessary to complete the network configuration
of all hosts. The network configuration can be configured at the stage of installing the operating

system and after installing the operating system.

11
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Configure IP address during the installation of operating system:

CENTOS JINSTALLATION

Editing ens33

Connection name: ens33

General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPv6 Settings
—
Method: | Manual -
Addresses
Address Netmask Gateway Add
11.0.3.111 255.255.0.0 11.0.0.1
Delete
DNS servers: 10.0.0.250

Search domains:
DHCP client 1D:
[ ] Require IPv4 addressing for this connection to complete

Routes...

Cancel Save

Configure the IP address after installing the operating system:

1. Execute the command to enter the interface of configuring the IP address: nmtui
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2. Make the configuration take effect: nmcli connection up ens33

.Caution

The specific network card interface name shall be subject to the interface name on the
actual host, and the ens33 in the example is only for reference;

There must be a default gateway configuration in the network configuration. Otherwise, the
MAIPU service cluster will not be available;

The DNS server configuration is optional. If the configuration is selected, the DNS service
must be available. Otherwise, the availability of MAIPU service cluster will be affected;

Please plan the IP address of the server reasonably. After installing and deploying the
service cluster, the IP address cannot be modified. If it needs to be modified, the service
cluster needs to be deleted after backing up the service data. After deleting the host, modify

13
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the IP address, add the host again and create the service cluster.

Configure host name

Each host on which the BD-LAN controller is installed must be configured with a host name. The
host name of each host is not allowed to be repeated, and it is not allowed to use the default domain
name localhost. The host name can be configured during the installation of the operating system or
after the installation is completed.

Set host name during system installation:

NETWORK & HOST NAME CENTOS 7 INSTALLATION

Ethernet (ens33)
~ Intel Corporation 82545EM Gigabit Ethernet Controller (| E Ethernet (ens33)

# — Disconnected

Hardware Address 00:0C:29:49:68:8E
Speed 1000 Mb/s
Subnet Mask 127.0.0.1

Configure...

Host name: | bdstrm-1| Apply Current host name: localhost

Set the host name after installing the system:
[root@stm-cluster-dev-1 ~]#

[root@stm-cluster-dev-1 ~J# hostnamectl set-hostname MAIPU-1

@ caution

e The host name cannot contain any uppercase letters. Otherwise, the installation and

deployment will fail.
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3.

Software Package Cluster (Single-Node)
Mode Installation

This chapter introduces the deployment and installation of the cluster platform and service
components of MAIPU BD-LAN controller using software packages on the existing operating system.
The installation and deployment in this document is for reference only. Please configure according
to the actual deployment.

3.1 Install MAIPU Cluster Management System

Copy the kuboard installation package to the server to be installed, and then use the command to
execute the installation:

[root@MAIPU  homel# chmod +x /home/MAIPU-KuBoard-VO06R002C00BXXX-
XXXXXXXXXXXX.sh (Set the software installation package as executable program)

[root@MAIPU homel# /home/MAIPU-KuBoard-V006R002C00BXXX-XXXXXXXXXXXX.sh
install (Execute the installation)

[MAIPU-KuBoard] Verifying archive integrity...

All good.

[MAIPU-KuBoard] Uncompressing MAIPU-KuBoard VOO6R002C00BOXXX installer
\ Done

Input setup dest path:[lhome/mpup/mpup] (Set the installation directory. After inputting the
installation path, click Enter. By default, it is installed in the path: /home/mpup/mpup)

[MAIPU-KuBoard] DO CBK preinstal
[MAIPU-KuBoard] [INFO] Copy cbkscript ...
[MAIPU-KuBoard] [INFO] Call ./_callbackscript/mpup_cbks_basic.sh (preinstall)

MAIPU-KuBoard installer

The setup program will install files, strongly recommend that you backup data!!!
Confirm install [y/n]? :[y] (Confirm the installation of the system and click Enter)
[MAIPU-KuBoard] DO CBK install

[MAIPU-KuBoard] [INFO] Log: /tmp/logs/install/MAIPU-KuBoard-
V0O0B6R0O02CO0BXXX-XXXXXXXX_install_ XXXXXXXXXXXXXXX.log

[MAIPU-KuBoard] [INFO] INSTALL PATH: /home/mpup/mpup
[MAIPU-KuBoard] [INFO] [INSTALL] Begin install ...

[MAIPU-KuBoard] [INFO] [INSTALL] Install rpm ...

[MAIPU-KuBoard] [INFO] [INSTALL] Run installscript '_syssetuppatch.sh’ ...
[MAIPU-KuBoard] [INFO] Call ./_callbackscript/mpup_cbks_basic.sh (install)

[MAIPU-KuBoard] [INFO] [INSTALL] Backup setup files ...

15
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3.2

[MAIPU-KuBoard] [INFO] [INSTALL] Finished
[MAIPU-KuBoard] INFO install success MAIPU-KuBoard VO06R002C00BXXX

removed ‘tmp/PKG__ GLOBAL__.lock’

Initialize MAIPU Cluster Management System Service

Execute the command mpshell srvmgt init to initialize the service:
[root@MAIPU homel# mpshell srvmgt init (Execute the command of initializing the system)
[MPUP] Stop srvmgt service...[MPUP] done

[MPUPY] #HHHHHHHEHHHEHHBHHHEHAE Network config  #HHHEHHHBHHHEHHEHHHEHH

[MPUP] Found Multi-Ethernet Interfaces:

Index [fName MAC IPv4 Linked IPv6
[0] ens192 00:0C:29:93:BF:6C 129.255.164.171 yes
[1] ens224 00:0C:29:93:BF:76 193.168.20.20 yes

Please input the index of the eth interface for service (0 - 1): [0] (Select the service network
card, enter the service network card number and click Enter; If the default network card is used,
click Enter directly)

Please choose https port(443|8443) [8443]: (the port configuration for web access, only
supporting 443 or 8443. By default, 8443 is used, and click Enter)

[MPUP] * Stop system firewall ...

[MPUP] * Set enforce permissive ...

setenforce: SELinux is disabled

Redirecting to /bin/systemctl restart rsyslog.service
[MPUP] Config srvmgt enable ...

Please select the current system language environment: (zh_CN/en) : [en] (select the language
environment. By default, use English, and click Enter)

Configure application servers? (y/n) [y]: (Confirm the installation of the component. By default,
select y, and click Enter. If not configuring, input “n”

n”, and then, click Enter)
* execute init script '30-init-cluster.conf' ...
* execute init script '40-init-db.sh’ ...
* execute init script '50-init-plugins.sh' ...
* Init sshd
* MySQL does not exist in the service list, skipping SQL initialization.
Init sshd begin ...

Init sshd finish.

16
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[mpup-kuboard] Init nginx-ingress kuboard ip 129.255.164.171 ...

* Init mpup-web

* MySQL does not exist in the service list, skipping SQL initialization.
Create mpup mpup ...

* chown files for mpup(mpup) ...

3.3 Start MAIPU Cluster Management System Service

Step 1: Start the MAIPU service

[root@MAIPU homel# mpshell srymgt start (Execute the command to start the service)
* Start 'sshd' service...

Start watchdog for 'sshd'...done
* Start 'nginx' service...

Start watchdog for 'nginx'...done
* Start 'mpup-kuboard' service...

Start watchdog for 'mpup-kuboard'...done
* Start 'mpup-web' service...

Start watchdog for 'mpup-web'...done

Step 2: Check the service status

Execute the command mpshell srvmgt status to view the service status:

[root@MAIPU homel# mpshell srymgt status (View the service status)
service mpup-kuboard is running
service mpup-web is running
service nginx is running
service sshd is running
Step 3: Check the service health status

[root@MAIPU homel]# mpshell srymgt health (Execute the command to check the service
health status)

+ + + + +
| ServiceName | MonitorStatus | ServiceStatus | HealthStatus [
+ + + + +
| sshd | running(8937) | up | HealthOK |
| nginx | running(9450) | up | HealthOK [
| mpup-kuboard | running(9751) | up | HealthOK |
| mpup-web | running(10138) | up | HealthOK |
+ + The health status of all

components is healthok, which indicates that the MAIPU cluster management system service is
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started successfully and you can perform the next step of web access deployment and installation.

3.4 WEB Access for Cluster Host Deployment

WEB access link of MAIPU cluster management system is https://IP:8443

When accessing the WEB page of MAIPU cluster management system, the latest stable version of
Google Chrome, Internet Explorer (IE11 and above) is recommended for the client PC browser. Here,
take Chrome browser access as an example: "go to 129.255.164.171”;

Minimalism
®

Intelligence s it
ecurity

Maipu BDN

Recommended Use IE11 and Above ‘ 9 Recommended display resolution width 1920
Copyright © 2021-2022 Maipu Communication Technology Co., Ltd. All Rights Reserved.

Input the default user name (admin) and password (admin) to log in:

Dashboard & admin =

Normal Halt System Running Time ~ Memory Capacity Total CPU Utilization

v 0 0 0%

Total Total Memory Utilization
Cluster Host o v

Host can be quickly created and

deployed O 0 Numberof CPU Cores  CPU Capacity
Total Storage Utilization
Fault Insufficient Resources O
Cluster Management 0%

+Create Cluster !é;

Cluster host item, click Cluster Management to open the configuration window of cluster
management:

18
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Cluster Management

© custerrarameters 2 Nodelnfo

* Service IPv4 Address
Pool 10.96.0.0/12

Format: 10.96.0.0/12, Mask: 12,13,14

* Pod IPv4 Address Pool  100.64.0.0/10
Format: 100.64.0.0/10, Mask: 10,11,12

DNS @ DNS configuration cannot be changed after setting
Format: 10.10.0.254
Calico Network Mode @ bgp O ipip

Enable IPv6 Configuration @ IPv6 configuration cannot be changed after setting

Cancel Next

You can adopt the default cluster parameters, and click Next to enter the configuration window of
the node information.

Dashboard & admin =

Cluster Management

1 Cluster Parameters a Node Info

Add Master Node Host Status  All v | IPAddress

O Name P Port  Status Role Creation Time Description Operation

Cancel Previous

Click the "Add Master Node" button to set the master node information, where the IPv4 address is
the IP address of the server where the MAIPU cluster management system is installed; After the
configuration is completed correctly, click OK.

19
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Add Master Node 4
* Name bdian24 * |Pv4 Address  10.11.13.16
* Port | 22 IPvE Address
* User Name  root ¥ Password  sesssees

ED-LAN 2.0 EN_test
Description

After the master node is added, click the "Start to Deploy" button to automatically execute the
installation, and wait for the installation to complete:

Cluster Management x
1 Cluster Parameters o Node Info
Add Master Node Add Worker Node Host Status Al ~ Port a
O Name 1P Port  Status Role Creation Time Description Operation
Modify
[ @ bdlan24 18.11.13.16 22 Pending Kuboard 2022-04-25 16:34:44 BD-LAN_
Delete
O Total 1 ltems, Selected 0 ltems Sltems/Page JumpTo 1 | Page
Cancel Previous Start to Deploy
Add Master Node Add Worker Node Host Status = All v Port a
Name 1P Port  Status Role Creation Time Description Operation
Modify
® bdlan24 18.11.13.16 22 Completed | Kuboard 2022-04-25 16:34:44 BD-LAN. ..
Delete

(@ Ccaution

It is not supported to add a host and deploy again after deployment. To switch
from stand-alone mode to cluster mode, you need to back up the service data,
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delete the service cluster, delete the host, and add it again for deployment.

3.5 Create Cluster

After the MAIPU cluster administrator system is installed, you need to add cluster nodes, and click
"Create Cluster":

Dashboard & admin =
Normal Halt System Running Time  Memory Capacity Total CPU Utilization
v 1.5%
Total Total Memory Utilization
Cluster Host otal ry .
Host can be quickly created and l -
deployed 0 O Number of CPU Cores  CPU Capacity

Total Storage Utilization

Fault Insufficient Resources 16 I"“I“I 15.1%
:
L

In the “Create Cluster” window, upload the product package correctly:

Dashboard

& admin =
Create Cluster b
o Select Version 2 Basic Info 3 Select Host
Upload Product Package Refresh
[] Package Name Version No  Description Include Components  Upload Time Operation
Create Cluster 4
o Select Version 2 Basic Info 3 Select Host
Upload Product Package Refresh
[] Package Name Version No | Description Include Components Upload Time Operation
D Maipu-BDLAN 2110 Product Name: M... Maipu-BDLAN 2022-04-2516:56:48 Delete

Check the product package and click "Next" to configure the basic information of the cluster node
according to the actual use environment:
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Create Cluster b4

1 Select Version o Basic Info 3 Select Host

# Cluster Name ~ Maipu-BDLAN Domain Name

Address
Enable F5

* |Pv4 Management * |Pv4 Sermvice

Address 10111397 Address 10111348
IPv6 Management IPv6 Service
Address Address

Enable NAT
Configuration

Cluster Description  Product Name: Maipu-BDLAN, version No: 2.1.1.0

Cancel Previous Next

Select the cluster node host. It is not necessary to select the host during stand-alone installation,
adopt the default, and click "Start to Create”:

Create Cluster e
1 Select Version 2 Basic Info o Select Host
Refresh
Name IP Port User Name Status
bdlan24 1@.11.13.16 22 root Completed
Total 1 ltems Sltems/Page JumpTo 1  Page

Cancel Previous Start to Create

The system automatically installs cluster nodes, and the status in the basic information of the node
is "Installing Product", waiting for the auto installation to complete:

Dashboard ¢ admin ¥
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LS

Maipu-BDLAN

I Basic Info

Status:Installing Product Management IP: 10.11.13.17

Service IP110.11.13.18

Creation Time:2022-04-25 17:03:18

. - .
Product Name: Maipu- CPU Memory Storage
2.1% 10.7% 2.7%
BDLAN, version Ne: 2.1.1.0 Normal Halt 24 Cores 62.76GB 595.99GB
m Total badlan24 bdian24
21% 1065%

Wait until the status in the cluster node is displayed as "Installation Succeeded", which means that

the installation process is completed:

Dashboard

& admin =
I Basic Info
u Status:Installing Microservices Management IP: 10.11.13.17 Service IP:10.11.13.18 Creation Time:2022-04-25 17:03:18
Maipu-BDLAN
- - .

Product Name: Maipu- o CcPU 5 Memory q Storage

BDLAN, version No: 2.1.1.0 Normal Halt B 24 Cores RS2 62.76GE 27 505 99GB

m Total bdlan24 bdlan24

53% 10.47%
1
| Basic Info
= on Succeeded | IP:10.11.13.17  Service IP:10.11.13.18  Creation Time:2022-04-25 17:03:18
Maipu-BDLAN - -
Product Name: Maipu- 38% cPU 339 Memory 339  Storage
BDLAN, version No: 2.1.1.0 Normal Halt 24 Cores 627668 595 99GB
E3 - 1 °
Total bdian24 bdlan24
i 38% 2%
|
Insufficient
Fault Resources

3.6 Access MAIPU BD-LAN Controller via WEB

After the cluster deployment is completed, you can access the MAIPU BD-LAN controller through
https://management IP:

Minimalism
°

Intelligence

Recommended use

IE11 and above

Security
L]

9

Maipu BDLAN

Recommended display resolution width 1920

Copyright © 2017-2022 Maipu Communication Technology Co., Ltd. All Rights Reserved. | |
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Enter the default user name (admin), password (admin) and verification code to log in. For the first
login, you need to import the license of MAIPU BD-LAN controller:

License Information

Click the "Import License" button, import the license correctly, and click OK.

After that, display the interface of modifying the initial password, and the administrator resets the
login password. The password must meet the password policy (the password must be at least 6
characters, including uppercase letters, lowercase letters, numbers and special characters, and
cannot contain the user name and cannot be the same as the original password; such as
Admin@123). The modification interface is as follows:

Password rule:

1. password longth at least 6
Change Password o

2 need toinclude: Capital letters,

Lowercase letters, Number, Special

ch: (such as~-1@5%AR"#()_+

After modifying the password successfully, return to the login interface and use the new password to
log in:

Log in successfully and enter the home page.

Home Discovery Network Orchestration Terminal Control Terminal Protection Maintenance Monitoring Alerts & Activity Reports K790 414016 & admin v
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Overview »  Basic Network > [+

Components

stem Score & Basic Network Topolo: Assets Statistics
pology
Last updated:2022-04-25 17:40:57 Last updated:2022-04-25 17:40:57
Online
4 0%
Offline
[ x] 0%
6" 3“ Stock
(=} 0 0%
Compliance  Terminal offline Security risk
| Terminal Authentication Sta. | Counterfeit Terminals
Total Terminals
U 3]  Cross-organization login 0
ME  Suspected Hub Access 0
Succeeded 0 0%
Failed 0 0%
Unauthenticated 0 0%
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4. Software Package Cluster (Multi-Node)

Mode Installation

This chapter introduces the deployment and installation of the cluster platform and service
components of MAIPU BD-LAN controller using software packages on the existing operating system.
The installation and deployment in this document is for reference only. Please configure according
to the actual deployment.

4.1 Install MAIPU Cluster Management System

Copy the KuBoard installation package to the server to be installed, such as: in the directory /home/,
and then use the command to execute the installation:

[root@MAIPU  homel# chmod +x /home/MAIPU-KuBoard-VO06R002C00BXXX-
XXXXXXXXXXXX.sh (Set the software installation package as executable program)

[root@MAIPU homel# /home/ MAIPU-KuBoard-V006R002C00BXXX-XXXXXXXXXXXX.sh
install (Execute the installation)

[MAIPU-KuBoard] Verifying archive integrity...

All good.

[MAIPU-KuBoard] Uncompressing MAIPU-KuBoard VOO6R002C00B044 installer
\ Done

Input setup dest path:[lhome/mpup/mpup] (Set the installation directory. After inputting the
installation path, click Enter. By default, it is installed in the path: /home/mpup/mpup)

[MAIPU-KuBoard] DO CBK preinstal
[MAIPU-KuBoard] [INFO] Copy cbkscript ...
[MAIPU-KuBoard] [INFO] Call ./_callbackscript/mpup_cbks_basic.sh (preinstall)

MAIPU-KuBoard installer

The setup program will install files, strongly recommend that you backup data!!!
Confirm install [y/n]? :[y] (Confirm the installation of the system and click Enter)
[MAIPU-KuBoard] DO CBK install

[MAIPU-KuBoard] [INFO] Log: /tmp/logs/install/MAIPU-KuBoard-
V0O06R002C00B044-220419204037_install_20220420100315.log

[MAIPU-KuBoard] [INFO] INSTALL PATH: /home/mpup/mpup
[MAIPU-KuBoard] [INFO] [INSTALL] Begin install ...

[MAIPU-KuBoard] [INFO] [INSTALL] Install rpm ...

[MAIPU-KuBoard] [INFO] [INSTALL] Run installscript '_syssetuppatch.sh' ...
[MAIPU-KuBoard] [INFO] Call ./_callbackscript/mpup_cbks_basic.sh (install)

[MAIPU-KuBoard] [INFO] [INSTALL] Backup setup files ...
[MAIPU-KuBoard] [INFO] [INSTALL] Finished

26
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[MAIPU-KuBoard] INFO install success MAIPU-KuBoard VOO6R002C00B044

removed ‘tmp/PKG___ GLOBAL__.lock’
4.2 Initialize MAIPU Cluster Management System Service

Execute the command mpshell srvmgt init to initialize the service:
[root@MAIPU homel# mpshell srvmgt init (Execute the command of initializing the system)
[MPUP] Stop srvmgt service...[MPUP] done

[MPUPY] #HHHHEHHHEHHHEHHBHHHEHA Network config  #HHHEHHHBHHHEHHEHHHEHH

[MPUP] Found Multi-Ethernet Interfaces:

Index [fName MAC IPv4 Linked
IPv6

[0] ens192 00:0C:29:93:BF:6C 129.255.214.92 yes

[1] ens224 00:0C:29:93:BF:76  193.168.20.30 yes

Please input the index of the eth interface for service (0 - 1): [0] (Select the service network
card, enter the service network card number and click Enter; If the default network card is used,
click Enter directly)

Please choose https port(443|8443) [8443]: (the port configuration for web access, only
supporting 443 or 8443. By default, 8443 is used, and click Enter)

[MPUP] * Stop system firewall ...

[MPUP] * Set enforce permissive ...

setenforce: SELinux is disabled

Redirecting to /bin/systemctl restart rsyslog.service
[MPUP] Config srvmgt enable ...

Please select the current system language environment: (zh_CN/en) : [en] (select the language
environment. By default, use English, and click Enter)

Configure application servers? (y/n) [y]: (Confirm the installation of the component. By default,
select y, and click Enter. If not configuring, input “n”

n”, and then, click Enter)
* execute init script '30-init-cluster.conf' ...

* execute init script '40-init-db.sh' ...

* execute init script '50-init-plugins.sh' ...

* Init sshd

* MySQL does not exist in the service list, skipping SQL initialization.
Init sshd begin ...

Init sshd finish.

[mpup-kuboard] Init nginx-ingress kuboard ip 129.255.214.92 ...
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* Init mpup-web
* MySQL does not exist in the service list, skipping SQL initialization.
Create mpup mpup ...

* chown files for mpup(mpup) ...

4.3 Start MAIPU Cluster Management System Service

Step 1: Start the MAIPU service
[root@MAIPU homel# mpshell srymgt start (Execute the command to start the service)
* Start 'sshd' service...
Start watchdog for 'sshd'...done
* Start 'nginx’ service...
Start watchdog for 'nginx'...done
* Start 'mpup-kuboard' service...
Start watchdog for 'mpup-kuboard'...done
* Start 'mpup-web' service...

Start watchdog for 'mpup-web'...done

Step 2: Check the service status

Execute the command mpshell srvmgt status to view the service status:

[root@MAIPU homel# mpshell srymgt status (View the service status)
service mpup-kuboard is running
service mpup-web is running
service nginx is running
service sshd is running
Step 3: Check the service health status

[root@MAIPU homel# mpshell srymgt health(Execute the command to check the service
health status)

+ + + + +
| ServiceName | MonitorStatus | ServiceStatus | HealthStatus |
+ + + + +
| sshd | running(8937) | up | HealthOK |
| nginx | running(9450) | up | HealthOK [
| mpup-kuboard | running(9751) | up | HealthOK |
| mpup-web | running(10138) | up | HealthOK |
+ + The health status of all

components is healthok, which indicates that the MAIPU cluster management system service is
started successfully and you can perform the next step of web access deployment and installation.
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4.4 WEB Access for MAIPU Host Deployment

WEB access link of MAIPU cluster management system is https://IP:8443

When accessing the WEB page of MAIPU cluster management system, the latest stable version of
Google Chrome, Internet Explorer (IE11 and above) is recommended for the client PC browser. Here,
take Chrome browser access as an example:

Enter “https://IP:8443” login interface:

Minimalism
®
Intelligence o
Security

° L) Maipu BDN

Recommended Use IE11 and Above ‘ D Recommended display resolution width 1920

Copyright © 2021-2022 Maipu Communication Technology Co., Ltd. All Rights Reserved.

Input the default user name (admin) and password (admin) to log in:

Total GPU Utilization
Normal Halt System Running Time ~ Memory Capacity

¥ o
Total Total Memory Utilization
Cluster Host "
0%
Host b Kt ted and O
0st can be quickly createcan Number of CPU Cores  CPU Capacity
deployed 0 0 B
Total Storage Utilization
Fault Insufficient Resources O "
Cluster Management 0%
+Create Cluster @:

Cluster host item, click Cluster Management to open the configuration window of cluster
management, and input the correct DNS:
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Cluster Management

o Cluster Paran&lers 2 Node Info

* Bervice |Pv4 Address
Bon  10.06.0.0112
Format: 10.96.0.0/12, Mask: 12,13,14
* Pod IPv4 Address Pool  100.64.0.0/10
Formal” 100 64.0 0/10 Mask 10.11.1

DNS @ DNS configuration cannot be changed after setting

Format: 10.10.0.254
Calico Network Mode @ bgp (O ipip

Enable IPv6 Configuration @ 1Pv6 connguration cannot be changed after setting

Cancel Next

Adopt the default values for the remaining cluster parameters, and click “Next” to configure the node
information:

Cluster Management

1 Cluster Parameters o Node Info

Add Master Node Host Status Al hd IP Address Port Name E

= Nam L Port | Status Role Creation Time Description Operation

Cancel Previous

Click the "Add Master Node" button to set the master node information, where the IPv4 address is
the IP address of the server where the MAIPU cluster management system is installed; After the
configuration is completed correctly, click OK.
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Add Master Node

* |Pv4 Address

|Pv6 Address

* User Name * Password

Description

Continue to add the nodes according to the environmental plan (Master or worker nodes, please add
according to the actual plan). After adding nodes, click the "Start to Deploy" button to automatically
execute the installation, and wait for the installation to be completed:

Cluster Management

1 Cluster Parameters o Node Info

Add Worker Node Host Status = All v | IPAddress a

P Port  Status Creation Time: Description Operation

Modify
193.158.20.3¢ 22 Pending 20220420 17:19:46
Delete

Modify
193.168.20.31 22 Pending. Master Control  2022-04-20 17:20:04
Delete

Modify
193.168.20.32 22 Pending... Master Control 2022-04-20 17:20:20
Delete

B Baich Delete Total 3 Items, Selected 3 ltems < > Sltems/Page JumpTo 1 Page

Cancel Previous Start to Deploy

Cluster Management

1 Cluster Parameters o Node Info

Add Worker Node Host Status v IP Address E

O Name P Status Creation Time Description’ Operation

Modify
193.168.28.30 Installing 2022-04-20 17:22:01
Delete

Modify
193.168.20.31 Installing | Master Conirol ~ 2022-04-20 17:22:1%
Delete

Modify
163.168.20.32 Installing | Master Confrol ~ 2022-04-20 17:22:36
Delete

Total 3 ltems, Selected 0 ltems < [1) > stemseage JumpTo 1  Page

Cancel Previous Start to Deploy
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Cluster Management

1 Cluster Parameters

Add Worker Node

O

o Node Info

Host Status Al hd

Port

Name P Status Role Creation Time Description Operation

Modify

e 1 193.168.28.30 Completed Kuboard 2022-04-20 1722201

Delete

Modify

193.168.20.31 Completed Master Control  2022-04-20 17:22:19

Delete

Modify

193.168.20.32 Completed |Master Conirol  2022-04-20 17:22:36

Delete

Total 3 Items, Selected 0 ltems JumpTo 1

Previous Start to Deploy

[1] -+ stemsPage Page

Cancel

@ caution

e ltis not supported to add a host and deploy again after deployment. To expand or shrink the

capacity, you need to back up the service data, delete the service cluster, delete the host,

and then add it again for deployment.

45 Create Cluster

After the MAIPU cluster administrator system is installed, you need to add cluster nodes, and click
"Create Cluster":

Dashboard

& admin v

Total CPU Utilization

" Normal Halt System Running Time ~ Memory Capacity
v 8.7%
3 0 Ohours
Total Total Memory Utilization
Cluster Host ot gl
Host can be quickly created and 3 I"I 6.9%
deployed O 0 Number of CPU Cores  CPU Capacity
pley Total Storage Utilization
Fault Insufficient Resources 48 102.88¢H

Cluster Management

+Create Cluster

By d

’ i

16.2%

In the window of adding the cluster, upload the product package correctly:
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Create Cluster Y

o Select Version 2 Basic Info 3 Select Host

Upload Product Package Refresh

[] Package Name Version No  Description Include Components  Upload Time Operation

After uploading the product package, check the product package and click "Next" to configure the
basic information of the cluster node:

Create Cluster 4
o Select Version 2 Basic Info 3 Select Host
Upload Product Package Refresh
[] Package Name Version No  Description Include Components Upload Time Operation
D Maipu-BDLAN 2110 Product Name: M... Maipu-BDLAN 2022-04-2516:56:48 Delete

After the above configuration, directly enter the next step, and click “Start to Create”.

193,568.20. 30
19368001
19).568.20. 02

Wait until the status in the cluster node is displayed as "Installation Succeeded", which means that
the installation process is completed:
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Total CPU Utilization

¥ . o eI
Cluster Host Total ITI:itlalllriaisiimry Utiization
s 56
:;:'ﬂ::’;“" R O 4 0 MNumber of CPU Cores CPU Capacity

Total Storage Utilization

Insufficient R y 18
sufficient Resources . 3.7%

Fault
Cluster Management

Basic Info
u Status:Installation Succeeded Management IP: 10,11,13.9 Service IP:10.11.13.11 Creation Time:2022-05-17 02:11:26
Maipu-BDLAN -
Product Name: Maipu- CPU Memory Storage
BDLAN, version No: 2.1.1.0 Normal Hait Sl 5 Core: B 9378GB 3% s e708
= . ’ °
Total bdlan2 bdlan2c
- 14.1% 49.19%
3 bdlan2a bdlan2
. 21.8% 55.56%
Insufficient
Fault Resources bdlan2c bdlan2a
37% 63.25%

Note: If you need to install bdsec components, please refer to Chapter 5 for extended installation of
bdsec components; If it is not needed, you can directly access the web access control platform.

4.6 Access MAIPU BD-LAN Controller via WEB

After the cluster deployment is completed, you can access the MAIPU BD-LAN controller through
https://management IP:

Enter the home page of MAIPU BD-LAN controller:

Minimalism
°

Intelligence

Maipu BDLAN

Security
©

Recommended use IE11 and above ‘ 9 Recommended display resolution width 1920

Copyright © 2017-2022 Maipu Communication Technology Co., Lid. All Rights Reserved. | |

Enter the default user name (admin), password (admin) and verification code to log in. For the first
login, you need to import the license of MAIPU BD-LAN controller:

34 copyright©2022 Maipu, All Rights Reserved



MAIPU BD-LAN Controller Installation Manual

License Information

Click the "Import License" button, import the license correctly, and click OK.

After that, display the interface of modifying the initial password, and the administrator resets the
login password. The password must meet the password policy (the password must be at least 6
characters, including uppercase letters, lowercase letters, numbers and special characters, and
cannot contain the user name and cannot be the same as the original password; such as
Admin@123). The modification interface is as follows:

Change Password
2. need to include: Capitallotters,
Lowercase letters, Number, Special
d has:

4.cannot be the same as the original
password

After modifying the password successfully, return to the login interface and use the new password to
log in:

Log in successfully and enter the home page.

Home Dh':uvery Network Orchestration Terminal Control Terminal Protection Maintenance Monitoring Alerts & Activity Reports .!. 00 #0440 1o & admin =
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Overview »  Basic Network ~ [+ Components
| Basic Network Topology | Assets Statistics
Last updated:2022-04-20 11:16:14 0 Last updated:2022-04-20 11:16:14
Online
- ™
Offline
x ™
60 30 Stock
(=3 U 0%
Compliance Terminal offline Security risk
| Counterfeit Terminals
| Terminal Authentication St.
Total Terminals A Counterfeits 0
U IP 1P modify 0
Q  Location migration 0
Succeeded 0 0%
Failed i % fh  Abnomal service ports 0
Unauthenticated n 0%
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5. Install bdsec Component

This chapter describes how to install the bdsec component on the basis of "Multi-node Cluster
Installation” (The installation of Chapter 4 has been completed).

5.1 Add worker Node

Add a server used for installing bdsec component. Add one worker node on the cluster host, and
deploy the worker node, as follows:

Cluster Management

1 Cluster Parameters © rosernro

Role Creation Time

193.168.20.3¢ Kuboard 2022-04-27 13:54.07

193.168.20.31 Master Control 20220427 13.54:22

193.168.20.32 Master Control  2022-04-27 13:54:37

Totai 3 tems, Selected 0 ems (3] + stemspage

el - |

Cluster Management

1 Cluster Parameters o Nods Info

Hostswmts AL v ot .

Port  Status Role Creation Time | Operation

Moty
193.168.20.31 2 completsd Master Control  2022-04:27 13:54:22

Deiete

Moy
193.168.26.32 2 Completed Masler Control  2022-04-27 13:54.37

Deiete

Wod
153.168.26.33 22 Penting Depioyment Load 2022-04-27 141141 .
Dekete

Tt s, Sceced 0 fems () stemsmags~  wmpTo 1 page

Cancel  Previous
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Cluster Management Y
1 Cluster Parameters o Node Info

Add Worker Node Host Status = All v P Address Port Name a

E Name 1P Port Status Role Creation Time | Operation
Modify

O e 2 193.168.20.31 22 Completed Master Control ~ 2022-04-27 13:54:22
Delete
Modify

O e 3 193.168.208.32 22 Completed Master Control ~ 2022-04-27 13:54:37
Delete
Modify

= e 4 193.168.26.33 22 Installing Load 2022-04-27 14:11:41
Delete

D Batch Delete Total 4 Items, Selected 1 Items E] > 5ltems/Page JumpTo 1 Page

Cancel Previous Start io Deploy

Cluster Management Y
1 Cluster Parameters o Node Info

Add Worker Node Host Status = All g P Address Port lame B

E Name P Port Status Role Creation Time | Operation
Modify

O ® 2 193.168.20.31 22 Completed Master Control ~ 2022-04-27 13:54:22
Delete
Modify

O e 3 193.168.20.32 22 Completed Master Control ~ 2022-04-27 13:54:37
Delete
Modify

= ® 4 193.168.28.33 Z2 Starting Load 2022-04-27 14:11:41
Delete

D Batch Delete Total 4 Items, Selected 1 Items E] »  Bliems/Page JumpTo 1 Page

Cancel Previous Siart to Deploy

Wait until the worker installation is completed (the installation time of the worker node may be long),
as shown in the following figure:

Cluster Management

1 Cluster Parameters © roceino

= P a Role eat
O e 2 193,168,201 22 Compleles Master Contiol  2022-04-27 135422
Detete
.3 193.160.20.2 2 Compleles Masier Coniol - 2022-04.27 135437
seiete
ooy
B e« 193.160.20.33 22 | Completes Loag 2022.04-27 14:11:41
Celete
[) atch Desete Total 4 fems, Selected 1 hems [ » stemsmage ump To. 1

Canel  Previous [ESETTNESY

5.2 In MAIPU Cluster, Expand bdsec Component

Edit the MAIPU cluster to expand the component; upload the bdsec component package, and install
the bdsec component to the worker node.
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Dashboard & aumin &

Basic Info
u Status:Installation Succeeded Management IP; 10.11.13.9 Service IP:10.11.13.11 Creation Time:2022-05-17 02:11:26
Maipu-BDLAN -
Product Name: Maipu- T r cPU Memory Storage
BOLAN, version No: 2.1.1.0 Normal Halt B2 cores S61%) o ace 3% esaeron
Edit~ I ¥ 3 0
Total bdlan2 bdlan2c
102% 49.24%
Delete 3
o bdlan2a balan2 )
Insuffcient o o
bdlan2c bdlan2a
Log Download Fault Resources 8% £3.31%

0 0

Upload the bdsec component product package, as shown in the following figure:

& admin =

Component Extension

0 Select Component 2  Select Host

Upload Product Package Refresh

:\ Package Name Version No Description  Include Components ' Independent Deployment  Upload Time Operation

] Malpu-BDLAN 21.1.0 Product ... Maipu-BDLAN No 2022-05-17 02:08:15 Delete

Maipu-BDLAN 6.2.1 Product ... Maipu-BDSEC Yes 2022-05-24 22:43:58 Delete

Total 2 Items, Selected 0 items E] 5ltems/Page JumpTo 1 Page

Select the worker node added in Chapter 5.1, and install the bdsec component, as shown in the
following figure:

Component Extension

1 Select Component © seictriost

P Poi Staus include Components Exiensible Rowe

1931682030 22 Completed Kuboard
193.168.20.31 22 Completed Master C.
193.168.20.32 Completed Master C

193.168.20.33 Completed Load

StemsPage

Wait for expanding the bdsec component to be completed:
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Normal Halt System Running Time Memory Capacity
Tota
0 N 0 Number of CPU Cores CPU Capacity
Fault

Insufficient Resources

Total Storage Utilization
i

-~
126% Stoge
15768

cru
Halt iz 8 =
T 3 0
Total 1
Insufficient Resources
Fault 0 2
0
Noem. Halt Momory
o
0 0
Faul Insufficient Resources
P.1931632034 e2022.04-27 140334
s U Memory
ormat W . poposs
= 4 0
Total
Insuffcient Resources
Fault 0
0

T
(T
w7

a4 Sworge

5.3 Access MAIPU BD-LAN Controller via WEB

After cluster deployment + bdsec component expanding is completed, you can access the MAIPU

BD-LAN controller via https://management IP:

Minimalism

Intelligence

Security

MAIPU BDN

Enter the default user name (admin), password (admin) and verification code to log in. For the first
login, you need to import the license of MAIPU BD-LAN controller:
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License Information

Click the "Import License" button, import the license correctly and click OK.

After that, the interface of modifying the initial password is displayed, and the administrator resets
the login password. The password must meet the password policy (the password must be at least 6
characters, including uppercase letters, lowercase letters, numbers and special characters, and
cannot contain the user name and cannot be the same as the original password; for example
Admin@123 ). The modification interface is as follows:

Password rule:

1. password length at least 6
Change Password Charackars

2.need to include: Capital letters,

Lowercase letters, Number, Special

characters (such as:-1@5%A&"#()_+-|

After successfully modifying the password, return to the login interface and log in with the new
password:

Log in successfully and enter the bdsec component module page:

Home Discovery Network Orchestration Terminal Control Terminal Protection Maintenance Monitoring Nlerts & Activity Reports R0 ik 10 & aimn v
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) Device Monitoring

Status

Summary

Terminal Session

L~ Flow Parameter
Settings

Device Settings

comeo . Welcome

Systom Score Basic Network Topology

Termmal Authenbe sbon St

Termunal Types,

a't

Fated 0 ato.

Assets Statistcs

Asset Maintenance Status

Countere Termnals

Terminal sca
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6.

License Application and Importing

1.1 Apply for License

Before applying for license, please ensure that the time of Linux operating system is correct, and
feed back the machine code of the server where MAIPU is located to the corresponding contact
person of the manufacturer to apply for license.

The query method of the server machine code:

Log in to the web page of MAIPU BD-LAN controller, and send the module name and machine code
information of the page list to the contact person of the technical support through the menu navigation
bar "Setting > System Setting > License".

1.2 Import License File

Log into the web page, enter "Settings > System Settings > License", and import the applied license
file into the MAIPU BD-LAN controller.

Maipu BDLAN Home Discovery Network Orchestration Temminal Control Terminal Protection Maintenance Monitoring Alerts & Activity Reports 439050 %0 13 & admn

License

Organization Management | System Log
Account Management Operation Log
ot a
Fle onfiguration Password Policy Configuration
| About
10.11.137 BD-LAN-L 85 50 BCF1CFBL
10.11.13.7 BD-NPM 85 - BCF1CFBDOD235ATAB22AT5BTS The current module has 85 days rem
10.11.13.7 BD-NPM-L 85 50 BCF1CFBDOD23SATAB22ATSETE The current module has 85 days left ..
10.11.13.7 BD-TF-1Y 85 50 BCF1CFBDOD235ATAB22ATSETE The current module has 85 days lefi ...
10.11.13.7 BD-TM 85 - BCF1CFEDOD235ATAB22ATSBTE The current module has 85 days rem.
10.11.13.7 BD-TM-L 85 50 BCF1CFBDOD235ATAB22ATSBTS The current module has 85 days lefi ..
10.11.137 BD-UIM-L 85 50 BCF1CFBDOD235ATAB22ATSBTS The current module has 85 days left
al 10 lier (1) 20ltemsiPage

7. Uninstallation

@ Caution

e Before uninstalling, please delete the service network policy, service network, and campus
planning network to avoid that the device configuration is not cleared due to direct

unloading;

e Before uninstalling, please cancel the terminal blocking and enter the Network
Resources > Device Management page to delete all devices to avoid leaving the

distributed terminal blocking configuration on the device.

7.1 Delete Cluster Node

The unloading methods of cluster single-node mode, cluster multi-node mode, and cluster multi-node
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+ bdsec mode are the same, which can be operated according to the following methods:

Log in to the cluster management system and select the cluster node to delete:

Dashboard

Total GPU Utilization

X N“;“J' H(;Il System Running Time: Memory Capacity "" "I"I .
Cluster Host T‘."'“' lTlolllal\lii'ieIimry Utllization .
::;:,1':, o quiokly credind Sl 0 4 0 Number of CPU Cores CPU Capacity -

o Total Storage Utilization

Fault Insufficient Resources tO "I 8
Cluster Management -

Basic Info

[V Statusinstallation Succeeded  Management IP: 10.11.13.8  Service IP:10.11.13.11  Creation Time:2022-05-17 02:11:26

Maipu-BDLAN -
EDLAN,verson N6 2110 Norma v =) o sas) e

3 ’ °
Total bdlan2 bdlan2c
128% 49.24%
;
- bdlan2c bdlan2

Componert Extension e 27.3% 55.02%
bdlan2a balan2a
Log Download ES Gizmnas 5.8% 3.32%

When the cluster status is displayed as Unloading, wait for the cluster to unload automatically:

|Bas\c|nm

Status:Unloading Management IP: 129.255.21499  Service IP:193.168.20.34  Creation Time:2022-04-20 10:48:41

74%  CPV 319 ¥ Memory 435%) Storage
N Normal Halt 68 Cores 188.04GB 1654.97GB
F 4 0
Total 1 1
1% 39.05%
4 2 2
Insufficient o fLaem
Fault Resources 3 79% 3 4287%
0 0
Wait for auto unloading of the cluster to be completed:
Normal Halt System Running Time ~ Memory Capacity ﬁi'ial CPU Utilization o
\’ %
4 0
Cluster Host Total Total Memory Utilization o
Host can be quickly created and deployed 0 O Number of CPU Cores  CPU Capacity
Total Storage Utilization
Cluster Management Fault Insufficient Resources 68 “"""I 1%

+Create Cluster

AR

7.2 Delete Cluster Host

In the cluster host, click the Cluster Management button:
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;v Normal Halt System Running Time ~ Memory Capacity Total CPU Utilization o

4 0 6hours 188.0468

Cluster Host Total Total Memory Utilization .

Hostcan be quickly cresEgIUen RN 0 4 0 Number of CPU Cores  CPU Capacity

Cluster Management Faull Insuffi Re 68 145 75 Total Storage Utilization
ault nsufficient Resources . GHz
S i P
+Create Cluster §
- ‘c«

In the Cluster Management window, the cluster parameters do not need to be configured, but
directly click Next to enter the node information page. Tick all nodes, and click Batch Delete.

Cluster Management

1 Cluster Parameters o Node Info

HostStatus Al v . port ar B8

= Name IP Port  Status Role Creation Time Descriptiol Operation

B e 193.168.20.30 n Comple--  Kuboard 2022-04-20 10:34:24

Modify
Delete

3 e 193.168.20.31 n Comple---  Master Control  2022-04-20 10:34:45

Modify
B e 3 193.168.20.32 22 Comple Master Control 2022-04-2010:35:03

Delote

B Batch Delete Tl 4 Items, Selected 4 ltems (@) »  sttems/page JumpTo 1 Page

Cancel Previous Start to Deploy

Wait for the cluster node information to be deleted completely:

Cluster Management

1 Cluster Parameters © rodernto

Host Status ~ All L ANE Port N a

Port Status  Role Creation Time Description Operation

45 copyright©2022 Maipu, All Rights Reserved



MAIPU BD-LAN Controller Installation Manual

7.3 Uninstall All Components

Step 1: Execute the uninstall command
Execute the uninstall command to perform the uninstalling operation:
[root@MAIPU home]# mpsetup uninstall (Execute uninstalling)
Warning: setup will uninstall all the follow packages
* 7d07a6aa56a9 MAIPU-KuBoard V006R002C00B038-220413013018

Confirm uninstall these packages (y/n)?[n] y (Confirm the uninstalling operation, and Click Enter,
indicating confirming the uninstalling operation; click n, indicating exiting the uninstalling
operation.

* Stop 'mpup-web' service...
Stop watchdog for 'mpup-web'...done
* Stop 'mpup-kuboard' service...
Stop watchdog for 'mpup-kuboard'...done

* Stop 'nginx’ service...

[MAIPU-KuBoard] INFO uninstall success MAIPU-KuBoard VO0O6R002C00B038

/opt/mpclsworker does not exist
Warnning!!!

Confirm clear the installation directory, include all program and datas (y/n)?[y] Confirm
the deletion operation, and click Enter, indicating confirming deleting the directory; click n,
indicating exiting the deletion operation)

* Remove install directory /home/mpup/mpup

* Clean tmp ...

Step 2: After confirming uninstalling the system, clear the installation directory:
[root@MAIPU homel# cd /Thome/mpup/ (Enter the directory above the installation directory)
[root@MAIPU mpup]# Il (Check the files in the directory and the lower directory)

total 0 (The display of total O indicates that the installation directory is cleaned, and other
versions or scenarios can be installed again; If the configuration is leaved, please contact
technical support or execute rm manually to delete all files before installing)
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8. FAQ

8.1 Wrong DNS Resulting in Adding Host

Step 1: Check the DNS configuration

Execute the command cat /etc/resolv.conf to check whether the corresponding DNS server of
nameserver can access the network, and whether the domain name resolution is normal.

MAIPU:~ # cat /etc/resolv.conf

Step 2: Modify nameserver to the correct DNS server or configure the DNS server as null
Modify the nameserver value to the correct and reachable DNS server via vi /etc/resolv.conf

Remark the line of nameserver via vi /etc/resolv.conf, and remark the line of search

Step 3: Add host again

Add the host on the kuboard interface again

8.2 Not Support Adding Host again for Deployment after
Standalone Deployment

You can only choose one of the stand-alone mode and cluster mode. After being deployed as stand-
alone mode, you cannot add a host anymore and change it to cluster mode. If the operation fails,
you can directly delete the host without deploying the service cluster, and then click "Start to Deploy"
after adding all hosts.

8.3 Host Not Configured with Default Router Resulting in

Unavailable Service after Deploying Service Cluster

In the multi-node scenario of MAIPU BD-LAN controller, all hosts must be configured with default
routes. Otherwise, the applications in each node cannot communicate directly and the services are
unavailable. The recovery steps are as follows:

Step 1: Configure the default route

Execute nmtui to enter the network configuration interface and configure the correct gateway address:

47 copyright©2022 Maipu, All Rights Reserved



MAIPU BD-LAN Controller Installation Manual

Execute nmcli connection up ens33 (ens33 is specified according to the actuality)
Step 2: Delete the service cluster
Delete the service cluster on the cluster management system kuboard interface

Step 3: Delete hosts
Delete all hosts on the cluster management system kuboard interface

Step 4: Add hosts and deploy
Add all hosts for deployment on the cluster management system kuboard interface

Step 5: Deploy the service cluster
Add the service cluster on the cluster management system kuboard interface

8.4 Adding AD Server Failed

Step 1: Check whether the system is added to the domain

Step 2: The AD domain is the domain name. It is necessary to add the domain name resolution
server at the first step of adding the cluster
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Cluster Management

o Cluster Parameters

= Service IPvd Address
Pool

+ Pod IPv4 Address Pool

|m.

Calico Netwark Mode

Enable IPv6 Configuration
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